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YMHbIE XUBYT AOOJIbLLE.

TexHON0orMu pasyma B COBPEMEHHOM KNOepopyKum

* WCKYCCTBEHHbIN WHTENNEKT - 3TO He TOJIbKO YMHble AOMa U
YMHbIe ropoaa, HO U TEXHUYECKN COBepLUEHHOE aBTOHOMHOE
Knbepopyue. HoByto BOMHY ByayT BECTM apMUKN YMHbIX OOTOB,
CMocobHbIX HE TONIbKO K rpynnoBoOn KoopaMHauumn bes yyactusa
4YesIoBEeKa, HO U K CAaMOCTOATE/IbHOW Bblaaye LeneyKkasaHun.

e B poKnage paccmaTtpuBatoTcs peweHna u3  cpepbl U,
NCNONIb3yEMblE B COBPEMEHHOM KUOEPOPYXUN: reHepaTUBHO-
cocTA3aTe/ibHble HeMmpoHHble ceTn (GAN) Aans pacno3HaBaHuUA
HOBbIX BMAOB Kubepatak, mMeTogukun rnyboKkoro obydyeHus c
nogkpenneHnem (DRL) pans areHTHoOro moaenupoBaHUA
MHOOPMALMOHHbIX aTaK, MeToAbl «LUNPPOBbIX ABONHMKOBY» ANA
NCCNeAoBaHUA PA3/INYHBLIX PUINYECKUX U MCUXONOTUYECKUX
BO34eMNCTBUIN be3 npoBeAeHMNA TECTOBbIX aTak.
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Top 12 Al Tech Trends

Deep Learning - Teopua rnybokoro obyyeHums
Capsule Neural Networks — KancynbHble ceTu

Deep reinforcement learning (DRL) — rnybokoe obyyeHune c
noaKpenaeHnem

Generative adversarial network (GAN) — reHepaTUBHO-
COCTA3aTe/IbHbIE CETU

Lean and augmented data — oby4yeHne Ha HENO/IHbIX U
NOMNO/IHEHHbIX AaHHbIX

Probabilistic programming — BepoAaTHOCTHOE
NporpaMmMmmpoBaHnE

Hybrid learning models — mogenu rubpuaHoro obyyeHus

Automated machine learning (AutoML) — aBTomaTnyeckoe
MaLLMHHOE 0by4yeHue

Digital twin — Undposoun A4BONHUK

10. Explainable Al — O6BbACHMMbIN UCKYCCTBEHHbIW UHTENNEKT
11. Al Chatbots — pa3ymHble 4aT-60TbI
12. Al Accelerators —annnapaTHble akcenepatopbl U



Deep Learning - Teopua rnyboKoro obyyeHus

Deep Learning - COBOKYNHOCTb
MeTOo[0B MaLIMHHOIO

Artificial Rt
oby4yeHnsa, 0CHOBaHHbIX Ha Intelligence’and * 4

National Security
obyuyeHnun npeacraBaeHNAM i

(feature/representation
learning), a He Ha
crneumnann3mpoBaHHbIX
anropmuTmax, pa3paboTaHHbIX S
NN KOHKPEeTHbIX 3a4au




Capsule Neural Networks — KancynbHble ceTu

%} electricity usage

* Capsule Neural
Networks - HOBbIN THM
rTy6OKNX HEMPOHHbIX
ceTemn, MoryT ¥
nogaepXmBatb & :
nepapxmyeckune |
OTHOWEHUA

- 2750 kWh
- 3500 kWh
- 4500 kWh
- 9000 kWh




Deep reinforcement learning (DRL) —
rnyboKoe oby4yeHue ¢ NnogKkpenieHnem

* DRL — ceTb yuunTca,
B3aMMOOENCTBYSA C
OKpY*KatoLLel cpeaoi = "By
NocpeacTBoOMm G AlphaGo Wins
HabaaeHnn,
AEeUCTBUN U
BO3Harpa*KaeHunm

MNepenHnn Kpaun: DRL + Agent-Basing Dynamics



Generative adversarial network (GAN) —
reHepaTUBHO-COCTA3aTe/IbHblE CeTU

* GAN - aBe
KOHKypupytoLime
HEMPOHHbIE CEeTH,
reHepaTop u
ONCKPUMUHATOP

Deep Dream



Lean and augmented data — obyyeHue Ha
HEeMNO/IHbIX U AONONHEHHbIX AAaHHbIX

* [lepeHoc obyyeHUH
e JKCTpemanbHoe obyyeHune

* CUHTEe3 AaHHbIX




Probabilistic programming — BepoATHOCTHOE
NPoOrpaMmMmmpoBaHuE

* Probabilistic programming -BbICOKOYPOBHEBbIN A3bIK
NPOrpamMmmMmMpPoOBaHNA, KOTOPbIN obneryaeT
pa3paboTKy BEPOATHOCTHOW MOZENN, @ 3aTEM
aBTOMATUYECKM «peLuaeT» 3Ty Moaenb

Inferred model Inferred model
re-rendered with re-rendered with
novel poses novel lighting

"XELILL
@@ oves

Observed Inferred
Image (reconstruction)




Hybrid learning models — moaenu
rubpmnaHoro obyyeHms

* Hybrid learning models — rnybokue
HEWPOHHble ceTn + banecoBCcKUe Nau
BEPOATHOCTHbIE NOAXOAbl

* “Blended Learning”



Automated machine learning (AutoML) —
aBTOMATUYECKOe MallMHHOe obyyeHue

 Automated machine learning (AutoML) -
ABTOMATM3aLMA NpoLecca NOAroTOBKM
NaHHbIX, BblIbOpa GYHKLUMWN, BbiIBOpa moaenu
NN TEXHUKKN, 0BYYEeHNA N HACTPOUKHU



Digital twin — UndpoBon ABONHUK

* Digital twin— 3710 BMpTyasbHaaA moaenb,
ncnonb3yemas ana obner4yeHma AeTaNbHOro
aHanM3a U MOHUTOPUHIA PUIUYECKUX NN
NCUXO/IOTUYECKUX CUCTEM




Explainable Al — O6bacHMMmbIN
MCKYCCTBEHHbIN UHTENNIEKT

A DARPA Perspective
on Artificial Intelligence

John Launchbury
Director 120, DARPA

Explainsble ) Explanstion
Model Interface

The third wave of Al

/\/’

Perceiving
Leamning
Abstracting
\.J' 5\ Reasoning




Al Chatbots — pa3ymHble 4aT-60Tbl

HOW AN A.l. CHATBOT WORKS #

Q-]

Input from Analyze user's Identify intent
a user request and enti

ties

23 mapTa 2016 roaa — Microsoft
3anyckaet B Twitter Al-yatbota Taun
(@TayandYou)

24 mapTta — Tam obyuwnnca
HETEPNMUMOCTU, PACU3MY U
0OCLEHHON NIeKCUKe

25 mapTta — 60Ta OTKAOUYNAU

@NYCitizenQ7/ | i hate feminists
and they should all die and burn in hell.



Al accelerators —
annapaTHble yckoputenn N
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One minute inside Twitter
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[lononHnTeNnbHaaA MHPOPMaLUA
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Mporynku no HesuaAuMoMy MHTepHeTy

BOTATEMIIINX
BUSHECMEHOB
POCCHU




Mbl — A€TU B MUPE YMHbIX BeLLLeW
BoeHHble — AeTn ¢ rpaHaToOU
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* BblicOKOTOYHOE OpyrKUe

* YMHOe opyKune
* ABTOHOMHOE NIeTasibHOE OpYyKune

* CeTeueHTpUYECKan BOMHA

e
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TecT TblOPUHTa

* YyeHblU: MCKYCCTBEHHbIN pa3ym — TOT,

KOTOPbIN NpU 0OLWEHNN HEOTAIMYUM OT *KUBOTO
4YenoBekKa

» Xakep: A 60otoCb HEe TOro KoMMbloTepa,
KOTOPbIN NponaeT TecT TbtopUHra, a Toro,
KOTOPbIN €ro HaMePEHHO 3aBaNunT...

* MonutrexHonor: 3aga4ya UCKYCCTBEHHOTO

pasyma — ybeauTb 3K3ameHaTopa, YTO OH cam
KOMMNblOTEep



The Malicious Use of Al
Security Domains

* Digital security. The use of Al to automate tasks involved in carrying
out cyberattacks will alleviate the existing tradeoff between the scale
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ey, roLamen, h and efficacy of attacks. This may expand the threat associated with
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labor-intensive cyberattacks (such as spear phishing). We also expect
novel attacks that exploit human vulnerabilities (e.g. through the use of
speech synthesis for impersonation), existing software vulnerabilities
(e.g. through automated hacking), or the vulnerabilities of Al systems
(e.g. through adversarial examples and data poisoning).

* Physical security. The use of Al to automate tasks involved in
carrying out attacks with drones and other physical systems (e.g.
through the deployment of autonomous weapons systems) may expand
the threats associated with these attacks. We also expect novel attacks
that subvert cyber-physical systems (e.g. causing autonomous vehicles

o to crash) or involve physical systems that it would be infeasible to direct

The Malicious Use remotely (e.g. a swarm of thousands of micro-drones).

of Art|f|c.|al Intelllgen_ce. * Political security. The use of Al to automate tasks involved in
Forecasting, Prevention surveillance (e.g. analysing mass-collected data), persuasion (e.g.
and Mitigation creating targeted propaganda), and deception (e.g. manipulating
February 2018 videos) may expand threats associated with privacy invasion and social
manipulation. We also expect novel attacks that take advantage of an
improved capacity to analyse human behaviors, moods, and beliefs on
the basis of available data. These concerns are most significant in the
context of authoritarian states, but may also undermine the ability of
democracies to sustain truthful public debates.




[Mpumep Al: HenpoceTb pacno3HaeT
4yesI0BEKa Mo KNaBMATYPHOMY MOYEPKY

AyTeHTUdUKaTOpPDLI:

*  YHMKasbHOEe 3HaHue

*  YHMKanbHbIM NpegmeT

*  YHMKa/NbHAA XapaKTepUCTmKa

KnaBuaTypHbIA NOYEPK - noseaeHYeckan buomeTpuyecKas
XapaKTePUCTUKa, KOTOPYIO OMUCLIBAIOT caeayloume napameTpbi:

e CKOpOCTb BBOAaA - KONM4YeCTBO BBEAEHHbIX CUMBO/10B
pa3geneHHoe Ha BpemMAa nevyataHmA

e ,D,VIHaMMKa BBO/Aa - xapaKTepunsyeTca BpemeHem Mmexxay
HaXXaTUAMU KNaBUL U BpemMeHeM UX yaepraHua

* YacTtoTta BO3HUKHOBEHUE OLLUOOK npwv BBoAae

* WUcnonb3oBaHUE KNABULL - Hanpumep, Kakue
bYHKLUMOHANbHbIE KNaBULLWM HAXKMMaloTCca A1A BBOAA
3arnaBHbIX OYKB

KopHees B.B., Macanosu4y A.U u ap. Pacno3HaBaHMe NPOrpaMmMHbIX MOAYNEN
N 0bHapyKeHne HeCaHKLUMOHMPOBAHHbIX AENCTBUIM C MPUMEHEHNEM annapaTa HEMPOCETEN
NHdopmaumnoHHble TexHonormm N10, 1997 - http://sci-pub.info/ref/321545/



http://sci-pub.info/ref/321545/

Physical Security



duTtHec TpeKep Strava
BblOan pacnonoxkeHne sBoeHHbIx 6a3 CLUA




YMHbIY nuctonet Armatix IP1 —
CTPensieT To/IbKO B pyKax BAaaenbLa

o)y =

Xakep Plore:

A 3HA0 KaK MMHUMYM TpU cnocoba B3siomaTtb Armatix



TrackingPoint XS1 —BMHTOBKa noA, Linux

Lock on 10 your tarpet with the Tag Bution Parsistontly track your target as it moves. Guide your shot on target




Meet the dazzling flying machines of the future...
[1poHbl yOMBAIOT Ntoaen

https://www.youtube.com/watch?v=RCXGpEmFbOw https://www.youtube.com/watch?v=HCG Hnv7nMY



https://www.youtube.com/watch?v=RCXGpEmFbOw
https://www.youtube.com/watch?v=HCG_Hnv7nMY

OpyXue HOBOU BOUHDI
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Digital Security
ObMaHyTb HEUPOCETb



Man or Woman ?

Kak obmaHyTb cuctemy pacrno3HaBaHUsA
Adversarial training (coctazatenbHoe obyyeHue)

NcTtouHuk: https://pikabu.ru/story/yeto muzhchina ili zhenshchina 4440498



https://pikabu.ru/story/yeto_muzhchina_ili_zhenshchina_4440498

Adversarial Examples
BpeAOHOCHbIE NPUMeEpPDbI

+.007 x

: T +
* sign(VJ(6,,y)) esign(V,J(0,x,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
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NcTtouHuK: https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0



https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0

10N

ial preturbat

The "universal adversar

YHMBEpPCabHOE UCKarKeHue

16

(c) VGG

F

(b) VGG

(a) CaffeNet

(f) ResNet-152

(e) GoogLeNet

(d) VGG-19



One Pixel Attack
for fooling deep neural networks
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UcTtouHuK: https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0



https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0

The Adversarial Patch
BPeAOHOCHAA 3anaTKa

Classifier Input Classifier Output
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banana slug snail orange

Classifier Output
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banana toaster piggy_bank spaghetti_

NcTouHumK: https://boingboing.net/2018/01/08/what-banana.html



https://boingboing.net/2018/01/08/what-banana.html

ObmaHyTb cMcTeEMY pacno3HaBaHMA anL,




ObMmaHyTb becnMNoTHbIM aBTOMODOUAb




[loporKHble 3HaKN - OOMaHKK

Robust Physical-World Attacks on Deep Learning Visual Classification (04.2018)
NcTouHuk: https://arxiv.org/pdf/1707.08945.pdf



https://arxiv.org/pdf/1707.08945.pdf

Cnacubo 3a BHUMaHue ©
Questions?

iam.ru/tipaguru.htm

Masalovich Andrei

Macanosuy AHgpen Nropesuny
CFIELI,VIaﬂVICT MO CBA3AM C P€a/ibHOCTbIO

+7 (964) 577-2012
avalanche100500@gmail.com
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