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THE SHOCKING SCALE OF
CYBERCRIME

$388

THE TOTAL BILL FOR CYEERCRIME FOOTED BY ONLINE
ADULTS IN 22 COUNTRIES TOPPED USD 5388BN OVER
E PAST YEAR @
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Bachosens: Highly-skilled petty cyber criminal
with lofty ambitions targeting large organizations
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state actors, but basic missteps indicate a threat actor who is skilled but lacking in expertise
- Symantec Sacurity Respanze [[[[] 2
J 3 Mar 17 MOComments @ RERE EXEF

Wolgoua Is using adv:
makware in question. Traj
nation-state ators, Howeve nvestigation revealed a 2017 equivalent of the hobbyist hackers of the 19905—the only
difference being this hacker wasn't out for bragging rights. He was out for financial reward.

+ Dt fybar attarks against large arganizatians for relatively modast rewards. The
5, Was 0 atvanced that Symantec analysts initially Tougnt they were l0oking Jt the wark of

* WcxopHbin Koa Ha VirusTotal
e CnokHoe 3aKa3Hoe malware e PacnpoCTpaHAeTCA C Urpamm

* Ueneson GuwmHr * Kelinorrep 6e3 obdycKaLmu
* JdemepHbie AES-kntoumn * MeHee 20 JOMEHOB B rof

* |IPv6, DGA,DDNS * VmAa nomeHa B Koae
* (CBasbuyepe3 DNS, ICMP, HTTP

https://www.symantec.com/connect/blogs/bachosens-highly-skilled-petty-cyber-criminal-lofty-ambitions-targeting-large-organizations



Internet Intelligence
Ecam ncnonb3oBaTb MeToabl MHTEPHET-PA3BEAKMU...

15-10-2008, 19:26

Program for

Sale Program for
All details on the site

ICQto 31
an e-mai @gmail.com
a Skype

check in:

* Uropp C***>**

* Tupacnonb
° Tene(bOH. X kkk kkk kkkk
e E-mail: ******@gmail.com

https://motherboard.vice.com/en_us/article/zmbj7y/lone-wolf-criminal-hacker-gets-doxed-thanks-to-series-of-dumb-mistakes



Mbl — A€TU B MUPE YMHbIX BeLLLeW
BoeHHble — AeTn ¢ rpaHaToOU
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* BblicOKOTOYHOE OpyrKUe

* YMHOe opyKune
* ABTOHOMHOE NIeTasibHOE OpYyKune

* CeTeueHTpUYECKan BOMHA

e
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Honeypots

A honeypot is a decoy computer system for
trapping hackers or tracking unconventional or
new hacking methods.

KTO nepBbiM KAKOHY HA NPUMAHKY?

e MuHuctepctso o060poHbl oaHOU U3 cTpaH CHI
* AHTMBUPYCHAA KOMMNAHUA

 Cneucny*ba oaHon n3 ctpaH CHI

http://cryptoworld.su/kak-vychislit-xakera/



Fitness app Strava lights up staff at military bases

duTtHec-TpeKep Strava
BblJan pacnosoxXeHne BoeHHbiX 6a3 CLUA

https://www.bbc.com/news/technology-42853072



Working off the IP address, U.S.
investigators identified Guccifer 2.0...

CkpbiBanTe |P. Bceraa.

https://www.thedailybeast.com/exclusive-lone-dnc-hacker-guccifer-20-slipped-up



«AApecHble NOBYLKU»

Internet

am

Kidnapper Kidnapped victim
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YTO 3HAYUT:
«He ocTtaBnATb cneaos’?»

be3ynnKoBOCTb

HenocTtaTovyHOCTb AOKa3aTeibHOW 6a3bl
CKpbITne npucyTcTemA

MacKknpoBKa

Pa3mbiBaHMe uenu

J1oXKHbIN cnep,

JlereHaa NpUKpbLITUA



Digital Forensics

Digital forensics (sometimes known as digital forensic science)
is a branch of forensic science encompassing the recovery and
investigation of material found in digital devices, often in
relation to computer crime.

dopeH3uKa (KoMnbloTEPHAA KPUMUHANIUCTUKA, paccnegoBaHmeE
KnbepnpectynneHmnim) — NpuKaaaHaA HayKa O PacKpbITUM
NPecTynaeHni, CBA3aHHbIX C KOMMNbIOTEPHOU UHPOPMaALMEN,
06 nccnepoBaHnUm LMPPOBbLIX AOKA3ATENLCTB, METOAAX MOUCKA,
NO/IY4EHUNA U 3aKPENJEeHMA TaKUX AO0KA3aTENbCTB




[lpAYem AaHHbIE

be3B03BpaTHOE YHUYTOXKEHME
HeBmnanmeble pasaensbl
TrueCrypt
KpMnTOKOHTENHEPBI
CteraHorpadus

«/1BOMHOE AHO»



Digital Footprint Haw undposoun cnep,

P

\\—#
HoBoctn WHTepHeT

ﬁ -

BusHec ®PUHaHCHbI

Buorpadus [IOKYMEHTbI Cembs AKKayHTblI

;_ ﬂﬂq =)
[aKeTbl &j?‘ Mpobnembl ¢ 3aKOHOM

CoumnanbHble ceTn

MecTtononoxeHue



OSINT (Open Source Intelligence)
Pa3BeaKa No OTKPbITbIM UCTOYHMUKAM
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sing OSINT

Miopuasi 1 MiopuAKA

doHa MoHKacup




NCTOYHUK yTeuyeK NMYHOU MHPOpMaALLMN —
6a3bl yaaseHHbIX CTPAHUL, B cOLCETAX

Co6paHo 6onee 174 161 000 doTorpacduii

-t he

Mei cobupaem yacTHble kapTuHkn BKoHTakTe

Tepen BaM CAIT, KOTOPLE COREPMIAT Bonklwyio Basy GoTorpaduit
BKOHTaKTE, HeAOCTYMHEIX 6OMBLMHCTEY NONb3oBaTeNel. BrvwmTe
COBUKY Ha CTPE-IAMKY NH0BOr0 UENOBEXa 1 y3HANTE, ECTI A OH B
CroTobase,

reasorpolice@skotobaza of

@Germansk

Ml NOCTORHHO ACBABNAEM HOBLIE KADTVHIGA, MOSTOMY EC/MA CErOAHS
HIA4ero He Bbino HalineHo — 33BTPa OHO MOXET OKa3aTLCA Y Hac. Takxe
Ml 7k06e3H0 PACCMOTPIAM BCS BaILIA BOMPOCH! M NOXENSHAS Yepes
INEKTPOHHYIO MONTY,

tobaza Cryuaitoie goto NSFW

@ronenmeca B3 NairyTs

W Teumyms S MocatyTs

CkoTtobasa
22615858

Cpeav apyseit Fapuxoea Baguma, 8 C

HaigeHb!

Anexcangpa MapwuHa

Banepuit

1 M

Muna

Katepuna




The Hacker

P23y To 11
der Of.

www.ecashservices.com
one hundred and 00/100 .S, dollars

. PAY TO THE ORDER OF:

Andrei Masalovich
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Russia
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“Skin”. Kpaxa umdppoBomn AMYHOCTH

KATAKCTAN PECHYRANKA
PECTIYRANKACK RAJANCTAN
VAOCTOREPEMME THIOCTH

CAFATORA
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EPMEKOBHA
i)

R
05.05 1988

FKEKE KYOMK
VOCTOBEPEHME AMHHOCTH

TER SAMIURA
KMCTAYBAEBA

ariry B
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Ynos Ha vk.com/docs



BT U3-noa Bnaeokamep

Multipeer connectivity framework B iOS7




APT — Advanced Persistent Threat

* An advanced persistent threat (APT) is a set
of stealthy and continuous computer
hacking processes, often orchestrated by a
person or persons targeting a specific entity.

e APT ( «pa3BuTan ycton4mBan yrpo3a»; TaKkxe
ueneBaa KnbepaTtaka) — NPOTUBHMUK,
obnaparoWmMin COBPEMEHHBLIM YPOBHEM
crneunanbHbIX 3HAHUN U 3HAYUTENbHbIMU
pecypcamm, KOTopble NO3BONAIOT EMY
CO3/1aBaTb BO3MOXHOCTU ANA AOCTUXKEHUSA

Lenen nocpeacTtBOM pPas/iINYHbIX BEKTOPOB
HanajeHus




Advanced Persistent Threat Groups

APT37 (Reaper)

North Korea

Target sectors: Primarily
South Korea — though also
Japan, Vietnam and the
Middle East

— in various industry

APT28 Tsar Team

Suspected

attribution: Russian
government

Target sectors: The
Caucasus, particularly
Georgia, eastern European
countries and militaries,
North Atlantic Treaty
Organization (NATO) and
other European security
organizations and defense
firms

verticals, including chemicals, Associated

electronics, manufacturing,

malware: CHOPSTICK,

aerospace, automotive, and SOURFACE

healthcare

https://www.fireeye.com/current-threats/apt-groups.html

APT33

Suspected attribution: Iran
Target sectors: Aerospace,
energy. APT33 has targeted
organizations, spanning
multiple industries,
headquartered in the U.S.,
Saudi Arabia and South Korea.
Associated alware:
SHAPESHIFT, DROPSHOT,
TURNEDUP, NANOCORE,
NETWIRE, ALFA Shell



Using Google Translate

WannaCry:

* TpeboBaHWA O BbIKyNe
6bl/IM HanMcaHbl Ha 28
A3blKaX

* Ha Ttpex A3biKax 6e3
nepeBoaa

* PoaHON — KUTAaNCKUM,
BTOPOW - aHIMTMNCKUN
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HYDRA: Outside TOR

A AVALANCHE

Options
Sex:

® Al
® Female
[ BVEI

Cities

B VipkyTck (73)

M Bes ropoga (unum
CKpbIT) (24)

M Mocksa (8)

B Aurapck (6)

W Yenabuuck (2)
W cniopsnka (2)
B Tomck (2)

M Lilenexos (2)

B Caukr-Tletep6ypr
2

M Yepenosey (2)

B caparos (1)




AHaNn3 cBA3EeM OCTaTKOB rPYNMNMPOBKU
«YNCTONONBCKUN AKamaaT»
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Mpumep paboTbl B «CEPOM» UHTEPHETE:
MeToaANYKN TeppPOPUCTOB
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Safety and Security guidelines
for Lone Wolf Mujahideen and small cells
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Stylometry
ldentify Satoshi Nakamoto

- Stylometry is the application of the study
of linguistic style, usually to written
language. Stylometry is often used to
attribute authorship to anonymous or
disputed documents

MAN OF THE YEAR

Bitcoin Founder
SATOSHI
NAKAMOTO

i\ )

+ - A \ “ \ ;\ A A\ N\ ;‘, \
\ \Y/E \¥ |\ AN NN\ e
\/\/’fl/\ b/ \/ “\/ \/3/\/* ‘/\\ 7> y/ \
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Zy Crypto

Source: hello-crypto.ru/resurs-zy-Crypto-utverzhdaet-chto-vyichislil-realnogo-satoshi-nakamoto/



YTO AENATB?

* Jltoau

* [lpouecchl

* TexHonoOrnu

* CneuHa3 UHGOPMALLMOHHON BOUHDI
* Kubepopyxue
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Kutam oTKpbiBaeT 5 yyebHbIX LEHTPOB NO
KnbepbesonacHoctn no 10 000 cneunannucTos

 CMHranyp oueHmMBaeT CBOM NOTPeObHOCTU B
cneunanuctax no b 8 15 000 yenosekK
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MPOLIECCH!

KOoHTpO/1b 06CTaHOBKK B KNHEepnpoCTpPaHCTBE

l FnasHbie HOBOCTM O Curyauwun B crpane O BoeHHbie koHn O YpessuivanHbie ‘ MuHobopoHb ‘ ConpepensHbie ¢ O

Cupuiickue xakeps! B3InoManu
caiiT Forbes

X3Kepe! U3 rpyNNUPoeKn «Cupuickon
INEKTPOHMON apMuits (SEA) ganomanm canr
AMEPUKAHCKOTO »ypHana Forbes u paa
NPUHIONeX3IWMX NZO3HND U 870 COTPYAHNKaM
SXKAYHTOR B cat Mukpolnora Twitter

KnéepnpocTtpaHCTBO

B DARPA paspabarteiBaercs
CUCTEMA NCNONB3IOBAHUA
cmapTPoHOB Ha none 6os

B ynpaenexui NeponexKTnessix
NCCNENOBATENLCKMX NPOIPAMM MUHKCTEPCTES
ofopouel CLIA (DARPA) npuwnm X seeoay, §ro
NPWELINKA NOCTOAKKO CEEPATLEA € MOBHNBHEIM
NOMOWHUKOM MOXET CTaTL Ha none 607
NPENMYWECTEOM ANA AMEPHKIHCKIX BOMCK, B
Cpeay NOABMNNCE CoO0WEHNA O Havane
pa3paloTok cucTemsl CBAIM, KOTOPAA Oul

. OAMENT 13
Benwiit gom npeacrasmn
rocyypexgeHuam CLUA cnucok
pekoMeHaauunia no sawure or

AdranHrcTpauna Benoro goma coobwmna o
BLINYCKE CNNCKS PEKOMEHAIUMI ANA 33WNTE
WHOPACTPYKTYDBI NACTHEIX KOMAAHIN
rocyupexaenun ot knlepyrpos. Npeanaext
CUWA Bapak O0ama npueartcreosan ato
HogoegegeHne. OKoNo roaa Haag Mmaea
rOCYyR3PCTEa 8 CEOEM BLICT)NNEHNN
NOCEAWEHHOM NONOXEHN AEN B CTPaKE

itar-tazz.com

3 NeCTs Hero 1a naowaan Minsanmaos s ApVIxe NPo

IANM A LN CH

S .

AamuHucTpayms CLUA
NPeACTaBMNA HOBYIO KOHUENUWIO
knbepbesonacHocT

Mpeanaent OGama H328aN 3Ty UMNUMATHEY

NOBOPOTHLIM MOMENTOM & O0ecnevannn
A3WNTEE OT X3XepCXMX 3TaK




TEXHO1OT'IA

e CucTembl KOHTPO/I1 ONepPaTMBHOM 0OCTaHOBKM
* Cuctembl paHHEro npeaynpexKaeHus

* AHannTnyeckana obpaboTKa 60sbLNX AAHHbIX
 CUTyaUMOHHbIE LLEHTPbl HOBOIO MOKOJIEHUSA

[ Mepsbin War — CUCTEMbI KOHTPONA ONepaTUBHOU 0OCTaHOBKMU ]
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Ha/IMTUYECKME TEXHONOTUU Ha cnyXbe
a3BeabiBaTenibHoro coobwecrsa CLUA
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