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Live smart, live longer. 
On modern intelligent cyberweapon

Mutual interaction between telecommunications and 
artificial intelligence led to the development of smart 
homes and citiesτand to the emergence of the new 
generation of technically advanced and human-
independent cyberweapon. 

The army of smart robots will lead the new war, since 
they will be capable of organizing, coordinating, and 
target assigning. 

The speaker will present artificial intelligence solutions 
used in modern cyberweapon: generative adversarial 
networks, deep reinforcement learning, and digital twins..
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The Malicious Use of AI
Security Domains
Å Digital security. The use of AI to automate tasks involved in carrying 

out cyberattacks will alleviate the existing tradeoff between the scale 
and efficacy of attacks. This may expand the threat associated with 
labor-intensive cyberattacks (such as spear phishing). We also expect 
novel attacks that exploit human vulnerabilities (e.g. through the use of 
speech synthesis for impersonation), existing software vulnerabilities 
(e.g. through automated hacking), or the vulnerabilities of AI systems 
(e.g. through adversarial examples and data poisoning). 

Å Physical security. The use of AI to automate tasks involved in 
carrying out attacks with drones and other physical systems (e.g. 
through the deployment of autonomous weapons systems) may expand 
the threats associated with these attacks. We also expect novel attacks 
that subvert cyber-physical systems (e.g. causing autonomous vehicles 
to crash) or involve physical systems that it would be infeasible to direct 
remotely (e.g. a swarm of thousands of micro-drones). 

Å Political security. The use of AI to automate tasks involved in 
surveillance (e.g. analysingmass-collected data), persuasion (e.g. 
creating targeted propaganda), and deception (e.g. manipulating 
videos) may expand threats associated with privacy invasion and social 
manipulation. We also expect novel attacks that take advantage of an 
improved capacity to analysehuman behaviors, moods, and beliefs on 
the basis of available data. These concerns are most significant in the 
context of authoritarian states, but may also undermine the ability of 
democracies to sustain truthful public debates. 

The Malicious Use
of Artificial Intelligence:
Forecasting, Prevention 

and Mitigation

February 2018
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Cyberweapon, ͟ ͙͔͙͔͋ͪͦͪͯ͗

ÅA cyberweaponis amalwareagent employed 
for military, paramilitary, orintelligenceobjectives.

Å˴͙͔͙͔͋ͪͦͪͯ͗ςͨ ͎͔ͪͦͪ͊ͣͣͤͦ ͔͔ͦ͋ͫͨ;͔͙͔ͤ ͙͙͡ 
͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤΣ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤͤ·͔ ͒͡Ύ ͔͔͙ͤ͊ͤͫͤΎ 
ͯ΅͔ͪ͋͊ ͍ ͙͔͍͔͋ͪͨͪͦͫͭͪ͊ͤͫͭ͟Φ

(wikipedia.org)
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Physical Security
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̂ͣͤ·͚͙͔ͨͫͭͦͭ͡ ArmatixIP1 ς
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͔̆͊ͪ͟ Plore: 

̒ ͤ͊͘Ό ͊͟͟ ͙͙ͣͤͣͯͣ ͙ͭͪ ͫͨͦͫͦ͋͊ ͍ͦͣ͊ͭ͘͡Έ Armatix



TrackingPointXS1 τ͍͙͍ͤͭͦ͊͟ ͨͦ͒ Linux



Meet the dazzling flying machinesof the futureΧ

˨ͪͦͤ· ͙͍ͯ͋͊Όͭ ͡Ό͔͚͒

https://www.youtube.com/watch?v=RCXGpEmFbOw https://www.youtube.com/watch?v=HCG_Hnv7nMY

https://www.youtube.com/watch?v=RCXGpEmFbOw
https://www.youtube.com/watch?v=HCG_Hnv7nMY
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Silent Ruin
͍͚ͦͤ͊ нлнт ͎ͦ͒͊ ͍ ͙ͦͣͫ͊͟͟ͻ ͙͙͊ͪͣ ˿̊ˢ

If we fail to harden our own systemswhile
they develop innovative means to counter
the proliferation of advancedautonomous
systems,this threatensto rendertheǿƻǊƭŘΩǎ
most technologicallyadvancedforce its most
vulnerable.

Lt. Col. J. Lane,  U.S. Army
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˽͍͙ͦ͒ͨͦͦͤ͟͟͡ J. LaneΣ ͙͊ͪͣΎ ˿̊ˢ

ˮͫͭͦ;͙ͤ͟Υ ˮ͙ͤͫͭͭͯͭ ͙͔͔͙͙͋ͪͤͭ͟͟ ͙͙͊ͪͣ ˿̊ˢΣ ˢ͔͙͊͒ͣ͟Ύ ˤ͔ͫͭ ˽͚ͦͤͭ https://ru.scribd.com/document/374846182/Silent-Ruin

https://ru.scribd.com/document/374846182/Silent-Ruin


DISN (Defense Information Systems Network)
GIG (Global Information Grid)



ˢ͍͔ͭͦͤͦͣͤͦ ͙͔ͦͪͯ͗
Lethal Autonomous Weapon Systems



Digital Security
˻͋ͣ͊ͤͯͭΈ ͔͚͔ͤͪͦͫͭΈ



Man or Woman ?
˴͊͟ ͦ͋ͣ͊ͤͯͭΈ ͙͔ͫͫͭͣͯ ͍͙ͪ͊ͫͨͦͤ͊͊ͤ͘Ύ 

Adversarial trainingόͫͦͫͭΎ͔͊ͭ͘͡Έ͔ͤͦ ͦ͋ͯ;͔͙͔ͤύ

ˮͫͭͦ;͙ͤ͟Υ https://pikabu.ru/story/yeto_muzhchina_ili_zhenshchina_4440498

https://pikabu.ru/story/yeto_muzhchina_ili_zhenshchina_4440498


Adversarial Examples
͍͔ͪ͒ͦͤͦͫͤ·͔ ͙͔ͨͪͣͪ·

ˮͫͭͦ;͙ͤ͟Υ https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0

https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0


The "universal adversarial preturbation"
͙͍͔ͯͤͪͫ͊͡Έ͔ͤͦ ͙͔͙͔ͫ͊͗ͤ͟



One Pixel Attack
for fooling deep neural networks

ˮͫͭͦ;͙ͤ͟Υ https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0

https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0


The Adversarial Patch
͍͔ͪ͒ͦͤͦͫͤ͊Ύ ͊ͨ͊ͭ͊͘͟͡

ˮͫͭͦ;͙ͤ͟Υhttps://boingboing.net/2018/01/08/what-banana.html

https://boingboing.net/2018/01/08/what-banana.html
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˻͋ͣ͊ͤͯͭΈ ͔͙͋ͫͨͦͭͤ͡·͚ ͍͙͊ͭͦͣͦ͋͡Έ



˨ͦͪͦ͗ͤ·͔ ͙ͤ͊͘͟ -͙ͦ͋ͣ͊ͤ͟

Robust Physical-World Attacks on Deep Learning Visual Classification(04.2018)
ˮͫͭͦ;͙ͤ͟Υ https://arxiv.org/pdf/1707.08945.pdf

https://arxiv.org/pdf/1707.08945.pdf


Cutting EdgeΥ ͦ͋ͣ͊ͤͯͭΈ ͙͔ͫͫͭͣͯ 
͍͙ͪ͊ͫͨͦͤ͊͊ͤ͘Ύ ͔ͪ;͙ 

˻͚ͭͪͦ͟ ͙ͣͦ͋͡Έͤ·͚ 
͋͊ͤ͟ ͙ ͔͔͍͔͙ͨͪ͒ 
͔͒ͤΈ͎͙ ͙ͪͯͫͫͣ͟ 
ͻ͔͊ͪ͊ͣ͟Χ



Cutting Edge: ʕ ͔ͤ΄͔͔ͤ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ ς
͍͊͟ͼ͙ͤ͊ ͦͭ ͍͙͍ͪͯͫͦ

˶ˢˤˮ˹ˢ ˿͔͊ͤͪ͟ ς͊ ͙͍ͭͤ͊͟Ύ ͊͘΅͙ͭ͊ ͍͎ͤͦͦͦ ͔͙ͨͦͦͤ͟͡Ύ

Åˮͯ͘;͔͙ͤͦ͒ͤ ZeroDay͙ ͘ мнл όEthernalBlue)
Åˮͯ͘;͔ͤ ͙ͦ͒ͤ Ή͙ͫͨͦͭ͟͡ όDoublePulsar) ͙ ͘ ΚΚΚ
Å˻͔͋ͤ͊ͪͯ͗ͤ ͙ͦ͒ͤ ͍͔ͪ͒ͦͤͦͫ(WannaCry)͙͘ ΚΚΚ
Å˾Ύ͒ ͍͔͍͒ͦͣͫͭ ͔ͤ ͨͦͫͭͪ͊͒͊͡Φ ˿ͯ͡;͚͊ͤͦͫͭΈΚ

͙̂ͪͦ͟WannaCry:



˻͍ͫͤͦͤ·͔ ͔ͭͪͤ͒· AI



Top 10 AI Tech Trends for 2018
1. Deep Learning-͔͙ͭͦͪΎ ͎͎ͯ͋ͦͦͦ͟͡ ͦ͋ͯ;͔͙ͤΎ
2. Capsule Neural Networks ς͟ ͊ͨͫͯ͡Έͤ·͔ ͔͙ͫͭ
3. Deep reinforcement learning (DRL) ς͎ ͔ͯ͋ͦͦ͟͡ ͦ͋ͯ;͔͙͔ͤ ͫ 
͔͔͙͔ͨͦ͒ͪͨͤͣ͟͡

4. Generative adversarial network (GAN) ς͎ ͔͔͙͍ͤͪ͊ͭͤͦ-
ͫͦͫͭΎ͔͊ͭ͘͡Έͤ·͔ ͔͙ͫͭ

5. Lean and augmented data ςͦ ͋ͯ;͔͙͔ͤ ͤ͊ ͔ͤͨͦͤ͡·ͻ ͙ 
͔͒ͦͨͦͤͤͤ͡·ͻ ͒͊ͤͤ·ͻ

6. Probabilistic programming ς͍ ͔ͪͦΎ͔ͭͤͦͫͭͤͦ 
͎͙͍͙͔ͨͪͦͪ͊ͣͣͪͦ͊ͤ

7. Hybrid learning modelsςͣ ͔͙ͦ͒͡ ͎͙͙͎͋ͪ͒ͤͦͦ ͦ͋ͯ;͔͙ͤΎ
8. Automated machine learning (AutoML) ς͊ ͍͙ͭͦͣ͊ͭ;͔͔ͫͦ͟ 
ͣ͊΄͙͔ͤͤͦ ͦ͋ͯ;͔͙͔ͤ

9. Digital twinς̇ ͙ͺ͍͚ͪͦͦ ͍͚͙͒ͦͤ͟
10. Explainable AIς˻ ͋ΆΎ͙ͫͤͣ·͚ ͙͍͔ͫͯͫͫͭͤͤ͟·͚ ͙͔͔ͤͭͭ͟͡͡

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

https://habr.com/company/otus/blog/350614/


Deep Learning-͔͙ͭͦͪΎ ͎͎ͯ͋ͦͦͦ͟͡ ͦ͋ͯ;͔͙ͤΎ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

Deep Learning -͍ͫͦͦͯͨͤͦͫͭ͟Έ 
͔͍ͣͭͦ͒ͦͣ͊΄͙͎ͤͤͦͦ 
ͦ͋ͯ;͔͙ͤΎΣ ͍ͦͫͤͦ͊ͤͤ·ͻ ͤ͊ 
ͦ͋ͯ;͔͙͙ͤ ͔͍͔͙ͨͪ͒ͫͭ͊ͤ͡Ύͣ 
(feature/ representation
learningύΣ ͊ ͔ͤ ͤ͊ 
͔ͫͨͼ͙͙͙͍͊ͪͦ͊ͤͤ͘͡·ͻ 
͎͙͊ͦͪͭͣ͊͡ͻΣ ͪ͊ͪ͊͋ͦͭ͊ͤͤ͘·ͻ 
͒͡Ύ ͔ͦͤͪͭͤ͟͟·ͻ ͊͒͊͘;

https://habr.com/company/otus/blog/350614/


ζMilitary Needs to Urgently Rethink its 
Deep LearningStrategyη

˨͍͙͎͔͙͊ͭ͡ ͎͔ͨͪͦͪͫͫ͊ ς͡ ͔ͤΈ ͙ ͍͚ͦͤ͊
˹ͦ ͍͔ͦͤͤ·ͣ ͔ͤ͡ΈΧ



Capsule Neural Networks ς͟ ͊ͨͫͯ͡Έͤ·͔ ͔͙ͫͭ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅCapsule Neural 
Networks -͍ͤͦ·͚ ͙ͭͨ 
͎͙ͯ͋ͦ͟͡ͻ ͔͚ͤͪͦͤͤ·ͻ 
͔͔͚ͫͭΣ ͎ͣͦͯͭ 
͔͙͍ͨͦ͒͒ͪ͗͊ͭΈ 
͙͔ͪ͊ͪͻ͙;͔͙͔ͫ͟ 
ͦͭͤͦ΄͔͙ͤΎ

https://habr.com/company/otus/blog/350614/


Deep reinforcement learning (DRL) ς
͎͔ͯ͋ͦͦ͟͡ ͦ͋ͯ;͔͙͔ͤ ͫ ͔͔͙͔ͨͦ͒ͪͨͤͣ͟͡

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅDRL ςͫ ͔ͭΈ ͯ;͙ͭͫΎΣ 
͍͙͔͚͍͊ͣͦ͒ͫͭͯ͘Ύ ͫ 
ͦͪͯ͗͊͟Ό΅͔͚ ͔͚ͫͪ͒ͦ 
͔͍ͨͦͫͪ͒ͫͭͦͣ 
ͤ͊͋͡Ό͔͙͚͒ͤΣ 
͔͚͍͙͚͒ͫͭ ͙ 
͍͎͔͙͚ͦͤ͊ͪ͊͗͒ͤ͘

˽͔͔͙͚ͪ͒ͤ ͚ͪ͊͟Υ DRL + Agent-Basing Dynamics

https://habr.com/company/otus/blog/350614/


Generative adversarial network (GAN) ς
͎͔͔͙͍ͤͪ͊ͭͤͦ-ͫͦͫͭΎ͔͊ͭ͘͡Έͤ·͔ ͔͙ͫͭ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅGAN -͍͔͒ 
͙ͦͤͯͪͪͯ͟͟Ό΅͙͔ 
͔͚ͤͪͦͤͤ·͔ ͔͙ͫͭΣ 
͎͔͔ͤͪ͊ͭͦͪ ͙ 
͙͙͙͒ͫͪͣͤ͊ͭͦͪ͟

Deep Dream

https://habr.com/company/otus/blog/350614/


Lean and augmented data ςͦ ͋ͯ;͔͙͔ͤ ͤ͊ 
͔ͤͨͦͤ͡·ͻ ͙ ͔͒ͦͨͦͤͤͤ͡·ͻ ͒͊ͤͤ·ͻ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

Å˽ ͔͔ͪͤͦͫ ͦ͋ͯ;͔͙ͤΎ

Å̏ ͔ͫͭͪͣ͊͟͡Έ͔ͤͦ ͦ͋ͯ;͔͙͔ͤ

Å˿ ͙͔ͤͭ͘ ͒͊ͤͤ·ͻ

https://habr.com/company/otus/blog/350614/


Probabilistic programming ς͍ ͔ͪͦΎ͔ͭͤͦͫͭͤͦ 
͎͙͍͙͔ͨͪͦͪ͊ͣͣͪͦ͊ͤ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅProbabilistic programming -͍·͍͔͍ͫͦͦͯͪͦͤ͟·͚ Ύ͘·͟ 
͎͙͍͙ͨͪͦͪ͊ͣͣͪͦ͊ͤΎΣ ͦͭͦͪ͟·͚ ͔͎ͦ͋͡;͔͊ͭ 
ͪ͊ͪ͊͋ͦͭͯ͘͟ ͍͔ͪͦΎ͚ͭͤͦͫͭͤͦ ͔͙ͣͦ͒͡Σ ͊ ͔͊ͭͣ͘ 
͍͙͊ͭͦͣ͊ͭ;͔͙ͫ͟ ζ͔ͪ΄͔͊ͭη Ήͭͯ ͔ͣͦ͒͡Έ

https://habr.com/company/otus/blog/350614/


Hybrid learning modelsςͣ ͔͙ͦ͒͡ 
͎͙͙͎͋ͪ͒ͤͦͦ ͦ͋ͯ;͔͙ͤΎ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅHybrid learning models ς͎ ͙͔ͯ͋ͦ͟͡ 
͔͚ͤͪͦͤͤ·͔ ͔͙ͫͭ Ҍ ͚͔͍͙͔͋͊ͫͦͫ͟ ͙͙͡ 
͍͔ͪͦΎͭͤͦͫͭͤ·͔ ͨͦ͒ͻͦ͒·

Åά.ƭŜƴŘŜŘ [ŜŀǊƴƛƴƎέ

https://habr.com/company/otus/blog/350614/


Automated machine learning (AutoML)ς
͍͙͊ͭͦͣ͊ͭ;͔͔ͫͦ͟ ͣ͊΄͙͔ͤͤͦ ͦ͋ͯ;͔͙͔ͤ

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅAutomated machine learning (AutoML) -
ˢ͍͙ͭͦͣ͊ͭ͊͘ͼ͙Ύ ͨͪͦͼ͔ͫͫ͊ ͎͍͙ͨͦ͒ͦͭͦ͟ 
͒͊ͤͤ·ͻΣ ͍·͋ͦͪ͊ ͺͯͤ͟ͼ͙͚Σ͍·͋ͦͪ͊ ͔͙ͣͦ͒͡ 
͙͙͡ ͔ͭͻ͙͙ͤ͟Σ ͦ͋ͯ;͔͙ͤΎ ͙ ͚͙ͤ͊ͫͭͪͦ͟

https://habr.com/company/otus/blog/350614/


Digital twinς̇ ͙ͺ͍͚ͪͦͦ ͍͚͙͒ͦͤ͟

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

ÅDigital twinτΉͭͦ ͍͙ͪͭͯ͊͡Έͤ͊Ύ ͔ͣͦ͒͡ΈΣ 
͙ͫͨͦ͡Έ͔ͯͣ͊͘Ύ ͒͡Ύ ͔͎ͦ͋͡;͔͙ͤΎ ͔͒ͭ͊͡Έ͎ͤͦͦ 
͙͊ͤ͊͊͘͡ ͙ ͙͙͎ͣͦͤͭͦͪͤ͊ ͺ͙͙͘;͔͙ͫ͟ͻ ͙͙͡ 
͙ͨͫͻ͎͙ͦͦ͡;͔͙ͫ͟ͻ ͙͔ͫͫͭͣ

https://habr.com/company/otus/blog/350614/


Explainable AIς˻ ͋ΆΎ͙ͫͤͣ·͚ 
͙͍͔ͫͯͫͫͭͤͤ͟·͚ ͙͔͔ͤͭͭ͟͡͡

ˮͫͭͦ;͙ͤ͟Υ http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/

https://habr.com/company/otus/blog/350614/


Political Security



Better audience targeting



Poison attack -
ζ͍͔ͦͭͪ͊ͤͤ͡·͔ ͙͔ͨͪͣͪ·η

Åно ͣ͊ͪͭ͊ нлмс ͎ͦ͒͊ ςMicrosoft 
͔͊ͨͯͫ͊ͭ͘͟ ͍ Twitter AI-;͊ͭ͋ͦͭ͊
́͊(͚@TayandYou)
Å24 ͣ ͊ͪͭ͊ ς́ ͚͊ ͦ͋ͯ;͙ͫ͡Ύ 
͔͔͙͙ͤͭͪͨͣͦͫͭΣ ͙ͪ͊ͫͣͯ͘ ͙ 
ͦ͋ͫͼ͔͚͔͙͔ͤͤͦͫ͟͟͡
Åнр ͣ͊ͪͭ͊ ς͋ ͦͭ͊ ͦͭ͟͡Ό;͙͙͡

ˮͫͭͦ;͙ͤ͟Υhttps://windowsten.ru/polzovateli-isportili-bota-taj-5599/

https://windowsten.ru/polzovateli-isportili-bota-taj-5599/


One minute inside Twitter



̉́˻ ˨˩˶ˢ́̎Κ

Å˶ Ό͙͒ 

Å˽ ͪͦͼ͔ͫͫ· 

Ǻ ͔ͻ͎͙͙ͤͦͦ͡

Å˿ ͔ͨͼͤ͊͘ ͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ ͍͚ͦͤ·

Å˴ ͙͔͙͔͋ͪͦͪͯ͗



˶̑˨ˮ

Å˴ ͙͚ͭ͊ ͦͭͪ͟·͍͔͊ͭ р ͯ;͔͋ͤ·ͻ ͼ͔͍ͤͭͪͦ ͨͦ 
͙͔͔͙͋ͪ͋ͦͨ͊ͫͤͦͫͭͨͦ͘͟ мл ллл ͔ͫͨͼ͙͙͍͊ͫͭͦ͡

Å˿ ͙͎ͤ͊ͨͯͪ ͦͼ͔͙͍͔ͤ͊ͭ ͍͙ͫͦ ͔͙ͨͦͭͪ͋ͤͦͫͭ ͍ 
͔ͫͨͼ͙͙͊ͫͭ͊͡ͻ ͨͦ ˮˣ ͍ мр ллл ;͔͍͔ͦ͟͡

˽͔͍ͪ·͚ ΄͎͊ ς̏ ˴˿˽˾˩˿˿-˴̂˾˿̍

- ˨͡Ύ ͍͙͔͔͚ͪͯͦͦ͒ͭ͟͡
- ˨͡Ύ ͔ͫͨͼ͙͙͍͊ͫͭͦ͡
- ˨͡Ύ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡

˻͍ͫͤͦ͊ͣ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͣͦ͗ͤͦ ͤ͊ͯ;͙ͭΈ 
͊͘ ͙ͦ͒ͤ ͔͒ͤΈ



˽˾˻̇˩˿˿̍

Å˽ ͙͔͊ͤͪͯͣ͡ ͦͭͪ͟·ͭΈ ˶͙͊͋ͦͪ͊ͭͦͪΌ ˮˮ

Å˽ ͙͎ͪ͊͡΄͔͊ͣ ͟ ͙ͫͦͭͪͯ͒ͤ;͔͍ͫͭͯ



́˩̆˹˻˶˻˥ˮˮ
Å˿͙͔ͫͭͣ· ͦͤͭͪͦ͟͡Ύ ͔͙͍͚ͦͨͪ͊ͭͤͦ ͍͙ͦ͋ͫͭ͊ͤͦ͟

Å˿͙͔ͫͭͣ· ͔͎ͪ͊ͤͤͦ ͔͔͔͙ͨͪ͒ͯͨͪ͗͒ͤΎ

Åˢ͙͙ͤ͊ͭ͡;͔ͫ͊͟Ύ ͦ͋ͪ͊͋ͦͭ͊͟ ͋ͦ͡Έ΄͙ͻ ͒͊ͤͤ·ͻ

Å˿͙ͭͯ͊ͼ͙ͦͤͤ·͔ ͼ͔ͤͭͪ· ͍͎ͤͦͦͦ ͔͙ͨͦͦͤ͟͡Ύ

˽͔͍ͪ·͚ ΄͎͊ ςͫ ͙͔ͫͭͣ· ͦͤͭͪͦ͟͡Ύ ͔͙͍͚ͦͨͪ͊ͭͤͦ ͍͙ͦ͋ͫͭ͊ͤͦ͟ 



ˢ͙͙ͤ͊ͭ͡;͔͙͔ͫ͟ ͔ͭͻ͎͙͙ͤͦͦ͡ ͤ͊ ͔ͫͯ͗͋͡ 
͍͔ͪ͊͒͘·͍͔͊ͭ͡Έ͎ͤͦͦ ͫͦͦ͋΅͔͍ͫͭ͊ ˿̊ˢ


