VidHEie- >+<|/18yT Aom;me X

"'m X mm t e e t t

— Lad < o0} * < < —

) Vet

\€npefl Macanoend M 0

AndrreiMasaitoxich Live ssmart)ilivedenger
am@avlteam On modern intelligent cyberweapon



mailto:am@avl.team

:rlJ moc ~

AV 4
VN Ve 2 I
o) h X a
T * * =
e ¢ e THt o t 0o 7K aoe 0O a
Yo < < [e0] |<_I— < E <
ohoe'o’“‘[ qe Mm Oom h " e e ®@ e 0 a
* < . * 1 < o — % < - .
o h"xo’ x O e X X tm™th a x a e 7
. * o ke < o - < *n * %
g e¢ 0 ;7 b X ¢ ¢c oo oh a8 X
< :) iﬂ— IR o * < CJc
o ™ aomt o "Vt TrMrme 6 X
€ —— z Y < E<< [ o] —
~*h*™™ mma ® t h h “"Otem " h 7,

< * o< * % L <

E " xm oa .h a e €0 ah o h x e
- < < — -

Sl - ) :IE@ en e .t*(GAN)"‘ ’“HY?‘ <m c* <o*

"0 ~ h”at"toz"\x':"oo*ox

T* *

~(DRL) e

t
a*e*b'éangZG. h
"‘oh"‘”"“e’“’Y;e.‘O- m

* * *

|
(@)

e
d
c

0 e
m 330

*m tc°h o "t emt Yyt T o9

oo < (g * QO+ < <<



Live smairt, live longer.
On matermintdibgent gybernneapon

Mutual interaction between telecommunications and
artificial intelligence led to the development of smart
homes and cities and to the emergence of the new
generation of technically advanced and human
iIndependent cyberweapon.

The army of smart robots will lead the new war, since
they will be capable of organizing, coordinating, and
target assigning.

The speaker will present artificial intelligence solutions

used in modern cyberweapon: generative adversarial
networks, deep reinforcement learning, and digital twins..
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The Walicious Jelsefof Al
Security Domains

A Digital securityThe use of Al to automate tasks involved in carrying
e e out cyberattacks will alleviate the existing tradeoff between the scale
Ll and efficacy of attacks. This may expand the threat associated with

= labor-intensive cyberattacks (such as spear phishing). We also expect
novel attacks that exploit human vulnerabilities (e.qg. through the use c
speech synthesis for impersonation), existing software vulnerabilities
(e.g. through automated hacking), or the vulnerabilities of Al systems
(e.g. through adversarial examples and data poisoning).

A Physical seotr IlYhe use of Al to automate tasks involved in
carrying out attacks with drones and other physical systems (e.g.
through the deployment of autonomous weapons systems) may expal
the threats associated with these attacks. We also expect novel attack
that subvert cybeiphysical systems (e.g. causing autonomous vehicles

- to crash) or involve physical systems that it would be infeasible to dire

The Malicious Use remotely (e.g. a swarm of thousands of michmnes).

of Artificial Intelligence: - & pgllitical secuirityThe use of Al to automate tasks involved in
Forecasting, Prevention surveillance (e.canalysingnasscollected data), persuasion (e.g.
and Mitigation creating targeted propaganda), and deception (e.g. manipulating
February 2018 videos) may expand threats associated with privacy invasion and soci
manipulation. We also expect novel attacks that take advantage of an
improved capacity t@analysehuman behaviors, moods, and beliefs on
the basis of available data. These concerns are most significant in the
context of authoritarian states, but may also undermine the ability of
democracies to sustain truthful public debates.
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Physicab Security
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rackingPoinKSIr . e t o Lifux

Lock on 10 your tarpet with the Tag Bution Parsistontly track your target as it moves. Guide your shot on target
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One PixehAttack
for fooling deep neural networks
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(Military Needs to Urgently Rethink its
Deep Learnintrategy)
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