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A new face of OSINT.
20 useful ways to search information in the digital age
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in Andrei Masalovich, a former communications security officer who has
become a private open source intelligence expert for the Russian
security apparatus, has made another trip to Southeast Asia, a highly

strategic destination for Moscow. [...] (419 words)
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10-fold cross validation Test and train
| TIDigits | PGP words | TIDigits | PGP words

Gender classification

Samsung Galaxy S6 0.77 0.72 0.76 0.70

Samsung Note 4 0.81 0.87 0.77 0.88

LG G3 0.99 0.95 1.00 0.95
Speaker classification

Samsung Galaxy S6 0.33 0.34 0.26 0.29

Samsung Note 4 0.73 0.75 0.61 0.70

LG G3 0.98 0.93 1.00 0.95
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Po3bl n My>xunHa Hanpokart. Kak
3apaboTaTb Nlaku B MIHcTarpame

[Ipa3gHHUK B paccpoyKy, a MOXKeT U KpacuBas *KU3Hb? CTpaHuuky MHeTarpama
IIeCTPAT MOAHBIMH HoTOrpadHAMH /IEBYIIEK C OXaIIKaMH P03, JOPOTHMH aBTO HJIN
B TOCTHHUYHBIX anlapTaMeHTaX. TOIBKO He Bce U3 "JIaKIIepu' ress, ABIAITCA
TaKOBBIMH.

B Tom :xe IIHcTarpaMe nMeeTca pAJ aKKayHTOB, TZie MOJKHO B3ATh HAllPOKAT PO3BI,
IU3allHepCKHe MaKeThl U Jajke My>KUHHY K 8 Mapra.
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Lawful Accesgc ©

FEDERAL BUREAU OF

LAWFUL ACCESS
(U//FOUQ) FBI's Ability to Legally Access Secure Messaging App Content and Metadata

e

UNCLASSIFIEDILAW ENFORCEMENT SENSITIVE

INVESTIGATION

t

(U//LES) As of November 2020, the FBI's ability to legally access secure content on leading messaging applications is depicted below, induding details on accessible information based on the applicable legal process. Return data provided
by the companies listed below, with the exception of WhatsApp, are actually logs of latent data that are provided to law enforcement in a non-real-time manner and may impact investigations due to delivery delays

UNCLASS!FIED//LAW ENFORCEMENT SENSITIVE

i iMessage Signal  Telegram Threema Viber WeChat WhatsApp Wickr
173 3 5" '
' — . o [
m/o‘rmana; — ‘/I:\ g g % % + =_ % | — i)
Accesse R
2B/ = TR BT @
o Message Content: Unnited o Message Comtent: Limited®  « NoMesage  * NO Message o NoMemsage * NoMesage ¢ No Message Message Content: Limited® v o Message Contant
Legal Process & o Subpoana: can rendor bink * Suspect’s and/or vxtin's Content Content Content Content Contant ® Subpoena: ca " render e ¢ Date and 1ime account
Additional sutnariber informaton regitored information (profile  « Date and o Nocontact o Hash of phone o Provicks account * Acepts sutnrite ) reo i aesed
IIBIGE - 18 US.C Az70o(d): can render image, deplay name, el Uit @ uses information oumber and i e. shone preservation letters Court Order: Sutyxers o lype of device(s) app n3taded
25 duys of Message looku a 10 wddrew, phoone namber, UNE gsteed peovided for law ernall addres, f nurnber) and wbpoenas, but return as well v information on
20d trom @ Lompet rumber? 1D, dute of regstiation, et v Lt dutrola enforcement to prowided by regetration data annot provide e blocked Loors ¢ Date of it e
« Pen Aaghter: no capabling * Information on uage user's ursue vyt wer and P addren n records for accounts Sesrch Warran!! Provwdes o Total numbor of metsages
* Search Warrant: can rende connectiviy order, As per o Push Tokse, time of creat ion crested i Ching adorets ook contacts and ® Wumber of externad 1Dy (ernal
backugs of @ Lerget device; i *Manimuni of seven dayy 10 the serdoe Tetegram's ptivecy push service b o Measage History: « For nop-Chine WhatsApp isen wha hisve addiesses and phong
target uses ICouc backup, the worth of specfied uwen” text statement, for wwnd e, date, 30w 0 accounts, they can thistarget it (hesr ackivess vumben | contectad to the
encrypion heys should aba be chats [Only when LZEE has not cor ftrmed . Puble Ky nurnber and provide besic hoo contaty eccount, but pot plomtext
provided with content returm biew slected and sppliec and teTOrRE » Dato [ao time) destimation wtomation (name, Pen Register: Sent rvery 159 et ernal 10 thermsehves
Can als scopies IV etages from only when recelving & Invesntigations, of Theporms 1D DUAnber phone number, meules, provides source and  © Avalar image
Coud retums £ Larget has eftective warrant; howewer, Telegram oy croato * emall, 1P address | destination for each message o |imited records of tacent
onabled Messages 0 Cload wideo, picture, fres, location, dackee P accrms o Date (0o tine) which bs retaimed for changes 1o account setting
phone call audo and ot er and orone of bt logh a long s the I Lot 15 using an | Phone such as adding of suspending
such data will not be oumber to account 8 scive ¢ 1Clowd backugn ¢ nablent 2 device (dues rot indude
dkciosed) e levant Cloud returns may cont s Mssade Lomtent of routing
aathor tus WhatiApp data, 1o mcce and dolivery informatonf
AR (DMtent o Wickr Version Number
M /. N\ 3~L o —] ) a
— = — - A{\, = Bl
= — et ’ — =
SUBSCRIBER MESSAGE SENDER DEVICE w ENCRYFTION DATE/TIME REGIST RATION USERS
DATA RECEIVER DATA RACKUP ADDRESS KEY(S) INFORMATION TIME DATA CONTALTS

(V) Prepared by Science and Technology Branch and Operational Technology Division 7 January 2021

(U//LES) Apple provided logs only identify Ifa lookup occurred. Apple returns include a disclaimer that a Jog entry between parties does not indicate a conversation took place. These query logs have also contained errors
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