
ȳɔɈɔɋ ɑɎɜɔ OSINT
20 ɕɔɑɋɍɓɡɛ ɕɖɎɋɒɔɈ ɕɔɎɗɐɆ Ɉ ɜɎɚɖɔɈɔɒ ɒɎɖɋ

A new face of OSINT. 

20 useful ways to search information in the digital age

ȦɓɊɖɋɏ ȲɆɗɆɑɔɈɎɝ
Andrei Masalovich





01.

OSINT ςOpen Source INTelligence

˾͍͔͊͒͊͘͟ ͨͦ ͦͭͪ͟·ͭ·ͣ ͙ͫͭͦ;͙ͤ͊ͣ͟

OSINT ς́ ͎͊ ͍ ͍͊ͭͪ͊͘



90-͔Σ ͪ·ͤͦ͟ ˶͙͙ͯ͗ͤ͟



˸ͯͫͦͪͤ͊Ύ ͍ͫ͊͊͟͡ ͊͟͟ ͙ͫͭͦ;͙ͤ͟ ͍͔ͪ͊͒͒͊ͤͤ͘·ͻ



ˢ͔ͫ͊ͤ͒ͪ͟͡
˴͍ͪ͊ͼ͍ͦ. 
͔͙̏ͫͨ͒͟ͼ͙Ύ



˴͊Ήͭͦͪ͊͟ ͔͋ͦͭ͊ͭ 
͔͎ͫͦ͒ͤΎ?



˨͔͙͒ͦͤ͟-˹͔ͦͣͪ 
͊͊͊͘͘͟ ZMQ156877451



˿ͯ͗͋͊͡ ͍͙͒ͦͫͭ͊͟ ͨͦ͊͘͟·͍͔͊ͭ 
͊͊͘͘͟· ͎͙͒ͪͯͻ ͙͔͍ͤͭͦ͟͡



˽ͪͦͫͭͦ ͙ͨͪ͊͒ͤ͘͟ ς͒ ͙͙ͤ͊ͣ͊͟ ͨͪͦ͒͊͗ ͔ͦͤͯͪͤͭ͊͟͟



02. ˽͙ͦͫ͟ ͍ ͦ͋͊͊͟͡ͻ



DeDiggerςͨ ͙ͦͫ͟ ͍ Google Drive



03. ˣͦ͡Έ΄͙͔ ͒͊ͤͤ·͔ 
͍ͣ͊ͫͫͦ·ͻ ͔͍͙͍ͫͪͫͦ



˻͔͙͍͙͔ͭͫ͗͊ͤ͡ ͭͪ͊ͤ͊͘͟ͼ͙͚Σ ͙͊ͤ͊͘͡ ;͔͍ͦ͟



04.˹͍ͦ·͚ ͔ͭͪͤ͒ ς͟ ͦͣ͊ͤ͒ͤ·͚
OSINT



˴͔͙͍ͦͭͤ͟͡͡·͙ͣ ͙͙ͯͫ͡Ύ͙ͣ ͊͘ ͔͔ͤ͒͡Ό ͤ͊΄͙͡ 
ͨͦͻ͙͙͔ͭͭ͡Ύ ͣͦͭͦͼ͙͊͟͡



05. ˻͎͋ͦ͊΅͔͙͔ͤ ͒͊ͤͤ·ͻ ς
͔͔͙͔ͣͫͭͦͨͦͦ͗ͤ͡ ͦ͋Ά͔͍ͭͦ͟



˿͙ͨͫͦ͟ ͔͔͚ͫͭ WiFiςͣ ͔͊ͪͪ͟ ͔͔͙ͣͫͭͦͨͦͦ͗ͤ͡Ύ 
͙ ͍ͫΎ͔͚͘ ͦ͋Ά͔͍ͭͦ͟



06. ͙̊ͨͦͤ· ͍ ͫͣ͊ͪͭͺ͔ͦͤ ς
͎͙ͪͦͫͦͨ͟ ͙ ͔͔͔͊ͫͪͦͣͭͪ͟͡



˻͔͔͔͙͔ͨͪ͒ͤ͡ ͨͦ͊͡ 
͙ ͙͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͨͦ ͎ͦͦͫͯ͡



ˮ͔͙͒ͤͭͺ͙͊͟ͼ͙Ύ ͦ͋Ά͔ͭ͊͟ ͙ ͔͔͔͙͔ͦͨͪ͒ͤ͡ 
͍ͫΎ͔͚͘ ͦ͋Ά͔͍ͭͦ͟ ͨͦ ͔͔͔͊ͫͪͦͣͭͪͯ͟͡



07.ˤ·;͙ͫ͡Ύ͔ͣ ζ͙͔͍ͣͤͪͦη -
͔͎ͤͣͤͦͦ ͦ͋ ͙͔ͤͫͭͪͯͣͤͭ͊ͻ



˽͔ͦͤ͘͡·͔ ͙͔ͤͫͭͪͯͣͤͭ· OSINT

ÅHoleheOSINT ςͨ ͙ͦͫ͟ ͍͊͊ͯͤͭͦ͟͟ ͨͦ e-mail
ÅMaigret (˸͔͎ͪΉ) ςͅ ͦͪ͟Sherlock - https://github.com/soxoj/maigret
ÅTelegagoςͨ ͙͍͙ͦͫͦ͟͟ ͨͦ ͔͔͎́ͪ͊ͣ͡ -

https://cse.google.com/cse?cx=006368593537057042503:efxu7xprihg#gsc.tab=0
Å_Intelligence X ςͨ ͙ͦͫ͟ ͨͦ ͍͔ͫͣͯ ͨͦ͒ͪΎ͒ όҌ́˻˾ύ - https://intelx.io/
Å@Telesint_bot ςͨ ͙ͦͫ͟ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ ͍ ͎ͪͯͨͨ͊ͻ ͔͔͎́ͪ͊ͣ͡
Å@TgAnalyst_bot ς͒ ͔͙͙͊ͤͦͤͣ͊͘ͼ͙Ύ͍ ͔͔͎́ͪ͊ͣ͡Φ ˴͊ͤ͊͡ t.me/russian_deanon
ÅTeleparserςͨ ͔͊ͪͫͪ ͍ ͔͔͎́ͪ͊ͣ͡ - https://webhor.com/s/teleparser
ÅTgparserςͨ ͔͊ͪͫͪ ͍ ͔͔͎́ͪ͊ͣ͡ - https://github.com/white-hackers/tgparser
Å Canary Tokens ς͊ ͔͒ͪͫͤ·͔ ͍ͦͯ͡΄͙͟
Å͔̒ͤ͒ͫ͟ ˴͙͙͊ͪͭͤ͟ ͙ Google Images

https://github.com/soxoj/maigret
https://cse.google.com/cse?cx=006368593537057042503:efxu7xprihg#gsc.tab=0
https://intelx.io/
https://webhor.com/s/teleparser
https://github.com/white-hackers/tgparser


08. ζˮͤͺͦͪͣ͊ͼ͙ͦͤͤ·͚ ͯͨͦ͟͡ηΦ˻ͼ͔ͤ͊͟ ͙͙͙͊ͯ͒ͭͦͪ ͍͋ͪͦͫ͊



˻͔͔ͨͪ͒͡Ύ͔ͣ ͙͙͊ͯ͒ͭͦͪΌ ͍͋ͪͦͫ͊



9. Deep Fake. 
ˤ·ͻͦ͒ ͙͘ ζ͍͔ͦ͘͡΅͔͚ ͙͒ͦͤ͡·η 



̏ͺͺ͔ͭ͟ ζ͍͔ͦ͘͡΅͔͚ ͙͒ͦͤ͡·η



͔́ͻ͎͙͙ͤͦͦ͡ Deep Fake ͍ ͻͦ͒Ύͭ ͍ ͙ͨͪ͊ͭͯ͟͟



10.͔́ͻ͎͙͙ͤͦͦ͡ ͍·Ύ͍͔͙ͤ͡Ύ ͺ͔͚͍ͦ͟



͔́ͻ͎͙͙ͤͦͦ͡ ͙͊ͤ͊͊͘͡ ͺ͔͚͍ͦ͟



SunCalcς͒ ͊ͭ͊Σ ͍͔ͪͣΎΣ ͔ͣͫͭͦΣ ͔ͭͤΈ



11.͔́ͻ͎͙͙ͤͦͦ͡ ͍·Ύ͍͔͙ͤ͡Ύ ͺ͔͚͍ͦ͟Φ ˣΉ͔͚ͫͭ͒͗͟.



ˣΉ͔͚ͫͭ͒͗͟ςζ͊͘ ͙͙ͯͫ͊ͣ͟͡η



͔͙̅ͦͭͦͫͫͫΎΥ ˤ˿̂ ͙ ͎͙ͨͦͪ͊ͤ;ͤ·͚ ͫͭͦ͋͡



12.͎̅ͦͭͦͪ͊ͺ͙͙ ͍͔ͫͪͻ͍·͎ͫͦͦͦ͟ ͔ͪ͊ͪ͘΄͔͙ͤΎ



̅ͦͭͦ ͍·͎ͫͦͦͦ͟ ͔ͪ͊ͪ͘΄͔͙ͤΎ ςΉͭͦ ͊͟͟Κ

https://gigarama.ru/

https://gigarama.ru/


̊ͭͯͪͣ ˴͙͙͊ͨͭͦ͡Ύ ςс Ύ͍ͤ͊ͪΎ нлнм ͎ͦ͒͊



13.˻ͭ ͔͔ͨͪͻ͍͊ͭ͊-͟ ͨͦͤͦͣͯ͡ ͒ͦͫͭͯͨͯ

˻ͭ Lawful Interception
-˴ Lawful Access



˽͔͔͔ͪͣ΅͔͙ͤΎ ͍͔͊͒͡͡Έͼ͊ ͫͣ͊ͪͭͺͦͤ͊.
Google: млл ͭͦ;͔͟ ͍ ;͊ͫ



Lawful Access ςͨ ͦͤ͡·͚ ͒ͦͫͭͯͨ ͨͦ ͊ͨͪͦͫͯ͘ ̅ˣ˾



14.ˢ͙ͤ͊͘͡ ͔͙ͦͭͪ͊͗ͤΎ ͍ ͎͊͊͘͡ͻ



˽͔͍͙ͼ͊ ̏ͤ͊˸͊ ͫͭͯͦ͊͟ό͙̒ͨͦͤΎύ ͙ ͔͔ ͺ͊ͤ͊ͭ



ˤ͊ͫ ͍·͒͊͒ͯͭ ͎͊͊͘͡



15.ˢ͙͍ͭͤ͟·͔ ͔͙ͣͪͦͨͪΎ͙ͭΎΦˢ͔͒ͪͫͤ·͔ ͍ͦͯ͡΄͙͟



ζˢ͔͒ͪͫͤ·͔ ͍ͦͯ͡΄͙͟η



canarytokens.org



canarytokens.org


