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YMHbIE XUBYT AOOJIbLLE.

TexHON0orMu pasyma B COBPEMEHHOM KNOepopyKum

* WCKYCCTBEHHbIN WHTENNEKT - 3TO He TOJIbKO YMHble AOMa U
YMHbIe ropoaa, HO U TEXHUYECKN COBepLUEHHOE aBTOHOMHOE
Knbepopyue. HoByto BOMHY ByayT BECTM apMUKN YMHbIX OOTOB,
CMocobHbIX HE TONIbKO K rpynnoBoOn KoopaMHauumn bes yyactusa
4YesIoBEeKa, HO U K CAaMOCTOATE/IbHOW Bblaaye LeneyKkasaHun.

e B poKnage paccmaTtpuBatoTcs peweHna u3  cpepbl U,
NCNONIb3yEMblE B COBPEMEHHOM KUOEPOPYXUN: reHepaTUBHO-
cocTA3aTe/ibHble HeMmpoHHble ceTn (GAN) Aans pacno3HaBaHuUA
HOBbIX BMAOB Kubepatak, mMeTogukun rnyboKkoro obydyeHus c
nogkpenneHnem (DRL) pans areHTHoOro moaenupoBaHUA
MHOOPMALMOHHbIX aTaK, MeToAbl «LUNPPOBbIX ABONHMKOBY» ANA
NCCNeAoBaHUA PA3/INYHBLIX PUINYECKUX U MCUXONOTUYECKUX
BO34eMNCTBUIN be3 npoBeAeHMNA TECTOBbIX aTak.



Live smart, live longer.
On modern intelligent cyberweapon

Mutual interaction between telecommunications and
artificial intelligence led to the development of smart
homes and cities—and to the emergence of the new
generation of technically advanced and human-
independent cyberweapon.

The army of smart robots will lead the new war, since
they will be capable of organizing, coordinating, and
target assigning.

The speaker will present artificial intelligence solutions

used in modern cyberweapon: generative adversarial
networks, deep reinforcement learning, and digital twins..



Mbl — A€TU B MUPE YMHbIX BeLLLeW
BoeHHble — AeTn ¢ rpaHaToOU
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* BblicOKOTOYHOE OpyrKUe

* YMHOe opyKune
* ABTOHOMHOE NIeTasibHOE OpYyKune

* CeTeueHTpUYECKan BOMHA
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TecT TblOPUHTa

* YyeHblU: MCKYCCTBEHHbIN pa3ym — TOT,

KOTOPbIN NpU 0OLWEHNN HEOTAIMYUM OT *KUBOTO
4YenoBekKa

» Xakep: A 60otoCb HEe TOro KoMMbloTepa,
KOTOPbIN NponaeT TecT TbtopUHra, a Toro,
KOTOPbIN €ro HaMePEHHO 3aBaNunT...

* MonutrexHonor: 3aga4ya UCKYCCTBEHHOTO

pasyma — ybeauTb 3K3ameHaTopa, YTO OH cam
KOMMNblOTEep



The Malicious Use of Al
Security Domains

* Digital security. The use of Al to automate tasks involved in carrying
out cyberattacks will alleviate the existing tradeoff between the scale
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labor-intensive cyberattacks (such as spear phishing). We also expect
novel attacks that exploit human vulnerabilities (e.g. through the use of
speech synthesis for impersonation), existing software vulnerabilities
(e.g. through automated hacking), or the vulnerabilities of Al systems
(e.g. through adversarial examples and data poisoning).

* Physical security. The use of Al to automate tasks involved in
carrying out attacks with drones and other physical systems (e.g.
through the deployment of autonomous weapons systems) may expand
the threats associated with these attacks. We also expect novel attacks
that subvert cyber-physical systems (e.g. causing autonomous vehicles

o to crash) or involve physical systems that it would be infeasible to direct

The Malicious Use remotely (e.g. a swarm of thousands of micro-drones).

of Art|f|c.|al Intelllgen_ce. * Political security. The use of Al to automate tasks involved in
Forecasting, Prevention surveillance (e.g. analysing mass-collected data), persuasion (e.g.
and Mitigation creating targeted propaganda), and deception (e.g. manipulating
February 2018 videos) may expand threats associated with privacy invasion and social
manipulation. We also expect novel attacks that take advantage of an
improved capacity to analyse human behaviors, moods, and beliefs on
the basis of available data. These concerns are most significant in the
context of authoritarian states, but may also undermine the ability of
democracies to sustain truthful public debates.




[Mpumep Al: HenpoceTb pacno3HaeT
4yesI0BEKa Mo KNaBMATYPHOMY MOYEPKY

AyTeHTUdUKaTOpPDLI:

*  YHMKasbHOEe 3HaHue

*  YHMKanbHbIM NpegmeT

*  YHMKa/NbHAA XapaKTepUCTmKa

KnaBuaTypHbIA NOYEPK - noseaeHYeckan buomeTpuyecKas
XapaKTePUCTUKa, KOTOPYIO OMUCLIBAIOT caeayloume napameTpbi:

e CKOpOCTb BBOAaA - KONM4YeCTBO BBEAEHHbIX CUMBO/10B
pa3geneHHoe Ha BpemMAa nevyataHmA

e ,D,VIHaMMKa BBO/Aa - xapaKTepunsyeTca BpemeHem Mmexxay
HaXXaTUAMU KNaBUL U BpemMeHeM UX yaepraHua

* YacTtoTta BO3HUKHOBEHUE OLLUOOK npwv BBoAae

* WUcnonb3oBaHUE KNABULL - Hanpumep, Kakue
bYHKLUMOHANbHbIE KNaBULLWM HAXKMMaloTCca A1A BBOAA
3arnaBHbIX OYKB

KopHees B.B., Macanosu4y A.U u ap. Pacno3HaBaHMe NPOrpaMmMHbIX MOAYNEN
N 0bHapyKeHne HeCaHKLUMOHMPOBAHHbIX AENCTBUIM C MPUMEHEHNEM annapaTa HEMPOCETEN
NHdopmaumnoHHble TexHonormm N10, 1997 - http://sci-pub.info/ref/321545/



http://sci-pub.info/ref/321545/

Cyberweapon, knbepopyue

* A cyberweapon is a malware agent employed
for military, paramilitary, or intelligence objectives.

* Kubepopyxue — nporpammHoe obecnevyeHne nnam
obopynoBaHue, npeaHa3Ha4YeHHble A1 HaHeCceHuA
yuwepba B KnubepnpocrtpaHcTBe.

(wikipedia.org)
 KubepHeTuka - Hayka 06 ynpaBaeHUM rocyaapcTBOMm,

KOTopaAa AoMKHA obecnevynTb rpaxkaaHam A0CTyn K
pa3Hoobpa3HbIM braram coBpemMeHHOro obuiecTsa

AHgpe-Mapu Amnep (1830)



Physical Security



duTtHec TpeKep Strava
BblOan pacnonoxkeHne sBoeHHbIx 6a3 CLUA




YMHbIY nuctonet Armatix IP1 —
CTPensieT To/IbKO B pyKax BAaaenbLa

o)y =

Xakep Plore:

A 3HA0 KaK MMHUMYM TpU cnocoba B3siomaTtb Armatix



TrackingPoint XS1 —BMHTOBKa noA, Linux

Lock on 10 your tarpet with the Tag Bution Parsistontly track your target as it moves. Guide your shot on target




Meet the dazzling flying machines of the future...
[1poHbl yOMBAIOT Ntoaen

https://www.youtube.com/watch?v=RCXGpEmFbOw https://www.youtube.com/watch?v=HCG Hnv7nMY



https://www.youtube.com/watch?v=RCXGpEmFbOw
https://www.youtube.com/watch?v=HCG_Hnv7nMY

OpyXue HOBOU BOUHDI
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THE LAND, SPACL AND CYBERSPACT MU
EVOLUTION OF THE OLDEST MILITARY
OPERATIONS IN THE NEWAST MRITARY
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Artificial Intelligence: Autonomous
Technelogy {AT), Lethal Autenomous
Weapons Systerns (LAWS) and Peace
Time Threats
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Silent Ruin
BoMHa 2027 roga B KOMMKcax apmum CLUA

SILENT RUIN

.
Moldova

AETER YEARS OF NEGOTIATIONS,
ROMANIA LOOA UNITE....
ZeO5M e A RED LINE FOR

RUsEl wasses peaceKeErNG | e
FORCES IN TRANSNISTRIA FOR
P EXERCISE...

e 5 FIRST ATTACK: RUSSAN
CTONDHOLE DRONES LAINCH AN
e LR ONE Wi are

RUSSIAN CYBER COMMAND
LAUNCHES A SECOND WAVE
7O DISABLE THE NATO
TANKS...

Y/ 3ATYCTUTB

If we fail to harden our own systems while
they develop innovative means to counter
the proliferation of advanced autonomous
systems, this threatens to render the world’s
most technologically advanced force its most
vulnerable.

Lt. Col. J. Lane, U.S. Army

Echm Ham He yaactca pa3pabotaTb Hawm
cobcTBEHHbIE CUCTEMbI MPOTUBOAENCTBUSA
PacnpoCTPaHEHUIO COBPEMEHHbIX
aBTOHOMHbIX CUCTEM, 3TO FPO3UT CAEeNaTb
Hanbonee TEXHONOTMYECKU  PaA3BUTYIO
cUNy B MMpe Hanbonee yasBumoMm.
NognonkosHuK J. Lane, apmua CLLUA

MNCTOUHMK: UHCTUTYT KnbepHeTtukn apmun CLLA, Akagemus Bect MonHT https://ru.scribd.com/document/374846182/Silent-Ruin



https://ru.scribd.com/document/374846182/Silent-Ruin

DISN (Defense Information Systems Network)
GIG (Global Information Grid)

Airborne

Teleport

Defense
Networks
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ABTOHOMHOE OpyXKue
Lethal Autonomous Weapon Systems




Digital Security
ObMaHyTb HEUPOCETb



Man or Woman ?

Kak obmaHyTb cuctemy pacrno3HaBaHUsA
Adversarial training (coctazatenbHoe obyyeHue)

NcTtouHuk: https://pikabu.ru/story/yeto muzhchina ili zhenshchina 4440498



https://pikabu.ru/story/yeto_muzhchina_ili_zhenshchina_4440498

Adversarial Examples
BpeAOHOCHbIE NPUMeEpPDbI

+.007 x

: T +
* sign(VJ(6,,y)) esign(V,J(0,x,y))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence
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NcTtouHuK: https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0



https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0
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The "universal adversar

YHMBEpPCabHOE UCKarKeHue
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(c) VGG

F

(b) VGG

(a) CaffeNet

(f) ResNet-152

(e) GoogLeNet

(d) VGG-19



One Pixel Attack
for fooling deep neural networks
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UcTtouHuK: https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0



https://buzzrobot.com/4-ways-to-easily-fool-your-deep-neural-net-dca49463bd0

The Adversarial Patch
BPeAOHOCHAA 3anaTKa

Classifier Input Classifier Output
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Classifier Output

10
o8
06
04
02
| e

banana toaster piggy_bank spaghetti_

NcTouHumK: https://boingboing.net/2018/01/08/what-banana.html



https://boingboing.net/2018/01/08/what-banana.html

ObmaHyTb cMcTeEMY pacno3HaBaHMA anL,




ObMmaHyTb becnMNoTHbIM aBTOMODOUAb




[loporKHble 3HaKN - OOMaHKK

Robust Physical-World Attacks on Deep Learning Visual Classification (04.2018)
NcTouHuk: https://arxiv.org/pdf/1707.08945.pdf



https://arxiv.org/pdf/1707.08945.pdf

Cutting Edge: o0bmaHyTb cuctemy
PACNO3HaBaHUA pPeyn

4 )

Omkpol mobusnbHsbIl
6aHK u nepeseodu
0eHba2Uu pyCcCcKUM
XaKepam...

J




Cutting Edge: BHelwHee CKaHNpOBaHUe —
BaKLUWHa OT BUPYCOB

Ypokn WannaCry:

* W3y4yeH oanH ZeroDay n3 120 (Ethernal Blue)

*  W3y4yeH oguH akcnnout (DoublePulsar) ns ???

* OO6HapyxeH ogmH BpegoHoc (WannaCry) ns ???
* Pag BeaomcTB He nocTpaaan. ChyvyanHocTb?

NABUHA CkaHep —aKTMBHaA 3alMTa HOBOMO MNOKONEHUA



OcHOBHble TpeHAabl Al
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Top 10 Al Tech Trends for 2018

Deep Learning - Teopua rnybokoro obyyeHums
Capsule Neural Networks — kancynbHble ceTu

Deep reinforcement learning (DRL) — rnybokoe obyyeHune c
NoAKpen/eHNem

Generative adversarial network (GAN) — reHepaTUBHO-
COCTA3aTEe/IbHbIE CETU

Lean and augmented data — obyyeHne Ha HEMONHbIX U
NOMNOSIHEHHbIX AAHHbIX

Probabilistic programming — BepoAaTHOCTHOE
NpPOrpammmpoBaHme

Hybrid learning models — mogenu rubpuaHoro obyyeHus

Automated machine learning (AutoML) — aBTomaTn4yeckoe
MaLWnHHOe obyyeHune

Digital twin — Undposon A4BONHUK

10. Explainable Al — O6BbACHMMbIN MCKYCCTBEHHbIN UHTENNEKT

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Deep Learning - Teopua rnyboKoro obyyeHus

Deep Learning - COBOKYNHOCTb
MeTOo[0B MaLIMHHOIO

Artificial Rt
oby4yeHnsa, 0CHOBaHHbIX Ha Intelligence’and * 4

National Security
obyuyeHnun npeacraBaeHNAM i

(feature/representation
learning), a He Ha
crneumnann3mpoBaHHbIX
anropmuTmax, pa3paboTaHHbIX S
NN KOHKPEeTHbIX 3a4au

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

«Military Needs to Urgently Rethink its
Deep Learning Strategy»

[lBUraTenu nporpecca — NeHb U BOMHaA
HO BOEHHbIM N1eHb...



Capsule Neural Networks — KancynbHble ceTu

e Capsule Neural
Networks - HOBbIN TUN
rMyBOKNX HEMPOHHDbIX
ceTen, moryT
noaaepKnBaTb
nepapxmyecKkme
OTHOLLEHUS

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Deep reinforcement learning (DRL) —
rnyboKoe oby4yeHue ¢ NnogKkpenieHnem

* DRL — ceTb yuunTca,
B3aMMOAENCTBYA C
OKpYy*Katollen cpeaou

27
)

NocpeacTBoOMm G AlphaGo Wins
HabaaeHnn,

AEeUCTBUN U

BO3HarpaxaeHum

MNepenHnn Kpaun: DRL + Agent-Basing Dynamics

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Generative adversarial network (GAN) —
reHepaTUBHO-COCTA3aTe/IbHblE CeTU

* GAN - aBe
KOHKypupytoLime
HEMPOHHbIE CEeTH,
reHepaTop u
ONCKPUMUHATOP

Deep Dream

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Lean and augmented data — obyyeHue Ha
HEeNOJIHbIX N AONONAHEHHbIX AAHHbIX

* [lepeHoc obyyeHUH
e JKCTpemanbHoe obyyeHune

* CUHTEe3 AaHHbIX

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Probabilistic programming — BepoATHOCTHOE
NPoOrpaMmMmmpoBaHuE

* Probabilistic programming -BbICOKOYPOBHEBbIN A3bIK
NPOrpamMmmMmMpPoOBaHNA, KOTOPbIN obneryaeT
pa3paboTKy BEPOATHOCTHOW MOZENN, @ 3aTEM
aBTOMATUYECKM «peLuaeT» 3Ty Moaenb

Inferred model Inferred model
Observed Inferred 2 ;
Image (reconstruction) re-rendered with re-rende.red _wnth
novel poses novel lighting

¥ €oev
¥ Ove9

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Hybrid learning models — moaenu
rubpmnaHoro obyyeHms

* Hybrid learning models — rnybokue
HEWPOHHble ceTn + banecoBCcKUe Nau
BEPOATHOCTHbIE NOAXOAbl

* “Blended Learning”

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Automated machine learning (AutoML) —
aBTOMATUYECKOe MallMHHOe obyyeHue

 Automated machine learning (AutoML) -
ABTOMATM3aLMA NpoLecca NOAroTOBKM
NaHHbIX, BblIbOpa GYHKLUMWN, BbiIBOpa moaenu
NN TEXHUKKN, 0BYYEeHNA N HACTPOUKHU

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Digital twin — UndppoBon ABONHUK

* Digital twin— 3710 BMpTyasbHaaA moaenb,
ncnonb3yemas ana obner4yeHma AeTaNbHOro
aHanM3a U MOHUTOPUHIA PUIUYECKUX NN
NCUXO/IOTUYECKUX CUCTEM

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Explainable Al — O6bacHMMmbIN
MCKYCCTBEHHbIN UHTENNIEKT

Models to explain decisions

A DARPA Perspective
on Artificial Intelligence

John Launchbury
Director 120, DARPA

Explainsble ) Explanstion
Model Interface

The third wave of Al

/\/’

Perceiving
Leamning
Abstracting
\.J' 5\ Reasoning

NcTounuK: http://usblogs.pwc.com/emerging-technology/top-10-ai-tech-trends-for-2018/



https://habr.com/company/otus/blog/350614/

Political Security



Better audience targeting

Cambridge
Analytica
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Poison attack -
«OTpPaABJ/IEHHbIE MPUMEPbI»

e 23 mapta 2016 roga — Microsoft
3anycKaet B Twitter Al-yatboTa
Taun (@TayandYou)

e 24 mapTta— Tan obyumnncs
e HETEPNMUMOCTU, Pacn3mMy u
Ll obcueHHOM NeKcuke

e 25 mapTta — 60Ta OTKAOYMNAU

@ TayTweets ’ S 1
o B ‘ :

@NYCitizenO7 | i hate feminists
and they should all die and burn in hell.

NcTtounumk: https://windowsten.ru/polzovateli-isportili-bota-taj-5599/



https://windowsten.ru/polzovateli-isportili-bota-taj-5599/

One minute inside Twitter
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YTO AENATB?

* Jltoau

* [lpouecchl

* TexHonoOrnu

* CneuHa3 UHGOPMALLMOHHON BOUHDI
* Kubepopyxue



Moan

Kutam oTKpbiBaeT 5 yyebHbIX LEHTPOB NO
KnbepbesonacHoctn no 10 000 cneunannucTos

 CMHranyp oueHmMBaeT CBOM NOTPeObHOCTU B
cneunanuctax no b 8 15 000 yenosekK

I ( Nepsbiit war - IKCMPECC-KYPChI

5 | - /119 pykosodumeneli

L\ &% | - AnAacneyuanucmos

RO\ - [lna nonv3zosamenel p
g

-

OcHosam 6e30nacHOCMuU MOXCHO Hay4umseo
30 O0UH O€eHb
AN y,




MPOLIECCH!

* [lnaHnpyem oTKpbITb JTabopatoputo U
* [lpurnawaem K COTpyaAHNYeCTBY




TEXHO1OT'IA

e CucTembl KOHTPO/I1 ONepPaTMBHOM 0OCTaHOBKM
* Cuctembl paHHEro npeaynpexKaeHus

* AHannTnyeckana obpaboTKa 60sbLNX AAHHbIX
 CUTyaUMOHHbIE LLEHTPbl HOBOIO MOKOJIEHUSA

[ Mepsbin War — CUCTEMbI KOHTPONA ONepaTUBHOU 0OCTaHOBKMU ]




Ha/IMTUYECKME TEXHONOTUU Ha cnyXbe
a3BeabiBaTenibHoro coobwecrsa CLUA
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