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BcTtynneHue

Shodan — 3TO MOMCKOBbIN OBWXOK ANSA YCTPOWCTB, MOAKMIOYEHHBIX K WHTEpHETy. Beb-
noncKoBUKN, Hanpumep, Google nnn Bing, OTANYHO NOAXOAAT NOMCKA CaMTOB Ha MpPOCTopax
WHTepHeTa. Ho 4TO genaTb, €Cnv BaM HY>XHO HaWTWU He Kakom-nnbo canT, a KOMMbITepb!,
paboTatolme C KOHKPETHbIM MporpaMmHbiM obecneveHmem (Hanpumep, Apache)? Unun, K
npuMepy, BaM HY>XHO y3HaTb, kakasi Bepcua Microsoft 1IS Hanbonee nonynspHa Ha AaHHbIN
MOMEHT? Unu Bbl XOTUTE NONYyYnTb MHPOPMAaLNIO O KONMYecTBe aHOHUMHBIX ftp-cepBepoB?
BoamoxHO, nosiBMnacb HoBasi ysi3BMMOCTb, M BaM HEOOXOAMMO NOHATb, CKOSIbKO XOCTOB OHa
MoXeT 3apas3nTb? OBblYHbIE MOMCKOBUKM HE CMOTYT AaTb BaM OTBETbI HA 3TW BOMPOCHI.

Bcé o gaHHbIX

BaHHep

OcHoBHasa eanHNLa gaHHbIX, cobupaemasa Shodan - 3To 6aHHep. baHHep B JaHHOM KOHTEKCTE
— 9TO TekcToBasi MHOpPMaLUKsi, KOTopas OnucbiBaeT cnyx0y, MCNONb3yeMyHo Ha YCTPOWCTBE.
[nsa Beb-cepBepoB 310 ByaeT xagep, BO3BpaLLaeMbln Kak oTKNuK, Ans Telnet xxe aTo 6yaer
3KpaH Bxoaa.

CopepxaHune 6aHHepa HanpsiMyto 3aBUCUT OT BMAa cnyxbbl. Hanpumep, BoT TunnyHbii HTTP-
GaHHep:

HTTP/1.1 200 OK

Server: nginx/1.1.19

Date: Sat, 03 Oct 2015 06:09:24 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 6466

Connection: keep-alive

BaHHep, npuBeAEHHbLIM NPUMEPHOM BbILIE, FOBOPUT O TOM, YTO Ha LLENEeBOM YCTPOWCTBE
3anywieHo nporpammHoe obecneyeHne web-cepeepa nginx Bepcun 1.1.19. YTOObI
NPOAEMOHCTPUPOBATL, KaK MOryT BbIrMsAeTb pa3Hble GaHHepbl, HUXKe NpuBeaéH GaHHep Ana
NPOTOKOMNAa NPOMbILLIIEHHON CUCTEMbI ynpaBneHus Siemens S7:

Copyright: Original Siemens Equipment

PLC name: S7_Turbine

Module type: CPU 313C

Unknown (129): Boot Loader A
Module: 6ES7 313-5BG04-0ABO v.0.3

Basic Firmware: v.3.3.8

Module name: CPU 313C

Serial number of module: S Q-D9U083642013
Plant +identification:

Basic Hardware: 6ES7 313-5BG04-0ABO v.0.3
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MpoTtokon Siemens S7 paéT OTKNMK B BUAE COBEpLUEHHO apyroro 6aHHepa. OH
npenocTaBnsaeT MHAOpPMaLMo O NPOLUMBKE, €e CEPUMHOM HOMEPE M OOCTATOYHO GornbLuoe
KONMYecTBO NoAPOOHLIX AaHHbIX, ONUCBLIBAOLLNX CAMO YCTPOMCTBO.

Bam HeobGxogumo OygeT pewuTb, KakMe WMEHHO CryxObl Bac MWHTEPECyT, YTOObI
NPOOYKTMBHO nosib3oBaTbCcs nouckoM Shodan, nockonbky 6aHHepbl O4YeHb CUIBHO
pasnuyaroTca mexay cobon.

BHumaHne: Shodan mweT nmeHHoO GaHHEpbl, @ HEe XOCTbl. OTO 3HAYMT, YTO €CnM Ha
ogHoM |P-agpece 3anyuwieHo MHOro cnyx6, kaxpas u3 Hux OygeT npeacTaBneHa, Kak
CaMOCTONATENbHbIN pe3ynbTaT.

MeTagaHHbIe yCTpOUCTBaA

Momumo 6GaHHepoB, Shodan Takke ymeeT 3axBaTblBaTb MeTajaHHble YCTpouUCcTBa —
reonokaumio, nmsa xocta, OC u Tak ganee (cMm. npunoxenue A). bonbllyo YacTb MeTagaHHbIX
MOXHO HanTK Yyepe3 OCHOBHOW canT Shodan, ogHaKo HekoTopble 0611acTu Noncka AOCTYMNHBbI
TONbKO nonb3osatenam AP paspaboTtyuka.

IPv6

Ha oktsabpb 2015 roga Shodan cobupaeT mMunnunoHbl 6aHHEPOB B Mecsil OT YCTPOWMCTB,
AOCTYNHbIX Ha IPv6. 3Tn umdpbl NO-MPEXHEMY HUYTOXHbI MO CPABHEHWIO C COTHAMM
MUNAMOHOB BaHHepoB, cobpaHHbIX Ha IPv4, HO Gnwkanwme rogpl KOnNn4yecTso GaHHEpPOB,
6esycnosHo, byaeT pacTu.

COop AaHHbIX

Pexxum cbopa gaHHbIX

CkaHepbl Shodan paboTatoT B pexume 24/7 n o6HoBnAT 6a3y AaHHbIX B pearibHOM BPEMEHW.
Bbl nony4aeTte nocnegHUn CHUMOK MHTEpPHETa KaxAblM pas, Kak nocewaete ouumanbHbIn
Beb-cant Shodan.

PacnpocTpaHeHne

CKaHepr npeacTtaBlieHbl B CTpaHax Nno BCeMy MUpPY, BKIKO4YanA:

e CLUA (Bocto4vHoe n 3anagHoe Nobepexbe)

e Kutan

e Vcnangusa
e ®paHuus
e TauBaHb
e BbeTHam
e PyMblHMS
e Yexuqa
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[aHHble cobupatoTcst co BCero mupa, YTobbl NpegoTBpaTMTh reorpaduyeckme cmewenms. K
npUMepy, MHOIMEe amMepuKaHCKMe agMUHUCTPATOpPbl CUCTEM ONOKMPYIOT BCE KuTamckue
AnanasoHbl IP. PacnpegeneHne ckaHepoB Shodan no Bcemy Mupy rapaHTUpyeT, 4To niobas
GnokmpoBka He ByaeT BNUATbL Ha cOOp AaHHbIX.

Pangomusauus

basoBbI anropnTMm CkaHepoB:

1. TeHepauus cny4vanHoro |IPv4 agpeca

2. [eHepauus cnyyanHoro nopTa A4S NPOBEPKN Crivcka nopToB, MOHMMaeMbix Shodan
3. lposepka cnyyanHoro IPv4 agpeca Ha criydanHom nopte v 3axsaT baHHepa

4. BosBpalleHue K nyHKTy 1

OTO O03HayaeT, 4YTO areHTbl He 3aHUMMAKTCA CKaHMPOBAHMEM WHKPEMEHTHbLIX CETEBbIX
AnanasoHoB. CkaHMpOBaHWE BbLIMNOMHAETCA B MOJSTHOCTBIO CIyYaHOM pPEeXMME — TaKuMm
obpa3om obecneumBaeTca eanHoobpa3HbI OXBaT Bcero VIHTepHeTa M npegoTBpallaeTcs
BO3MOXHOCTb NPEAB3ATON OLEHKM AaHHbIX B JTIOO0N MOMEHT.

YrnybnéHHoe onncanue paboTtbl ¢ SSL

B Hactoduwee Bpemsi npotokon SSL cTaHoBUTCSA BCce 0Oonee BaXHbIM acrnektom B
obcnyxmBaHun n notpebneHmm VIHTepHeT-KOHTEeHTa, NO3TOMY BMOSIHE NOMMYHO, YTO Shodan
AononHsaeT cobupaemble AaHHble Kaxaon cnyxbbl MHbopmaumen o nopaepkke SSL.
BaHHepbl ana SSL-cepBucos, k npumepy, HTTPS, BkntoyatoT B ceba He TONbKO cepTudukat
SSL, HO n mHoroe gpyroe. Bca cobpaHHasa nHgopmaums o SSL, npo KoTopyro NONAET peyb
HWXe, coxpaHsieTca B cBoncTBax ssl B 6aHHepe (M. npunoxexve A v npunoxexve E).

[MpoBepka Ha ys3BMMOCTH

Heartbleed

Ecnn cnyxba okasbiBaeTcs yassumon onsa Heartbleed, To 6aHHep 6yaet copepxaTb ABa
AononHuTenbHbiX napametpa. opts.heartbleed cogepxut B cebe HeobpaboTaHHbIN OTKMANK
OT TECTUPOBaHUA Crnyx0bl Ha ya3BuMOoCTb K Heartbleed. Ctont o6patntb BHMMaHWe, 4To ANs
AaHHOr0 TEeCTUMPOBAHUS CKaHepbl BbITAMMBAKOT NUWb HeBONbLIOE KONMYECTBO AaHHbIX,
KOTOPOro JoCcTaTouHO, YTOBObl NoATBEPAUTL, UTO crykba noaBepxeHa BnvsiHMio Heartbleed,
HO He XBaTaeT ANs 3axBaTa CEeKpeTHbIX Kntoyen. CkaHepbl Takke gobasnsaiotT CVE-2014-0160
B crnncok opts.vulns, ecnn yCcTponcTeo ys3BMMO. B NpOTUBHOM e crnyyae, ecnm yCTPOUCTBO
He NoABep)XeHO AaHHOW ya3BuMocTW, byaeT nobasneHa 3anucb «!CVE-2014-0160». Ecnn
3anucb B opts.vulns nmeet npedukc ! unu - Toraa cnyxba He ysa3suma onst gaHHon CVE.

{
"opts": {
"heartbleed": "... 174.142.92.126:8443 - VULNERABLE\n",
"vulns": ["CVE-2014-0160"]



https://ru.wikipedia.org/wiki/SSL
https://ru.wikipedia.org/wiki/Heartbleed

Takke y Shodan ecTb BO3MOXHOCTb MoOucKa MO [aHHbIM yA3BUMOCTW. Hanpumep, 4ToObI
BbINONHUTL nouck yctponcts B CLUA, nogsepxeHHbIX BnuaHuio Heartbleed, ncnonb3yetca
Takas CcTpoka:

country:US vuln:CVE-2014-0160

FREAK

Ecnu cnyx6a nogaepxmeaet wndpsl EXPORT, To ckaHepbl fobaBnsaoT « CVE-2015-0204» B
cBoncTBO opts.vulns:
"opts": {

"vulns": ["CVE-2015-0204"]
}

Logjam
CkaHepbl genatoT NonbITKM NOAKNIYNTLCA K crnyxbe SSL, ncnonb3ysa agemMepHble Wwndpsbl

Oundbdu-XennmaHa, n ecnu coeguvHeHue npoucxoguT ycnewHo, To OyaeT coxpaHeHa
cnegyouwias nHpopmMmauus:

"dhparams": {
"prime": "bbbc2dcad84674907c43fcf580e9...",
"public_key": "49858elf32aefed4af39b28f51c...",
"bits": 1024,
"generator": 2,
"fingerprint": "nginx/Hardcoded 1024-bit prime"

Bepcua SSL

Korga Gpaysep nogkntovaetcs k cnyxbe SSL, oH BygeTt «obcyxgaet» ¢ cepBepoM BEPCULO
SSL u wundpoBaHme, koTopoe ByaeT Mcnonb3oBaTbCs. B pesynbtate aTOro «o6CyxaeHusa»,
Oynet BblbpaHa onpegeneHHas Bepcuto SSL, Hanpumep, TLSv1.2, kotopas Oygert
NCNonb30BaTbCs B AanbHenwem 3To Ans CBA3N.

CkaHepbl Shodan HaumHatoT TecTupoBaHme SSL C BbINONMHEHWA CTaHOAPTHOrO 3anpoca,
onucaHHoro Bblwe. OgHako Janee OHW MbITAlTCA HaNpPsMYy MNOOKIHYUTBCHA K cepBepy,
nucnonb3ya onpegeneHHole Bepcuto SSL. [dpyrmmu cnoBamu, ckaHepbl OyayT nblTaTbCcs
NOOKIUYMTLCA K cepBepy € nomowbto SSLv2, SSLV3, TLSv1.0, TLSv1.1 n TLSv1.2
HanpsaMmyo, ONg onpeneneHns Bcex nogaepxuBaembix crnyxbom SSL Bepcuin. CobpaHHas
nHdopMauusa BygeT 4OCTynHa K NpocMOTpy B none ssl.versions:

{
"ssl": {
"versions": ["TLSv1", "SSLv3", "-SSLv2", "-TLSv1.1", "-TLSv1l.2"]
}

Ecnu nepen Bepcuen ctout - (aeduc), To yCTPOMUCTBO He nogaepuBaeT 3Ty Bepcuto SSL.
Ecnu xe pecuca HeT, To Bepcus nogaepxumsaetcs. K npyumepy, cepsep pacnucaHHbIn Bbille,
noagepXXuBaeT cnefyowme Bepcum:

TLSv1
Ctp. 8
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SSLv3

W He noanepxuBaerT:

SSLv2
TLSv1.1
TLSv1.2

MHdopmaumio 0 Bepcun TakKke MOXHO npocmoTpeTb 4veped API website/. Hanpumep,
NMOUCKOBbLIN 3anpoc HWXe aacT OTKNMK B Buae Bcex cnyxb (HTTPS, POP3 ¢ SSL n tak ganee)
KOTOpble NO3BONAT coeanHeHust ¢ SSLv2:

ssl.version:sslv2

CnepnoBaHue Mo uernoyke

Llenouka cepTtucumnkaToB - 9T0 CNMCOK cepTudmkatoB SSL oT KOpHEBOro ceptudukaTta oo
cepTudukaTa KoHe4yHoro nonb3oBaTens. baHHep ana SSL-cnyx6 Bkno4vaoT B ceba CBONCTBO
ssl.chain, «kotopoe Bknoyaer Bce SSL-cepTudukaTbl ULENOYKM B CcepTUdUKaTHI,
cepuanunsoBaHHsle B gpopmat PEM.

3a npegefiaMmm OCHOBHbLIX (OYHKLNW

[ns 6onbwMHCTBA CNy»0 CkaHepbl NbITalTCA NPOM3BECTN aHann3 OCHOBHOrO TekcTta baHHepa
N BbIYNEHUTbL OOy nonesHyw WHgpopmaumo. Heckonbko SApKMX NpUMMEpoB — 3axBaT
HasBaHun rpynn B MongoDB, CKpMHLWOTLI, nonyyaemble u3 cnyxObl yaaneHHbIX padoymx
CTONOB N coxpaHeHue cnucka nupos Bitcoin. MmetoTca gBe npoaBUMHYTBLIX TEXHUKM aHanuia
AaHHbIX, KOTOpble ncnonb3ytTca Shodan, kKoTopkle s xoTen Okl BblAeNnTb 0C060:

@WORDPRESS £ Joomlal” Drupal”
D commerce & jauery (U

Beb-kOMNOHEHTbI

B aToM cny4yae ckaHepbl NbITalOTCA OnNpeaenuTb TEXHONOMMI0, KoTopas Bbina ncnonb3oBaHa
ans cosganusa canta. [ns http- u https-mogynen, ana pa3dueku canta Ha BE6G-KOMMOHEHTbI
ncnoneaytotca xagepbl 1 HTML. [MonyyeHHas wHdOpMauus COXpaHAeTCA B CBOMWCTBE
http.components. [laHHoe CBOWUCTBO SABNSieTCS CroOBapém TEXHOMOMMW, rae K4 - 9TO
Ha3BaHue TexHonormm (K npumepy, jQuery), a 3HayeHMe — 3TO elle OAWH CrioBapb CO
cBovicTBamu kateropun. CBOMCTBO KaTeropuun - 3TO CMMUCOK KaTeropum, KoTopble CBs3aHbl C
onpeaenéHHoun TexHornornen. Hanpumep:

"http": {

Ctp.9
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"components": {
IleueryII: {
"categories": ["javascript-frameworks"]

i
"Drupal": {
"categories": ["cms"]
s
"PHP": {
"categories": ["programming-languages"]
}

I
s

B npumepe Bbiwe, cBonctBo http.components ykasbiBaet, 4to cant paboTtaetr Ha CMS
Drupal, koTtopas wucnonb3yet jQuery n PHP. Shodan REST API| obecneunBaet nowvck
UHpopmMmauumn Yepes unetp http.component n 2 dacera® — http.component n
http.component_category. YTobbl nony4nMTb AOCTYN K MOSIHOMY CMMCKY BCEX BO3MOXHbIX
3Ha4YeHUN KOMMOHEHTOB/KATEropmun, HEobBXOAMMO WCNONb30BaTb pa3nuyHble daceTbl. K
npumepy, 4TOObl MONYYNTb MOSHbLIA CMNMUCOK BCEX BO3MOXHbLIX KaTeropum, WUCNonb3ynte
cnegyoLyo komaHay shodan:

*paceT — rpaHb, oAHa W3 CTOPOH paccMaTpuMBaemMoro 0ObekTa, OorpaHu4eHHast
COBOKYMHOCTb OAHOPOAHbIX 3HAYEHMI MO HEKOTOPOMY KIacCUUKALIMOHHOMY MPU3HAKY.

$ shodan stats --facets http.component_category:1000 http
Top 47 Results for Facet: http.component_category
javascript-frameworks 8,982,996
web-frameworks 1,708,503
programming-languages 1,409,763
font-scripts 1,280,397

KackagHocTb

B cny4ae ecnn 6aHHep OaéT OTKNUK B BUAE MHOPMaLMKN O NUpax Unn Kaknm-nmbo apyrum
obpasom nony4aet nHgopmauumo o gpyrom IP-agpece, Ha KOTOPOM 3anyckaeTcs cnyxba,
CKaHepbl NbITAOTCA BbINONHUTL 3axBaT GaHHepa ¢ atoro IP unun cnyx6bl. K npumepy,
cTaHgapTHbIn nopT Ans mainline DHT (ncnonb3yetcsa Bittorrent) — 6881. banHep Takoro DHT-
y3na 6ygeT BbIrmsaeTb Tak:

DHT Nodes

97.94.250.250 58431
150.77.37.22 34149
113.181.97.227 63579
252.246.184.180 36408
83.145.107.53 52158
77.232.167.126 52716
25.89.240.146 27179
147.23.120.228 50074
85.58.200.213 27422
180.214.174.82 36937
241.241.187.233 60339
166.219.60.135 3297
149.56.67.21 13735
107.55.196.179 8748
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PaHee ckaHep 3axBaTbiBan Obl BbILLEYNOMSIHYTbIN 6AaHHEP M TONLKO NOTOM ABUrancs ganee.
Mpwn BKIOYEHHOM KackagHOCTH, ckaHep ByaeT 3anyckaTb 3anpoc Ha 3axBaT 6baHHepa Anst Bcex
nupoB. B npumepe Bbilwe, ckaHep 3anyckaeT ckaHuMpoBaHue gnda IP 54.70.96.157 Ha nopty
61770, ncnonbsya rpabbep 6aHHepo dht, IP 85.82.92.188 6ygeT npockaHMpoBaH Ha NOpPTy
42155 v Tak panee. To ecTb, OANMHOYHOE CKaHWpoBaHwe IP MoXeT npmBecTu K kackagy
CKaHMpPOBaHWU, eCcnn MepBUYHbIE [OaHHble, MNOJSlydYeHHble Mpu CKaHUPOBaHWUW, copepxaT
MHOPMaUUIO O APYrMx NoTeHUManbHbIX XOCTax.

YT10bbl OTCNEXMBaTh B3aMMOCBSI3b MeXAy NepBoHaYarbHbIM 3anNpoCOM Ha CKaHWPOBaHME U
nobbIMK foYepHMMU/KackaaHbIMU 3anpocaMim, Mbl NPpeacTaBnsiemM 2 HOBbIX CBOMCTBA:

e _shodan.id: yHuKkanbHbIn naeHTudunkatop 6aHHepa. OTO CBOWCTBO rapaHTUPOBAHHO
CyLlecCTBYyeT, eCnn 3anpoc Ha KackagnpoBaHne MOXeT ObITb 3anyLUeH 13 Criy>0bl, XOTs
3TO 03Ha4vaeT, 4YTo Ntobon Takom 3anpoc ByaeT BbINOSTHEH YCMELLHO.

e _shodan.options.referrer: npegoctaBnsaeT yHUKanbHbI naeHTudukatop gna 6aHHepa,
CTaBLLEro NPUYNHOM COo3aaHus Tekyliero 6aHHepa. To ecTb, Takon 6aHHep sBnsieTca
«poanTenem» TeKyLlero.

Beb-uHTepthencol

CamblIi NPOCTON NyTb MNOMYYUTb AOCTYN K AAHHLIM, COGpPaHHbIM C NomMoLbo Shodan — 310 BE6-
UHTepdencol. MouTn Kaxgbin U3 HUX NO3BOJSISET BaM BBECTU MOMUCKOBLIM 3arpoc, Tak 4To
crnepBa CTOUT NOrOBOPUTb O HUX:

[TonckoBble 3anpochl

Mo ymMon4yaHuio, NOMUCKOBbLIV 3amnpoc NPOCMaTpPUBaET TONbKO OCHOBHOW TeKCT BGaHHepa u He
BbIMNOSIHSET MOUCK MeTadaHHbIX B HEM. K npumepy, ecnu Bbl BBoAMTe 3anpoc «Google», To
pesynbTaTtbl OyayT BKMOYaTb TONbKO Te 3anucu, B GaHHepe KOTopbiX ecTb TekcT «Google;
BOBCE He 00s13aTenbHo, YTO pesynbTaToM OyaeT OTKNMK B BUAe ananasoHa cetu Google.

302 Found

HTTP/1.1 382 Moved Temporarily
Bell Canada Date: Sun, @4 Oct 28015 22:27:88 GMT
I*l Canada Server: Google Search Appliance
Details Content-Type: text/html

Location: /EnterpriseController
Expires: Sun, @4 Oct 2815 22:27:88 GMT
ache-Control: private, max-age=@
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEQORIGIN

Kak mMbl BUAMM BbiLle, NOUcK no TekcTy “Google” BblaaéT pesynbTaT B BUage MHoxectsa Google
Search Appliances, KynneHHbIMXU OpraHmsauusaMm 1M nosyYyMBLUMMW OOCTYM B MHTEPHET; B
pesynbTaTtax HeT cnyxb cepBepoB ryrna.
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Shodan 6ynet nbiTaTbCA HaWTW pe3ynbTaTtbl, KOTOPblE COOTBETCTBYIOT BCEM YCNOBUAM
noucka. OTO 03HAYaeT, YTO MeXay KaXabIM 3Ha4YeHneM B noucke npucytcreyeT + unm AND.
Hanpumep, 3anpoc «apache + 1.3» akBuBaneHTeH «apache 1.3».

YT0o06bI Nnpon3BeCTU NONCK MeTadaHHbIX, HeobxoAnUMO MCMnosb30BaTh d)M.I'II:prI NMOUCKa.

PunbTpbI NOUCKa

dunbTpbl - 9TO cneyuwanbHble KIYEBblE CroBa, ucnosib3dyemble Shodan ans cyxeHus
pe3ynbTaToB MOMCKa Ha OCHOBE MeTafaHHbIX Cry0bl nnun yctponctea. dunbTpbl BBOAATCS B
TakoMm doopmare:

filtername:value

BHumaHue: mMexay opoetovmnem n 3Ha4eHnem (*)I/IJ'Ipra He OOSTKHO ObITb npo6ena.

[nsa ncnonb3oBaHUS 3Ha4YeHUs1 ¢ NPOBENOM, HY>XHO 3aKIUUTb ero B KaBblvku. K npumepy,
4YTOObLI HANTK BCE MHTEPHET-YCTPOMCTBA, pacnonoXxeHHble B CaH-[lnero, 3anpoc 6yaeT Takon:

city:”San Diego”

HekoTopble ouNbTpbl MNO3BOSIAT yKa3aTb HECKONbKO 3HAYeHWW, pasfenéHHbIX 3ansTown.
Utobbl HanTK yCTpPOMCTBA, Ha KOTOpbIX 3anyweH Telnet Ha noptax 23 n 1023, BbINONHUTE
cneayoLwmnm 3anpoc:

port:23, 1023

Ecnn dovnbTp HEe gonyckaeT Mcnonb3oBaHWe 3anston B 3HadeHumn (port, hostname, net), 10
Takon unbTp SaéT BaM BO3MOXHOCTb NPEeAOCTaBUTb HECKOSTbKO 3HAYEHUN.

Takke MOXHO MCMNONb30BaTh (OUMABTPbI, YTOObI UCKMIOYMTL HEKOTOPbIE pe3yrbTaTbl NyTEM
nomewleHns 3Haka “-“ nepen ovnbTpom. YTobbl HaNTN BCe YCTPOWCTBA, HE Haxogsuwmecs B
Can-[uero, 3anuck bygeT Takas:

-city:”San Diego”

Bo MHOrmx cutyauusx, ropasgo npolle UCKoYMTb pesynbtatbl. Hanpumep, cregyowwimm
nomnckoBbIn 3anpoc ncnonb3yeT hash:0, yToGblI NokasaTtb cnyx6bl Ha nopTe 8080, B KOTOPbIX
OCHOBHOW TEKCTOBbIN BaHHEP HE SABNSIETCA NYCTbIM:

port:8080 -hash:0

Kaxabin 6aHHep Ha Shodan umeet umcnosoe ceonctBo hash. [1ns nycTtbix 6aHHEpPOB 3TO
3HaveHue BygeT paBHO HyN. Ecnn Bam HYy>XHO HaWTU YCTPOMCTBO C KOPOTKUM, CTaTUYHbIM
6aHHepowm, To hash punbTp NnpegocTaBuT xopoLumii cnocob Ans Nx TOYHOro onpeneneHus.

Shodan noggepxunBaet Maccy (puibTPoB, BOT HEKOTOPbIE N3 HUX:

Nmsa unbtpa OnmcaHue Mpumep

category [ocTynHble kateropuu: ics, malware




city HasBaHue ropoaa

country NonHoe Ha3BaHWe cTpaHbl

net [MokasbiBaeT ToOnbko pe3ynbTtatbl u3 net:190.30.40.0/24
npegocrasneHHoro agnanasoHa IP (B8 CIDR-
HOTauuK)

org CyxaeT pesynbTaTbl OO0 OCHOBaHHbIX Ha org:"Verizon Wireless”

opraHusauuun, KoTopoun npuHagnexut IP

CMoTpu npunoxenve B ons naydeHnst NOIHOrO cnmcka AOCTYMNHbIX MOVMCKOBbIX (OUINbTPOB.

[NonckoBbIN ABUMXOK Shodan

OcHoBHOM MHTEpdENC ana OOCTyna K AaHHbIM, cobpaHHbIM Shodan, 3TO ero co6CTBEHHbIN
NMOUCKOBbLIN ABWXOK, pacnosioXXeHHbIn no agpecy https://www.shodan.io

#%, SHODAN

The search

engine for the Inter

Create a Free Account Garting stared

Explore the Internet of Things See the Big Picture
Use Shodan to discover which of your devices are connected to the Internet, where Wabsites are just one part of the Internet. There are power plants, Smart TVs,

they are located and whao s using them. refrigerators and much more that can be found with Shodan!

Monitor Network Security Get a Competitive Advantage
Keep track of all the computers on your network that ane directly accessible from the
nternet. Shodan lets you understand your digital footprint.

} Wha is using your product? Where are they located? Use Shodan to perform
empirical market intelligence.

The Washington Post m I m E E]

Analyze the Internet in Seconds

search the Internet for dewvices with shodan and use the web interface to quickly generate beautiful reparts.

Mo ymonyaHuio, NOUCKOBbIM 3anpoc ByaeT NpouM3BOoaUTb MOUCK NO JaHHbIM, cCOBpaHHbIM 3a
nocnegHue 30 gHen. OTo 6onbLoOe oTAnYMe OT cTaporo canta (shodanhg.com), koTopbi Nno
YMOMN4YaHUi0 Npou3Boaun Nouck no Bcer Gase AaHHbIX Shodan. 3To 0O3HavaeT, 4TO BCe
pe3ynbTaTbl, NOflyYEHHbIE C CanTa — CBEXMe U NpefoCTaBNAT BaM TOYHYIO KapTy MHTepHeTa
Ha HbIHELUHUN MOMEHT.
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B nononHeHune Kk Noucky, calT Takke npeaocTaBnsieT crieqyowme BO3MOXHOCTH:

CkaumBaHue aaHHbIX

Mocne ocyliecTBneHnst NoMcka no 3anpocy, BBEPXY MNOSIBUTCH KHOMKA CKaYyMBaHUS OaHHbIX
(Download Data). Npu HaxxaTnmn Ha Heé Bbl CMOXeTe BbibpaTb hopMaT cKaunBaHNA JaHHbIX
—JSON, CSV unn XML.

& Download Data

Us2 export credits to download results at a rate of 1 export credit = 10,000 results

¥ou have 103,601 credits available which means you can download up to 1,036,010,000
resules. Click hera ta buy credits

Number of records: 1 0,000

File rype: JSON

®opmat JSON reHepupyeT dhaitfl, B KOTOPOM Kaxaas CTPOKa COAEPXMUT NOMHbIM GaHHep 1 Bce
COnyTCTBYWOLWMNE MeTadaHHble, cobpaHHble Shodan. 3TOoT dopmaT npeanoyTUTENEH,
NOCKOSbKY COXpaHsieTcsl BCS MHpopmaumsa, KoTopas BoobLle gocTynHa. Takke aToT hopmaTt
COBMECTUM C KITMEHTOM KOMaHAHOM CTpPokn Shodan, 4To AaéT BaM BO3MOXHOCTb 3arpyaTb
AaHHble ¢ canTa Shodan, a 3atem obpabaTbiBaTb MX ganee ¢ NOMOLLbI TepMUHana.

Mpn coxpaHeHumn B hopmate CSV, pesynbtatom Oyaet cann, cogepxawmn IP-agpec, nopt,
cam GaHHep, opraHM3auuio U UMeHa XOCTOB 3Toro 6aHHepa. MIHdpopmauusa B HEM HenonHas
n3-3a orpaHnyeHunn B popmate CSV. OToT dhopmaTt pekOMEHOOBaAH K MCMNOSb30BAHWUIO, €CIN
BaM HYXHa TONMbKO OCHOBHble [aHHble pe3ynbTaToOB MNOUCKa, WM €eCrln BaM HyXHa
BO3MOXHOCTb ObICTPO 3arpy3nTb CKayaHHbIN pansi BO BHELUHNE MHCTPYMEHTbI, K Npumepy,
Excel.

®opmat XML - 3710 yxe ycrapeBwui cnocob coxpaHeHus pesyrnbTaToB noucka. C HUM
CnoxHee paboTtaTb U OH noTtpebnaer 6Gonbwe mecta 4Yem JSON, 4tOo pgenaet ero
cybonTumarbHbIM A58 60NbLUMHCTBA CUTYauu.

3arpy3ka AaHHbIX TpebyeT MoHeT akcriopta (export credits), ogHopasoBon BankoThI,
AOCTYNHON K npnobpeTeHunto Ha cante. OHM HUKOMM 06pa3om He cBsA3aHbl ¢ API-uHtepdericom
Shodan n He OOHOBRANTCA aBTOMaATUYECKU Kaxabih Mecay. OgHa mMoHeTa MOXeT ObiTb
ncnosib3oBaHa Ansa 3arpysku pesynbtaTos yucriom go 10,000.
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®annbl AaHHbIX, CreHepUpOBaHHbIE Ha canTe, MOryT BbITb HaMAEHbI B pa3fene 3arpy3ok canTa

(Downloads). Bbl MOXeTe nepenTun B 3TOT pa3ges C MOMOLLbIO KHOMKK ﬂ B MpaBOM BEPXHEM
yrny.

["eHepauus (co3gaHne) oT4éTa

CanTt gaéTt BO3MOXHOCTb CreHepupoBaTb OTYET, OCHOBAHHbLIN HA MOUCKOBOM 3anpoce. OToT
OTYET coaepxuT B cebe rpadumkn/Tabnuupbl, npegocTtaBnswwmMe Bam Oonbllylo KapTy
pacnpegeneHus pesynbTaTtoB N0 UHTEPHETY. OTa onums 6ecnnaTtHa 1 4OCTynHa abCcontoTHO
BCEM.

Universities Needing Toner

Top Countries

. United States

. Korea, Republic of
. Canada

. Taiwan, Province of China
. Czech Republic

. United Kingdom

. Hong Kong
Greece

. Lithuania

. Slovakia

1
2
3
4
5
6
7
a.
9
0]

-l

Top Organizations

University of Minnesoin

L J

Korga Bbl reHepupyeTe OTYET, Bbl AaéTe Shodan 3agavy caenaTtb CHUMOK NOMCKOBOrO 3anpoca
1 npegocTaBuTb 06Lwmi 0630p. Nocne reHepaumm oT4é€Ta, OH HE MEHSIeTCA 1 He OBHoBNSAeTCA
npv gob6aBneHnn HOBbIX AaHHbIX B Shodan. Takke 3TO 3HAYUT, YTO Bbl MOXETE reHepUpoBaThb
OTYET pa3 B Mecsl 1 OTCNeXusaTtb U3MEHEHUS, CpaBHMBasA €ro ¢ npeabiaywmMmm oT4yéTamu.

|atal o
Haxumass Ha KHOMKy - B BEPXHEM MpaBOM Yrny, Bbl MOMy4YMTe CMNUCOK OT4YETOB,
CPOPMUPOBAHHBIX paHee.

Ob6uwme nonckoBble 3anpochl

lMonck onpegeneHHbIX YCTPOUCTB TpebyeT 3HaHMW O nporpaMMHOM obGecneyeHun,
3anyckaeMOM Ha HUX, U UX peakuumn Ha 3axBaTt 6aHHepoB Yepes3 MHTepHET. K cyacTblo, MOXHO
NCnonb30BaTh OMbIT M 3HaAHUA coobLlecTBa, UCNOMb3ys KaTanor noucka Ha Shodan. Joan
MOryT onucaTtb, MOMETUTb U MNOAENUTBCA WX MOUCKOBbIMM 3anpocamMn C  Opyrumu
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nonb3oBatensaMmn. Ecnu y Bac ecTb XenaHue Hadatb paboty ¢ Shodan, obuime nonckosble
3anpockl OyayT BaM XOPOLLUMM NOACMNOPbEM Ha NEPBbIX 3Tanax UCMOSb30BaHNSI CUCTEMBI.

o sioon N

Sopuar pearchos

T
Fopularity

Recently Added

Webcam
best ip cam search | have found yet.

Cams
admin admin

Netcam
Netcam

dreambox
dreambox

default password
clsco Finds results with "default password® in the banner; the named defaults might waork!

netgear
USer: 3dimin pass: password

108.223 86 .43
Trendnat IP Cam

sgh
ssh

Router wi Default Info
Routers that ghee their default usernamed password as admind1 234 in their banner

BHumaHue: obuwume nouckoBble 3arnpocbl BMUOHbLI BCEM NOCETUTENTAM canta. He
aenntechb 3arnpocamMun, KOTopble Bbl Obl He »xenanu nokasbiBaTb apyrmm niogam.

Mpumep: NOUCK HeCcTaHAAPTHbLIX CINYX0

OCHOBHOW peakumneit, KOTOpYIo s BUXY, KOr4a pedb 3aX0AuT O YCTPOMCTBAX, BbICTABMEHHbIX B
NHTepHeTe, SBNSieTCA HeYTo Bpoae:

[-] XDRosenheim 1 point 3 days ago
And this is why my server is whitelisted, password protected and not on port 25565. I don't like
data miners...

* 3TO ABNAETCA NPUYMHOW TOrO, YTO MOV CEPBEP B BENbIX JIMCTAX, 3ALUMLIEH MAPOJNIEM U HE
HAXOOUTCHA HA MOPTY 25565. A HE NOBNIO OOBLITYMKOB OAHHbIX. ..

CobcTBEHHO, naes 3anycka aTom crnyxobl (B AaHHOM crnydae ato Minecraft) Ha HecTaHgapTHOM
nopty — 9TO Xxopowuh crnoco® octaBaTbCA HeobHapyxeHHbIM. B kpyrax nwogen,
3aHuMarowmxcsa 6e3onacHOCTbO, 3TOT cnocob Takke U3BECTeH Kak «be3onacHOCTb yepes
HEe3aMeTHOCTb» U CYUTaETCS KpanHe Hea(hEeKTUBHBIM 1 yCTapeBLNM. YTo Hanbonee yxacHo
— 9TO MOXeT AaTb XO035UHY cepBepa WM YCTPOWUCTBA YYBCTBO JIOXKHOW 3alLUMULLEHHOCTU.
Hanpumep, gasante nocMoTpuM Ha nogen, 3anyckarowmx OpenSSH Ha HecTaHgapTHOM
nopTty. YTobbI 3TO caenaTb, BBOAUM CReayloLyo KOMaHay:

product:openssh - port:22
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®dunbTp product ncnonb3yeTcs, 4TOObI NOKa3aTb TONLKO cepBepbl OpenSSH, a —port:22
NCKIOYaeT BCe pesynbTaTthl CO cTaHgapTHoro nopta SSH (22). Ytobbl nonyynts 6onee
NMOHSATHbIN 0630p pe3ynbTaToB NOUCKAa, CreHepupyemM OTYET:

Top Countries

United States 139,969
Australia 59,493
Germany 24,584
Brazil 24,405
China 15,123
France 14,708
Russian Federation 11,065
United Kingdom 10,692
Poland 8,496
Canada 7,484

11
2
3.
4.
5.
6.
74
8.
9.
0.

—_

[MonyyeHHbIN OTYET TaKKe AacT HaM NOHUMaHWe, KakMe HeCcTaH4apTHbIE NOPThI
NCMNONb3YyHTCH Yalle BCEro:

2222: 323,930
5000: 47,439
23: 13,482
26: 7,569
5555: 6,856
9999: 6,286
82: 6,046
2323: 3,622
6666: 2,735
3333: 2,644

CoONIlrWN =

-

OTn yncna BbIrMAAAT HE OYeHb CryvarHbiMK, He Tak nNn? MNMpsiMo cendac Bbl JOSKHbI NOHATD,
YTO BaLl CriyYyanHbI BbIOOP HECTaH4apPTHOro NopTa MOXeT BbITb He Tak YXX 1 yHUKaneH. Nopt
2222 cTonb Xe pacnpocTpaHéH, kak n nopt 8080 ans HTTP, a Takke aTo cTaHAAPTHbLIA NOPT
ana Kippo honeypot, XoTa 9 CUNbHO COMHEBAaKCh, YTO CTOJSIbKO Ntogen 3anyckatoT honeypot
ofHoBpeMeHHo. Crieagyrowunn no nonynapHoctn nopT — ato 5000, KoTopbIA OTNUYaeTca OT
LWwabnoHa ocTanbHbIX NOPTOB (HE CMMMETPUYHOE UMK NOBTOPSOLLEeCs Yncno). I npumepHo B
3TOT K€ MOMEHT S NOHSAM, YTO ABCTpanusa — BTopas cTpaHa no konuyectsy 3anyckos OpenSSH
Ha HecTaHA4apTHbIX NopTax. A NPUCMOTPENCS K 3TOW CTpaHe, 1 YTo Xe 5 yBuaen? Konvyectso
HecTaHgapTHbIX noptoB SSH (5000) npyMepHO paBHO KonMYecTBy cTaHO4apTHbIX — 54,000 n
68,000 cooTBeTCTBEHHO. M3yumB HekoTopble HaHHepbI, NONy4YeHHble U3 ABCTpanum, MOXHO
NMOHATb, YTO ecTb oTnevyaTok SSH, obWmMn AN MHOMUX UX HUX:

5b:a2:5a:9a:91:28:60:9¢c:92:2b:9e:bb:7f:7c:2e:06

[Moxoxe, 4TO aBCTpanUMCcKkUM uHTepHeT-nposangep BigPond ycTtaHaenvBaeT u HacTpanBaeT
ceteBoe obopynoBaHune, KOTopoe He Tonbko 3anyckaeT OpenSSH Ha nopty 5000 (BeposTHee
BCEro, ANs yQaneHHoro ynpasfeHus), HO Takke umeeT Te xe SSH-knwouu, KoTopble
YyCTaHOBMEHbl Ha 3TOM OOOpyAoOBaHUW. YCTPOMCTBA >Xe B aBCTPANIMNCKUX CETSAX Takke
3anyckatoT ctapyto Bepcutio OpenSSH, koTopas 6bina BeinyweHa ewe 4 ceHtabpa 2007 roga.
HeT Hukakomn rapaHTum, 4To 3anyck OpenSSH Ha cTtaHgapTHoOM nopTy caenan 6bl ux 6onee
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3aWMLWEHHBIMW, HO 3TK 54 TbicAYM yCTPONCTB cocTaBnaAT 25% ot obuwero yicna OpenSSH
cepBepoB Bepcun 4.7 B HTEpHETE (camas nonynsapHasa Bepcust OpenSSH — 5.3).

KapTbl Shodan

CanTt Kaptbl Shodan npegoctaBnsaoT AOCTYN K UCCReA0BaHUIO pe3ynbTaToB Nonucka BMeCTO
rMaBHOro canta, NOCTPOEHHOro Ha TeKCTOBOW ocHoBe. OH oToGpaxaeT oo 1,000 pesynbtatos
€0VMHOBPEMEHHO; M BO BPEMS TOrO, Kak Bbl NpubnmxkaetTe unu otaansete KapTy, yTOYHAET
NMOWCKOBbLIN 3anpoc Ansi ToM 06nacTn, Ha KOTOPOWN Bbl CPOKYCUPOBaHbI.

Bce nouckoBble punbTpbl, paboTatolme Ha OCHOBHOM canTe, Takke pabdoTaloT 1 34echb.

Ctunu kapTt

CyLIJ,eCTByeT HECKOJ1bKO BapuaHTOB MNpeacrtaBneHnd KapTt, AOCTYMNHbIX K MPOCMOTPY, Ha Balle

npeanovyTeHune. Haxmunte KHOMKY OKOJ10 CTPOKM NOuCKa Ond nojsiydeHunsa Crncka 3TuxX
BapunaHTOB.

CnyTHuK (Satellite)

Lazfija
sarh:
Danfark
Listuva
“Hanssrerpe
s
Republic.

of relana

Paliha Mo

Portugsl

. 5HODAN

CnyTHuK 6e3 nereHabl (Satellite without labels)
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CBeTnbI BapmaHT otobpaxeHus ynuy (Streets light)
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TemHbIN BapnaHT oTtob6paxeHus ynuuy (Streets dark)
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KpacHbin BapmnaHT oTto6paxeHus ynuu (Streets red)
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YaszsumocTtnn Shodan

CanTt Yassumocten Shodan cobupaet yassumocTtun u akcnsiontel ¢ CVE, Exploit DB u
Metasploit 4ToObI coenaTb UX OCTYNMHLIMU A1151 oMcKa Yepes3 Beb-nHTepeic.
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'. SHODAN EXPLOITS

lMouckoBble OUILTPLI, OOCTYMNHbIE HA 3TOM cCaWTe, OTNUYaKTCA OT (PUITbTPOB Ha NPOYMX
npoekTax Shodan, Tak kak Lenbto pa3paboTynkoB 6bIno caenaTtb X MakCcMMarbHO NPOCTbIMU
B MCMNOMb30BaHWM, rae 3T0 BO3MOXHO.

BHumMaHuWe: no ymonyaHuioo, Ha canTe yA3BMMOCTEN MOWUCK MPOUCXOAUT B MOJSTHOW
WHOpPMaUUKM SKCMSoNTa, BKMOYAs MeTafaHHble. OTUM MNPOeKT oTnuvaetca ot Shodan,
KOTOPbIV MLLET TONbKO B TeKCTe 6aHHepa, ecnn He ykasaHbl JOMNOMHUTENbHbIE (PUNbTPbI.

[ocTynHbl cnefyroLlme NouckoBble PUNbTPLI:

HasBaHue Onpepgenexne

author ABTOp yS3BUMOCTU/3KCNIONTa

description Onucanue

platform Llenesas nnatcopma (php, windows, linux...)
type Twun akcnnonta (remote, dos...)

N3o06paxeHns Shodan

[ns Toro, 4toObl C NErkOCTbD MPOCMOTPETb BCE CKPUHLLOTLI, cobupaemble Shodan, MoXxHO
noceTuTb camT u3obpaxkeHun Shodan. ITOT NPOEKT — 3TO AOCTATOYHO AOPYXECTBEHHbIN
nHTepdenc punotpa has_screenshot.
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CTpoka noucka HaBepxy MUCNosib3yeT TOT e CUHTaKCUC, YTO M MOUCKOBbIN ABUXOK Shodan.
Hanbonee pesynbTatnBHO ByaeT ncnonb3oBaTh 3Ty CTPOKY AN hunbTpaumm No opraHmsaumm
unu 6noky IP-agpecos (netblock). OgHako, MOXXHO Takke NCNosib3oBaTb PUIbLTPALMIO MO TUMY
n3obpaxeHunn.

[laHHble n3obpaxxeHnn codbmparTcsa U3 5 pasHbiX NCTOUYHNKOB:

e VNC

e YpaanéHHbin paboumn cton (RDP)
e RTSP

e Beb-kamepsbl

o X Windows

Kaxablh  MCTOMHUK  M300paxeHWn nofsiydaetca w3 oTgenHoro  noprta/cnyxbbl  n,
COOTBETCTBEHHO, MMEET CBOW BaHHEp. ITO 3HAYNT, YTO €CNN Bbl XOTUTE BUAETb M306paxeHus
TONbKO C BeB-kamep, BaM HY>XHO UCKaTb Tak:

HTTP

Ona noncka VNC Heobxogumo umcnonb3oBaTb 3anpoc RFB, a ans noucka RTSP npocto
BBecTn RTSP.

Takke MOXHO UCKaTb U3obpaxeHus, ncnonb3ysa oCHoBHOW canT Shodan unu kapTbl Shodan
no nonckosoMy 3anpocy has_screenshot:true.\
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https://images.shodan.io/?query=http

[MpakTnyeckne ynpaxHenums: Cantel Shodan

YnpaxHeHue 1

Hangwnte cant 4SICS, ncnonssysa Shodan.

Moackaska: CMOTpPU NpunoxeHue B ans cnucka NnoucKoBbIX d)VIJ'IprOB.

YnpaxHeHue 2

Ckonbko cny6 VNC B MHTepHeTe NO3BONAT aHOHUMHbIN JOCTYN?

YnpaxHeHue 3

Ckonbko IP B LUBeunn ysassumebl k Heartbleed n go cux nop nogaepxmsatot SSLv3?
Ckonbko IP ysassumbl k Heartbleed B Bawwen opraHnsauum?

YnpaxHeHue 4

Hangute Bce NpoOMbILLUNEeHHbIE CUCTEMbI YNpaBJiIEHNA B Ballem ropoge.

YnpaxHeHue 5

Kakoe cpencteo yaanénHoro agmuHnctpuposanms (RAT) Hanbonee nonynsapHo B CLUA?
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BHelwiHue MHCTPYMEHTDI.

NHTepdenc komaHaHoW CTpokn Shodan

Haudano paboTtbl

NHTepdenc komangHom CTpokn shodan noctaenseTca BMecTe ¢ opuumanbHon Gubnmnotekom
Python gns Shodan, 13 yero cnegyet, 4TO ecnu Bbl UCMOMb3yeTe MOCNELHI BEPCUIO
onbnuotekun, y Bac yxe ectb goctyn Kk CLI. [Ins ycTaHOBKM HOBOro WHCTPYMEHTA, NPOCTO
BbINOSIHUTE KOMaHAY:

easy_install shodan
Korp,a yCTaHOBKa MHCTPYMEHTa 3aBepLUnNTCA, HYXHO ero nHnumanminposaTtb BallM Kro4OM
API:

shodan init YOUR_API_KEY

MocetuTe https://account.shodan.io 4Tobbl nonyunTb API KMoy AN Ballero akkayHTa.

alert

KomaHpa alert gaéT Bam BO3MOXHOCTb CO34aBaTb, MEPEYUCnsiTb, ouMwaTb U yaansaTb
OMOBELLEHUS CETW.

convert

OTa komaHga koHBepTupyeT cxaTbin danmn JSON, creHepupoBaHHbIM Shodan B gpyron
dannosbi hopmaT. Ha AaHHbIN MOMEHT NogaepXxmnBaeTca KoHBepTauuns B kml n csv.

count
KomaHp,a OKa3blBaeT KoJlinm4yecTBoO pe3yJ'IbTaTOB 0514 NOMCKOBOro 3arpoca

$ shodan count microsoft 1iis 6.0
5360594

download

OcyuwiecTtBneHune novcka no Shodan n ckaunmBaHne pesynbTaToB B dann, rae Kaxanasi CTpoka
— 3710 6aHHep JSON (cMm. npunoxeHue A).

Mo ymonuaHuio, 6yayT coxpaHeHbl Tonbko 1,000 pesynbtatoB. Ecnu Bam TpebyeTtca 6onbluee
Konn4yecTtBo, obpatute cBOE BHUMaHMe Ha dnar --1imit.
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KomaHga download — aTo Ta komaHAa, KOTOpyo Bbl OyaeTe ncnonb3oBatb Hanbornee yacto
Ans nonydeHus pesynbtatoB M3 Shodan, Tak kak OHa NO3BONSET M CKayaTb UX, U B
AanbHenwem obpabotaTtb, wucnonb3yss KomaHgy parse. [lockonbKy MponucTbiBaHue
pe3ynbTaToB UCNONb3yeT Bawm query credits, 6yaeT pasyMHO Bcerfga CoxXxpaHsaTb pe3yrbTaThl,
4YTOObI HE TPATUTbL KPEOMUTbI Ha TE XXe OENCTBUSA NO3XKe.

host

lMpocmoTp nHpopmauum o XxocTe, Hanpumep ero reorpadon4ecKkoM pacrnofioXXEHNU, OTKPbITbIX
NopToOB U opraHn3auun, snagetwen IP-agpecowm.

$ shodan host 189.201.128.250

Hostnames: customer-250.xertix.com
City: Mexico

Country: Mexico

Organization: Metro MNet, S.A.P.I. de C.V.
Number of open ports: 1

Vulnerabilities:

Ports:

Fortinet FortiGate 50B or FortiWifi 86C firewall http config
|-- SSL Versions: SS5Lv3, TLSv1, TLSv1.1, TLSv1.2
| -- Diffie-Hellman Parameters:

Bits: 1024

Generator: 2
Fingerprint: RFC2409/0akley Group 2

honeyscore

lMpoBepka, sBnsietca nu IP-agpec honeypot'om, Bblgalowmm cebs 3a MPOMBbILSEHHYHO
cucTemy ynpasneHus

$ shodan honeyscore 41.231.95.212




info

[MonyyeHne ocHOBHOWM MHG)OpMauuKn o Bawem Tapudge API, BknovatoLen B cebs KonmyecTBo
3anpocoB N CKAHMPOBaHUK, OCTaBLUMXCS BaM B 3TOM MecsLe.
$ shodan 1info

Query credits available: 5102
Scan credits available: 249

myip

KomaHaa nokasbiBaeT Ball IP-a,D,pec, KOTOprﬁ BbIXOOUT B MHTEPHET.

$ shodan myip
199.30.49.210

parse

KomaHga parse ncnonbayetcsa ana aHanuaa ¢arvna, nonyyeHHoro komangon download. OHa
no3BonseT BamMm OT(hunbTpOBaTh NONA, UHTEPECytowme Bac, kKoHBepTuposaTb JSON B CSV, n
apyxentobHa BO B3aMMOAENCTBUN C MPOYMMU CKPUMTaMM.

KomaHga Hwxe nokasbiBaeT IP-agpec, nopT u opraHusaumio B popmate CSV onsa gaHHbIX
Microsoft-1IS, 3arpyxeHHbIx paHee:

$ shodan parse --fields 1ip_str,port,org --separator , microsoft-data.json.gz




scan

KomaHga scan oGecrnieyvBaeT OOCTYMN K HECKONbKMM NoakomaHaaMm, Hauboree BakHON u3
KOTOpbIX SBNsSieTcs submit, No3BonsoLLEeN BaM OCYLLECTBNSATbL CKaHMpoBaHune Yepe3 Shodan.

$ shodan scan submit 202.69.165.20

achillean@demo:~% shodan scan submit 202.69.165.20
Starting Shodan scan at 2815-87-24 64:14 (1000600 scan credits left)
Country Philippines

City Pampanga
Organization ComClark Network & Technology Corp.

Open Ports:

VMware Authentication Daemon (1.10)

search

OTa kOMaH4a No3BONseT BaM NpPou3BoanTb Nomnck no Shodan n npocmatpmBaTth pe3ynbTaThl
B TepmuHane. o ymonyaHuio oHa nokasbiBaeT |IP, nopT, UMeHa XOCTOB U AaHHble. MOXHO
ncnonb3oBaTb NapameTp --fields Ana otobpaxeHnsa Tex nonewn 6aHHepa, B KOTOPbLIX Bbl
3anHTepecoBaHbl.

$ shodan search --fields 1ip_str,port,org,hostnames microsoft iis 6.0




stats

KomaHpaa stats nossonsiet Bam nponucaTb dpaceTbl Afsi MOMCKOBOro 3anpoca.

Hanpumep, cnegytolwlas KomaHaa nokasblBaeT CTpaHbl, B KOTOPbIX pacnosioxXeHo HambonbLuee
Konm4yecTteo Beb-cepBepoB Apache:

$ shodan stats --facets country apache
Top 10 Results for Facet: country

us 8,336,729
DE 4,512,172
CN 1,470,434
JP 1,093,699
GB 832,221
NL 684,432
FR 667,871
CA 501,630
RU 324,698
BR 266,788
stream

[aHHass komaHga npedocTaBnsieT AOCTYN K NMPOCMOTPY B HACTOSILLEM BpPEMEHM MOTOKa
AaHHbIX, cobMpaembix ckaHepamu Shodan.




achillean@demo:~$% shodan stream --help
Usage: shodan stream [OPTIONS]

Stream data in real-time.

Options:

--color / --no-color

--fields TEXT List of properties to output.

--separator TEXT The separator between the properties of the search
results.

--1imit INTEGER The number of results you want to download. -1 to
download all the data possible.

--datadir TEXT Save the stream data into the specified directory as
.Jjson.gz files.

--ports TEXT A comma-separated list of ports to grab data on.

--quiet Disable the printing of information to the screen.

--streamer TEXT Specify a custom Shodan stream server to use for
grabbing data.

-h, --help Show this message and exit.

KomaHga nogaepxmBaeT MHOMO pasnunyHbiX riaroB, OOHAKO LOEWCTBUTESIbHO BaXHO
YNOMSHYTb NLWb 3 U3 HUX:

--datadir

®nar --datadir no3BonsieT Bam yTOMHUTL Narky, B KOTOPY OyAeT COXPaHATbLCA NOTOK AaHHbIX.
dannebl, creHepupoBaHHble B aupektopun --datadir, OyayT nmeTtb cnegyowmin popmaTt MMEH:

YYYY-MM-DD.json.gz

K npumepy, dann 6yaet HasbiBaTbCca «2016-01-15.json.gz». Kaxabli AeHb, HOBbIN dhann
OyneT aBTOMaTUYECKN FEeHepMpoBaTbCA MO Mepe Mpuéma NoToka AaHHbIX, MOKa Bbl €0 He
oTknounte. CneayoLias kKomaHaa ckavyvMBaeT BCe JaHHbIE C NOTOKA B peanibHOM BPEMEHN U
coxpaHsieT ux B anpektopun /var/lib/shodan/:

shodan stream --datadir /var/lib/shodan/

--limit

®nar --limit ykasbiBaeT, ckonbko pesynbtatoB byaeT ckadaHo. [1o ymonuyaHuio, komaHga
stream npogosmkaeT paboTy 6e€CKOHeYHO, Noka Bbl HE BbingeTe U3 nporpaMmmbl. OgHako, ecnu
Bbl 3aMHTEpPECOBaHbl B cOope ToNbKOo obpasua AaHHbIX, TO AaHHbIA doniar rapaHTupyeTt cbop
HebonbLLOro KonuyecTasa 3anucen. nga npumepa:

shodan stream --limit 100

OTa KOMaHOa npucoeauHUTCA K MNOTOKY [AaHHblX, BbiBedeT nepBble 100 nonyYeHHbIX
pe3ynbTaTtoB K 3aTeM nNpekpaTuTt paboTy.

--ports

OTOT dhnar NpuUHMMaeT KaK 3HAYeHUA pas3nenéHHbli 3ansaTbiMW CMUCOK MOPTOB, YTOObI
NO3BONMUTL BaM MPUHMMATbL B pPearibHOM BPEMEHW TONMbKO [aHHble OT 3TUX MOPTOB.
Cnepnytowas komaHga 6yget npMHMmaTb 6aHHepbl, cobpaHHble oT nopToB 80 mnn 8080:




shodan stream --ports 80,8080
[Mpumep: aHanNu3 ceTtu

B ocHoBHOM Shodan ncnonb3yetcd, 4ToObl NOAYyYNTL NPeAcTaBrieHne O TOM, YTO 3anyLLUEeHo B
Bawen obuwenoctynHon cetu. MIHCTpyMeHT koMaHgHOW CTpoku Shodan MoxeT NoMo4vb Bam
ObICTPO MNOHATb, C YeM Bbl UMeeTe fAeno. [Onda nyywero MOHMMaHUS Mbl, K NpuMepy,
paccmoTpum gmanasoH 78.13.0.0/16. YTobbl HayaTb, AaBanTe MOCMOTPUM, CKONbKO CryX6
WUMEIOT BbIXO, B UHTEPHET:

$ shodan count net:78.13/16
4363

KomaHaa count npegoctaBut Ham obLiee konndectBo 6aHHEpPOB, kKoTopble Shodan cobpan n3
nogcetn 78.13/16. Ha MOMEHT HanucaHua pykoBoACTBa, 3TO Obino 4,363 peaynbrara.
KomaHga gaeTt Ham NnoHMMaHme Toro, HacKosbKo BeNMK 06bEM Ny6NMYHOM CeTn opraHmnsaunm,
HO He packpbiBaeT MHOpMaLUUo O TOM, AN Yero npeaHasHadeHbl HaWOeHHble CryXObl.
Taknm obpasom, cnegyrowmmM Hawnm warom 6yaeTt pacnpeaeneHne oTKpbITbIX MOPTOB CETU:

$ shodan stats --facets port net:78.13/16
Top 10 Results for Facet: port

7547 1,192
80 543
443 264
8080 191
1900 147
53 122
49152 83
81 64
22 61
21 38

10 HanGonee 4YacTo BCTpeyYaloLmUXcs NopToB 3TO HEMnoxas oTrnpaBHasi Touka, HO B uaeane
Mbl XOTUM MONY4YUTb MOMHYI0 KapTUHY pacnpeneneHns. Ytobbl aTo caenatb, Mbl YTOYHUM
MaKcUMarbHOe KONMM4YecTBO DaceToB, KOTOPbIE A0MKHO ObiTb BO3BPALLEHO OTKITUKOM:

$ shodan stats --facets port:100000 net:78.13/16
Top 1060 Results for Facet: port

7547 1,192
80 543
443 264
8080 191
1900 147
53 122
49152 83
81 70
22 70
21 59
5060 55
1723 49
554 40
3128 36
5555 33
8443 31
8000 28
8081 25
5000 23
82 21
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6881 19

8089 17
500 16
83 16
37777 14
88 13
5353 12
4500 12
5001 10

Mol nonyunnu 1060 yHUKanNbHbIX NOPTOB, KOTOpble OblnNn OBGHApPYXEeHbl OTKPbITBIMU B CETU.
Bbin caoenaH 3anpoc Ha orpoMHOe MakcumanbsHoe konundecTtBo ¢aceToB (10,000), HecmoTpS
Ha TO, YTO 3TO ropas3go donble Yem npumepHo 300 nopToB, KOTOPbIE HAackaHnpoBan Shodan.
Ha paHHOM 9Tane Mbl uMeemM Hebonbluoe KONMM4ecTBo obnacten, KOTOpble MOXHO
nccnepoBatb ganblwe. Bo-nepBbix, Hanbonee 4Yacto BCTpevarowmica nopt 7547, KoTopbin
ncnonb3yeTcs Mogemamm ans o6HOBNEHMSI X HACTPOEK, U KOTOPbIV MOSIBASNCA B HOBOCTAX B
CBs3M C Bonpocammn GesonacHocTn. Takke MMerTca MHOro Beb-cepBepoB, paboTatowmx Ha
HecTaHaapTHbIX nopTtax (8080, 81, 82, 8443 n Tak ganee) KOTOpbIe TOXE CreayeT U3yunTb.
Hanpumep, 310 Beb-cepBepa, Ha KOTOPbIX paboTaloT CnyObl HA HECTAHOAPTHLIX NOpTax:

$ shodan stats --facets product "HTTP net:78.13/16 -port:80,443"
Top 10 Results for Facet: product

Apache httpd 39
micro_httpd 22
GoAhead-Webs httpd 21
nginx 18
Netwave IP camera http config 16
Boa HTTPd 13
uc-httpd 5
Allegro RomPager 4
uhttpd 3
mt-daapd DAAP 2

BHMMaHVe: NOUCKOBLINA 3anpoCc 3aKMYEH B KaBblukM 4YTODOLI NpegoTBpatuTe Bash ot
BoCnpuAaTus -port kak pnara komaHgsl shodan.

[pyron Heob6xoanMbIA BONPOC — 3TO NOHMMAaHWE, Kak ncnonbdyetrca SSL B cetn. [ina atoro
Mbl  MOXeM ucnonb3oBatb SSL-tectupoBaHnme Shodan, KoTopoe  BbINOSHAETCA
aBTOMaTM4ecKn onga Bcex cnyx0, nogaepxmsarowmx SSL (HTTPS, POP3, IMAP n npou.)
Utobbl HauyaTb paboTy, gaBamTe nocmoTpuMm, kakme Bepcun SSL/TLS Hambonee 4acto
ncnonb3yrTcs Beb-cepBepamu:

$ shodan stats --facets ssl.version HTTP net:78.13/16

Top 5 Results for Facet:
ssl.version

tlsvl 283
tlsvl.2 190
tlsvl.1l 187
sslv3 80
sslv2 34

Xopolwume HOBOCTU AN Hac 3akn4yarTcs B TOM, YTO B OCHOBHOM CEPBEPbLI MCMNOSb3YHOT
TLS1.0 n Bbiwe. Ho, ecTb HECKONbKO YCTPOWCTB, KOTOpblE NOALEPXKMBAIOT OPEBHUMN,
yctapeBwunm SSLv2.
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#% SHODAN

*% Exploits % Maps % Share Search & Download Results Ll Create Report

401 Non autorizzato

% Tiscalinet

Il 1y, Rome

Details

ltaly 34

HTTPS (8443) 16

HTTPS 16

Symantec Data Center Security 2 GNS-2000
Tiscalinet

Tiscalinet 24 BN aly, Pistois
Details

Apache hitpd 7

uhttpd 1

micro_httpd 1

Microsoft HTTPAP! hitpd 1
78.13.213.7
Tiscalinet

Il 1y, Rome
Details

HTTP net:78.13/16 ssl.version:ssiv2 Q Explore Do

& SSL Certificate

lesued By:

|- Comman Mame: www.routerlogin.net
|- Organization:  NETGEAR

Issued To

|- Common Name: www.routerlogin.net

|- Organization:  NETGEAR

Supported SSL Versions
S5Lv2, TLSv1

& SSL Certificate

lesued By:

|- Comman Name:
http://global1.levell.com

|- Organization LevelOne
Issued To

|- Common Nama:
http://global1.levell.com

| Organization:  LevelOne

Supported SSL Versions
§SLv2, SSLv3, TLSw1

& SSL Certificate

lssued By:

|- Common Name: www.routerlogin.net
|- Organization:  NETGEAR

Issusd To

|- Common Name: www.routerlogin.net
| Organization:  NETGEAR

Supported SSL Versions
§SLv2, SSLv3, TLSw1

Contact Us

HTTP/1.@ 481 Unauthorized
‘WWw-authenticate: Basic realm="NETGEAR DGN220@v4"
Content-type: text/html

HTTP/1.2 288 OK
Cache-Centrol: max-age=@
Content-type: text/html

HTTP/1.1 481 Unauthorized

Server:

Date: Sat, 24 Dec 2016 12:85:31 GMT
WWW-Authenticate: Basic realm="NETGEAR DGND37edwv2”
Content-Type: text/html

P3P: 8443

Connection: clese

Mo Bcen BugmmocTtn, atn yctponctea NetGear sBRSOTCA OCHOBHbIMM MOJSIb30OBATENSAMMN

SSLv2-coBMeCTMMBIX CNyX6 B 9TON CETMW.

Mpumep: nccnepgosaHne Telnet

[aBaiTte nNpeanonoXumMm, YTO Mbl XOTMM MPOBECTU UCCIeQoBaHMEe YCTPOWCTB B MHTEPHETE,
ncnonbaytownx Telnet. Ans Hayana, Mbl MOXXEM COEAMHUTL BCE paHee YNOMSIHYTble KOMaHAbI

B CrieqyoLLyto:

mkdir telnet-data

shodan stream --ports 23,1023,2323 --datadir telnet-data/ --limit 10000

CnepBa, co3gaém narky ¢ umeHem telnet-data ons xpaHeHusa gaHHbix Telnet. 3atem
aenaem 3anpoc Ha 10,000 3anucen (--limit 10000) 13 nOTOKa AaHHbIX HA CTaHOAPTHbIX
Telnet noptax (--ports 23, 1023, 2323) n coxpaHsem pesynbTaTthl B NpeaBapUTENbHO

co3gaHHbIn KaTanor (--datadir telnet-data/).

AnnoH Maltego

Maltego — 9TO NpUINiIoXXeHne C OTKPbITbIM NCXOAHbIM KOAOM, UCNOJ1b3yeMOe AIlA 06Hapy)KeHI/19|
n 06pa6OTKVI AaHHbIX. OHO NO3BONSIET Bac BMU3yalibHO UCCrieaoBaTb U CONOCTaBIIATb AaHHbIE

N3 MHO>XeCcTBa NCTOYHUNKOB.
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ApaoH Shodan gns Maltego npegoctaBnseT 2 HOBbIX cyLHOCTU (entities) — Service n Exploit
n 5 HoBbIX NpeobpasoBaHuit (transforms):

e searchShodan

e searchShodanbyDomain
e searchShodanbyNetblock
e toShodanHost

e searchExploits

[MnarnHbl 6paysepa

CyuiecTBylOT nnaruHbl, kak Ha Chrome, Tak n Ha Firefox, KOTopble NO3BONAIOT BaM YBUAETD,
Kakme cny0bl MCMONb3YTCSA CanTOM.
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[MpakTnyeckmne ynpaxHeHua: nHTepdenc KoMaHOgHOW CTPOKU

YnpaxHeHue 1
Ckavante IP-agpeca, yassumble k Heartbleed B LLIseunn n Hopserun, ucnonssys CLI.
OTomnbTpynTe pesynbTaTbl Ans Lseunn n coxpaHute nx B oT4enbHOM danne.

BHumaHune: pacnakynte ann n ndydmnte HeobpaboTaHHble AaHHbIe, YTOObI yBUAET,
KaK BbIrnaantT HeobpaboTaHHbIN OTKNUK Ha TecTupoBaHue Ha Heartbleed.

YnpaxHeHue 2

Ckauante 1,000 nocnegHux 6aHHeEpOB, MCNONb3ys NOTOK AaHHbIX B peanbHOM BPEMEHHU, U
onpeaenuTe nx nokauuto, ncnonb3ya Google Maps

Noackaska: shodan convert
YnpaxHeHue 3

Hanuwwnte ckpynT Anga ckauymMBaHWS CnmMcKa M3BECTHbIX BPe4OHOCHbIX |IP-agpecos u
3abnokupyinTe nobon NCXo4ALNN Ha HUX TpaduK.

MNoackaska: iptables -A OUTPUT -d x.x.x.x -j DROP
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APl PaspaboTtuuka

Shodan npepoctaenser APIl-uHTepdenc paspabotumka (https://developer.shdan.io/api),
KOTOpPbIN UCNOMb3yeTca Ans NPOrpaMMHOro AocTyna K cobupaemon nHgopmaumm. Bee Beb-
CanTbl U MHCTPYMEHTbI, BKMOYas OCHOBHOW canuT Shodan, paboTtatot ot API. Bce, YTO MOXHO
caenaTtb yepe3 Beb-CanT, MOXET OblTb C HE MEHbLUMM YCMEXOM BbIMNOSHEHO C MOMOLLbIO
Bawero CoOGCTBEHHOro Koaa.

APl genutca Ha 2 yactu: REST API n Streaming API. APl REST npegoctasnseTt cnocooObl
noucka no Shodan, noucka XOCTOB, MOMyYEHUS MNOSTHOM WH(popMaumm O 3anpocax wu
MHOXECTBO BCMoMoraTesibHbIX MeTo4OoB, Yynpolwawwmnx paspaboTtky. Streaming API
npegoctaBnsieT HeobpaboTaHHbIM NOTOK AAHHbLIX B PEXMME peanbHOro BPEMEHW, KOTOPbIN
cobupaet Shodan B gaHHbIN MOMEHT. CyLLIECTBYET HECKOSBbKO MOTOKOB AAHHbIX, HA KOTOPLIE
MOXHO nognucaTbCH, HO 3TN JaHHbIE HE JOCTYMHbI AN BKAOYEHNSA B MOUCK UK ANst Apyroro
B3anmoaencteus. OHM ncnonb3ytoTcst camon cuctemon Shodan.

BHumaHue: Tornbko nonb3oBaTtenu ¢ nognuckon Ha APl mMoryT nonyyuTb JOCTYn K
Streaming API.

Ol'paHI/I‘-IeHVIFl NCroJfib30BaHUA

Ectb TPpW orpaHNM4eHnAa Ha ncnosib3oBaHMe API, 3aBucsaLlmne OT BalLEro TapI/I(bHOFO nnaHa:

1. Touck. YTOBLI OrpaHNYNTL YMUCNO MOUCKOB, KOTOPblE MOrYT ObiTb BbIMNOMHEHbLI B
TeyeHune mecsua, Shodan ncnonbayet query credits. OauH query credit ncnonb3yeTcs
Npy MOUCKE C MUCMNONb3OBaHWEM UNbTPOB, NMbO, KOrga Bbl NepexoauTe C nNepBou
CTpaHuubl pe3ynbTaToB noucka. K npumepy, ecnu Bbl nweTte «apache», Kpeantbl He
MCNOnb3ylTCs, enun Xe 3anpoc OygeT Buaa «apache country:us», ncnonbsyetca 1
Kpeaut. Tak xe, oguH Kpeaut ByaeT uspacxogoBaH, ecnv Bbl Nepenaéte Ha BTOPYHO
CcTpaHuuy Noboro u3 Bbllleyka3aHHbIX MONCKOB.

2. CkaHupoBaHue. API| ckaHupoBaHus no 3anpocy wucnonb3dyeT scan credits, 4TOObI
OrpaHMynTb KONWYECTBO XOCTOB, KOTOpble Bbl MOXeTe nonpocutb Shodan
npockaHMpoBaTb. Ha kaxabin 3anpoc 6yaeTt TpaTtuTbCa OOUH KpeauT.

3. CerteBble onoBeweHus. Ynucno IP-agpecos, 3a KOTOPbIMU MOXHO CNeauTb, UCNONb3ys
OnoBeLLeHnsi, orpaHuyeHo Bawen nognuckon Ha APIl. Tonbko nonb3oBaTtenu c
nnaTHbIMK Tapudamun. Takke, Bbl He MOXeTe HacTpouTb 6onblle 100 onoBeLLeHUn Ha
aKKayHT.

BHumaHue: query credits n scan credits BocCTaHaBNMBaKTCA B Hayane Kaxgoro
mMecsua.

[MpencrtaBneHne gpacetoB

daceTbl NpegocTaBnAT CBOAHYIO MHPOPMaLMIO O KOHKPETHOM 061acTn MHTEPECYIOLLLErO Bac
GaHHepa. PunbTpbl MO3BONAT Cy3UTb pe3ynbTaTbl NOUCKa, B TO BpeMs Kak dhaceThbl,
HaNpoTUB, NO3BOSIAIT YBUAETb pe3ynbTaTbl u3ganeka, dopmupyst 6onbllyto KapTuHy. K
npumepy, OCHOBHOM cauT Shodan wcnonb3yetr aceTbl, 4YTOObI NpPefoCTaBUTb
CTaTUCTMYECKYI0 MHGOOPMALMIO B JIEBOM YaCTW pe3ynbTaToB nomcka:



https://developer.shdan.io/api

TOP COUNTRIES

United States | 430,835
Germany 139,912
China 111,143
Russian Federation 101,453
Costa Rica B4, 542

TOP ORGAMILZATIONS

Abdicar Communications, 5.A. 29,5090
OVH S5AS 33,674
Cogent Communications 27,088
Korea Telecom 27,682
Thorn Communications 19,005

K ncnonb3oBaHuio goctyneH 6onbLuon cnucok gaceTtoB (cM. npunoxerHne C), n, ncnonb3sys
API, Bbl MOXeTe KOHTPONMpOBaTb UHTepecyloLlme Bac acnektol. Hanpumep, novck port:22 u
gaceT ssh.fingerprint B pe3ynbTate npefocTaBAT BaMm MHGpopMaunto, kakme SSH-otnevaTku
Yale Bcero BcTpedatoTcs B IHTepHeTe.

daceTbl YacTo SABNAKOTCS OTMNPABHOM TOYKOW ANSA UccrnedoBaHus npobnem B macwitabe
BCEMMUPHOW ceTWn, Hanpumep, AybnvpoBaHue knoyven SSH, owmnbkn HepobpocoBECTHbIX
XOCTUHr-npoBangepoB nnm 6peLum B 6€30nacHOCTM CETM Ha BCEN TEPPUTOPUN CTPaHbI.

Ha gaHHbIn MOMEHT dhaceTbl MOXHO MCMNONb30BaTh ToSbKo 13 APl n nHtepdenca komaHaHoON
cTpoku Shodan.
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Hauano paboThl

Bce npumepbl 6yayT nokasanbl B Python, n npegnonaraetcd, 4to y Bac ecTb [OCTyn K
KOMaHAHOW CTPOKE, XOTH CyLLEeCTBYHOT O1MbnunoTekn n knmeHTbl Shodan, AOCTYMNHbIE HA APYIrMX
A3blKaXx.

[nsa yctaHoskn 6ubnuotekn Shodan ansa Python, BeinonHWUTe cnegyroLyto Komasay:

easy_install shodan

Ecnu y Bac yxe ycraHoBneHa bubnuoteka, n Bbl XOTUTE €€ 0OHOBUTb, UCNOSTb3YNTE KOMaHAY:

easy_install -U shodan

Nunumanunsauyus

lMepBas Belb, KOTOPYO 06s3aTENbHO caenaTtb — 3To HMUManu3aumsa APl Shodan:

import shodan
api = shodan.Shodan('YOUR API KEY'")

Fae YOUR API KEY — aTo API kntoy Ballero akkayHTa, KOTOpbI Bbl MOXETE NONyYnTb
3gechb:

https://account.shodan.io

[Mownck

Tenepb, korga Haw o6bekT APl HacTpoeH, Mbl rOTOBbI K MPOBEAEHMNIO MOUCKA:

# Wrap the request in a try/ except block to catch errors
try:

# Search Shodan

results = api.search('apache')

# Show the results

print 'Results found: %s' % results['total']

for result in results['matches']:
print 'IP: %s' % result['ip_str']
print result['data']
print ''

except shodan.APIError, e:
print 'Error: %s' % e

BbinonHssa kog, B nepByto odepeab Mbl UCNOMb3YEM METO[, Shodan.search () A5 0O0bEKTa api,
nonyyas B OTBEeT CrnoBapb C pesynbTatamu. 3ateM Mbl BbiIBOOUM OOLlEe KONM4ecTBO
MOMyYeHHbIX pe3ynbTaTtoB, M, Kak 3aBeplialowwmi Lwar, Mbl BO3BpallaemMcs K Havany
pe3ynbTaToB M BbIBOAMM Ha 3KpaH ux IP n 6aHHep. Kaxgaa cTpaHuua pesynbTaToB noucka
copepxut go 100 pesynbTaTos.

OTa yHKUMS MOXeT BblAaTb HaM HaMHoro 6onblue MHdopMaumun. YyTb HUXe s npuBeny
COKpaLLEeHHbI NpUMepP CrnoBapsi, KOTOPbIN Mbl MOMYy4YaeM NPy UCMOSTb30BAHMUM Shodan. search:
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"total': 8669969,
'matches': [

{
'data': 'HTTP/1.0 200 OK\r\nDate: Mon, 08 Nov 2010 05:09:59
GMT\r\nSer...',
'hostnames': ['pl4tln.de'],
'ip': 3579573318,
'ip_str': '89.110.147.239',
'os': 'FreeBSD 4.4',
'port': 80,
"timestamp': '2014-01-15T05:49:56.283713"
1,

CmoTpu npunoxeHue A ans Toro, YTodbl NPOCMOTPETL MNOSTHLIA CMIMCOK CBONCTB, KOTOpPbIE
MOXET coaepxatb 6aHHep.

BH1MaHKWe: no ymonyaHuio, HekoTopble bonbLume nona 6aHHep, Takmx kak «html», ycekaroTtcs,
4TOBbl YMEHbBLUNTBL UCMOSIb30BaHME NPOMYCKHOW CNOCOBHOCTU. ECnu Bbl XOTUTE NonyyaTth BCHO
WHOpMaUuIo, MNpPOCTO OTKNIYUTE ITOT MapameTp, BBedd minify=False. Hanpumep,
cnegyowmm 3anpoc ansa nomcka aHoHMMHbIX VNC-cnyx6 rapaHTupyeT, 4To Bbl NONy4YnTE Kak
OTBET Ha HEE MaKcMMarnbHO NogpobHYH0 MHOPMaLMIO:

results = api.search('has_screenshot:true', minify=False)

Takke pekomeHayeTcs o6beanHATb Bce 3anpockl APl B npeanoxeHun try/except, nockonbky
nobas owmnbka OygeT Bbi3biBaTb WCKMIOYEHUA M OCTAHOBKY paboTbl. Ho, 4T0GbI He
neperpyxartb Hac uHdopmMmauuen, s He byay B 9TO BAaBaATLCA.

CKpI/II'IT BbllLe nNpeaoCctaBuUT HaM pe3yribTaTbl TOJIbKO C nepBoM CTpaHunubl. Ytobbl Mbl MOrNN
yBUOETb BTOPYHO UMK nocrneaywuwme CctpaHnubl, HeobxoAnMMO MCnonb30BaThb napamMmeTp page
Nnpwn BbINMOJTHEHUN 3anpoca.:

results = api.search('apache', page=2)

Nnn xe, ecnun Bbl XOTUTE nponnctatb BCE€ BO3MOXHbl€ pe3ynbTaThbl, €CTb OAUNH CI'IOCO6,
KOTOpbI caenaeTt Bally XWU3Hb npoLle. OTO search_cursor():

for banner 1in api.search_cursor('apache'):
print(banner['ip_str']) # Print out the IP address for each banner\

BaxHo: aToT napameTp 6y,1:|,eT AaBaTb OTKJTUK TOJIbKO B BUAE 6aHHepOB, M HEe no3BondeT
MCNoJib30BaTb CbaCGTbI. Mcnonb3y|7|Te €ro TOJNIbKO A114 NPOJINCTbiIBaHUA peE3YyJibTaToB.
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[Monck Ha xocTe

Utobbl onpegenntb, 4To Shodan MoOXeT HaWTu Ha KOHKpeTHOM |P-agpece, Mbl MOXem
Ncrnonb3oBaTbh PYHKUMIO Shodan.host():

# Lookup the host
host = api.host('217.140.75.46")

# Print general 1info
print mmnn
IP: %s
Organization: %s
Operating System: %s
mwwog (host['ip_str'], host.get('org', 'n/a'), host.get('os', 'n/a'))

# Print all banners
for ditem in host['data']:
print nmnn
Port: %s
Banner: %s
mwn % (item['port'], item['data'])

Mo ymonyaHuio, Shodan 6ygeT BbIBOANTL TOMLKO Ty MHGOPMaLMIO N0 XOCTY, KoTopas cobpaHa
coBCeM HefaBHO. YUTobbl NpocMOTpeTb NOMHY0 uctoputo IP-agpeca, ncnonb3ynte napameTp
history. Hanpumep, 3anpoc:

host = api.host('217.140.75.46', history=True)

BblgacTt B oTBET BCe 6aHHepr, BKI1to4as CJ'Iy>K6bI, KOTOpble OonblUe HE aKTUBHbI HA AAHHOM
XocCrTe.

CkaHnpoBaHue

Shodan ckaHupyeT NHTEpHET kak MMHUMYM pa3 B MeCsiLl, HO eCrnv BaM HEO6X0ANMO 3anpoCuTb
ero npockaHupoBaTb CEeTb HEMEANEHHO, Bbl MOXETe caenaTtb 3TO, UCMOMb3ysi BO3MOXHOCTb
API «ckaHnpoBaHue no TpebosaHuio» (on-demand scanning).

B oTnuume oT ckaHMpoBaHWA MHCTPYMEHTOM, Takoro Kak, k npumepy, NMap, ckaHupoBaHue
Shodan nponcxoanT aCMHXPOHHO. OTO 3HAYUT, YTO MNOCHE TOro, Kak Bbl OTNpaBnseTe 3anpoc
B Shodan, Bbl He nonyunTe pesynbTaTbl HEMeANEeHHO. Ha aTom aTane pa3paboTyuk peluaer,
KaKk MMeHHOo cobupaTb MHdOopmMauumio: uccrnenys gaHHole |P-agpeca, BbINOMHAS MOUCK MO
Shodan nnbo noakno4vasacb K XMBOMY MOTOKY AaHHbIX. MHTepdenc KomaHOHOW CTPOKM
Shodan co3gaéT BpeMeHHOe OMOBELLUEHWE CETU MOCME WHULManu3auMmM CKaHMpOBaHMS, a
3aTeM XOET pe3ynbTaToB, KOTOPLIE NPUAYT B NOTOKE AaHHbIX.

scan = api.scan('198.20.69.0/24"')
Takke, BO3MOXHO caenatb 3anpoc Ha CKaHupoBaHMWE Chnucka CGTGﬁ,HpGﬂOCTaBMB CMNCOK

agpecos B CIDR-HoTauumu:

scan = api.scan(['198.20.49.30', '198.20.74.0/24'])
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lMocne npnéma 3anpoca Ha ckaHupoBaHue, APl BEpHET crieqytoLyo nHopMauuio:

{
'id': 'R2XRT5HH6X67PFAB',
'count': 1,
'credits_left': 5119

NHcTpymeHT APl npegocTtaBuT yHUKamNbHbIN MAEHTUMUKATOP (id), KOTOPLIA Bbl MOXETe
nucnonb3oBatb B LENax crexeHud, obuwee 4mcno (count) IP-agpecoB, MNPUHATBIX Ha
CKaHupoBaHue, 1 octatok scan credits (credits_left).

[MOTOK AaHHbIX B pearnbHOM BPEMEHM

Streaming API ato cnyx6a, ocHoBaHHaa Ha HTTP, koTopas BblgaéT B peanibHOM BpPEMEHMU
OTKNUK B BMAE NOTOKa AaHHbIX, cobupaembix Shodan. Hukakne BO3MOXHOCTM noucka 34ecb
He OOCTYMHbI, 3TO N1LWb fIeHTa, COCTOSLLAs U3 BCEX AaHHbIX, KOTOPble COOUPaOT CKaHepbI.

Hanpumep, 3To CKpunT, KOTOPLIN BbIBEAET NMOTOK GAaHHEPOB OT YCTPOWCTB, YSI3BMMbIX AN
FREAK (CVE-2015-0204):

def has_vuln(banner, vuln):
if 'vulns' dn banner['opts'] and vuln in banner['opts']['vulns']:
return True
return False

for banner in api.stream.banners():
if has_vuln(banner, 'CVE-2015-0204'):
print banner

UTtobbl cbepeyb NPOCTPAHCTBO U MPOMYCKHYO CMNOCOBHOCTL, MHOXECTBO CBOMCTB B BaHHepe
SABMATCA OnuuoHanbHbIMW. YTOOLI caenatb paboTy ¢ HuMmM 6Gonee npocTon, nydwe
06beanHUTL OOCTYN K CBOMCTBAM B OAHY doyHKUMiO. B npumepe Bblwe, MeTOA has_vuln()
npoBepseT, ya3BmMma nu cnyxba k npegoctasneHHon CVE nnu Her.

BHumaHue: Tapudbl APl cTaHgapTHOro nnaHa umeroT goctyn nuuwb K 1% noToka
AaHHbIX. [MonHbBIM AOCTYN OTKPLIT NMLWbL NOKynaTensaMm nuueH3nn aaHHblx (data license).

CeTeBble OMoBeLLEHMNS

Takne onoBelleHns — 3TO JIeHTa AaHHbIX peanbHOro BpemMeHu, cobmpaemas Shodan gnsa
onpeaenéHHoro ceTeBoro gnanasoHa. Ytobbl Ha4aTb paboTy C HUMU, HYXXHO BbINOMHUTL ABa
wara:

CospgaHne ceTeBOro onoBeLLeHNs

YT1006bI co3gaTb onoeeuwleHne, BaM HYXHO NpeaoCTaBUTb name U network range. Nmsa AOOJ1XKHO
ObITb MOACHAKLWUM, YTOObI Bbl 3HaNM 3a Yem cnegnT gaHHOe onoBelleHue, Unn XXe npu4nHy
€ero cosgaHue.

alert = api.create_alert('Production network', '198.20.69.0/24"')
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Kak n B Metofe scan(), Bbl Tak xe npenocrtaBndeTe CrMCOK CeTeBbIX ANana3soHOB MOHUTOPY:

alert = api.create_alert('Production and Staging network', [
'198.20.69.0/24",
'198.20.70.0/24",

D

BHMMaHMe: C NOMOLLUbI CEeTeBblX OMOBELLEHUA MOXHO cCneguTb TOMbKO 3a
orpaHu4eHHbIM Yncnom IP, n obuiee Yncno Taknx ONoBeELLEHWI ANt aKKayHTa HE MOXeT
npesbiwaTb 100.

[locTaToyHO nonesHasa Bellb npu KOM6I/IHVIpOBaHVIVI OMOBELLEHUN U CKaHunpoBaHuUn — 3TO
YCTaHOBUTb BpeMsA UCTEHEHNA OMNMOBELLIEHNA!

alert = api.create_alert('Temporary alert', '198.20.69.0/24', expires=60)

OnoBelleHne, NpuBeAEHHOE Bbille, byaeT akTMBHO 60 cekyHA, a 3aTem OydeT OTKIHYEHO, U
He MoXeT 6onblle UCNonb3oBaThCA.

Mocne ycnewHoro co3gaHus onoseleHus, APl BblgacT criegytoulee:

{

"name": "Production network",
"created": "2015-10-17T08:13:58.924581",
"expires": 0,
"expiration": null,
"filters": {
"ip": ["198.20.69.0/24"]

1,
"jd": "EPGWQG5GEELV4799",
"size'": 256

Mognucka

[Mocne Toro, Kak onoBeLleHne ObIo co34aH0, OHO FOTOBO K UCMOMNb30BaHUIO B BUAE MOTOKA
JaHHbIX ANA ceTun.

for banner in api.stream.alert(alert['id']):
print banner

Kak n B cTaHOapTHOM MOTOKE AaHHbIX, METO alert() NPEAOCTABMAET UTEPATOP, FAE KaKAbIN
anemMeHT aBnsietTcsa 6aHHepoM, Tak Kak OH cobupaeTtcsa ckaHepamu Shodan. EANHCTBEHHbIM
aprymeHToMm, KOTopbli TpebyeT 3TOT MeToq — 3To uaeHtudumkatop onoseweHus (alert ID),
KOTOPbIV Mbl NOMYy4YMM NPU CO34aHUM CETEBOTO OMOBELLEHMS.

Mcnonb3oBaHue nHTepdgenca komaHgHom CTpokn Shodan

30ecCb Mbl KOPOTKO M3Y4UM, KakK MOXHO BbINONHWUTL kofd Python, ncnone3ya Shodan CLI.
HayHém c yganeHus Bcex CyLeCTBYHOLUX ONOBELLEHWN:
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BHUMAHMUE!

KomaHpga clear yoanut Bce onoBeLLeHNd, CO34aHHble Ha akkayHTe.

$ shodan alert clear
Removing Scan: 198.20.69.0/24 (ZFPSZCYUKVZLUT4F)
Alerts deleted

Tenepb HyXHO yOeanTbCsl, 4TO HEe OCTanoCh OMNOBELLEHWM:

$ shodan alert list
You haven't created any alerts yet.

Tenepb — co3gaém HOBOE OMoBeLLEHME:

$ shodan alert create "Temporary alert" 198.20.69.0/24
Successfully created network alert!
Alert ID: ODMD34NFPLJBRSTC

lMocnegHun war — 310 NoAnmncka Ha ONoBELLLEHME U COXPaHEeHWE AaHHbIX, MONyYEHHbIX OT HEro.
UtoObl BbLIBECTM 3TWM [OaHHble MNOTOKOM, BBOAMM  MAEHTMAUKATOP  OMNOBELLEHMS
ODMD34NFPLJBRSTC B komaHgy stream.

$ mkdir alert-data
$ shodan stream --alert=ODMD34NFPLJBRSTC --datadir=alert-data

KomaHgon Bbille Mbl MNPUHUMAEM MNOTOK [aHHbIX OMOBELLEHUA C UOEHTUAMKATOPOM
ODMD34NFPLJBRSTC n coxpaHsiem nx B nanky ¢ HassaHueMm alert-data. Kaxgbin geHb B
aTon nanke OyaeT reHepupoBaTbCs HOBbINM hanrn, cogepxawmun 6aHHepbl, cobpaHHble 3a
AeHb. TO ecTb, HaM He Hy>XHO 6ecnokonTbCs O poTauuu dannos, kKomaHga stream caenaet
3TO 3a Hac. Yepes Heckonbko AHen nanka byaeT BbirNsageTb Tak:

$ 1s alert-data

2016-06-05.json.gz
2016-06-06.json.gz
2016-06-07.json.gz

[Mpumep: nydnmnyHble gaHHble MongoDB

MongoDB - ato nonynspHas 6a3a gaHHbix NoSQL, n B Te4eHUn AnuTensHOro BpeMeHU oHa
He TpeboBana HWKakon ayTeHTUudukauun. STO NPMBENO K TOMY, YTO MHOIME 3K3eMMnspbl
MongoDB 6binv ny6nnyHo JocTynHbl B MHTepHeTe. Shodan 3axBaTbiBaeT 6aHHepbl 3TnX 6a3
AaHHbIX, KOTOpble coaepXaT MHOXeCTBO UHpopMaumn o6 obbektax BHyTpy 6a3. Huke mbl
BMAMM OTPbIBOK U3 Takoro 6aHHepa:

MongoDB Server Information

{

"ok": 1.0,

"tokumxAuditVersion": "unknown",
"bits": 64,

"tokukvVersion": "unknown",
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"tokumxVersion": "2.0.2",
"javascriptEngine": "v8",
"version": "2.4.10",
"versionArray": [

2,

4,

10,

0]

1,

"debug": false,

"compilerFlags": "-fPIC -fno-strict-aliasing -ggdb -Wall -Wsign-compare -Wno\
-unknown-pragmas -Winvalid-pch -pipe -Wnon-virtual-dtor -Woverloaded-virtual -Wn\
o-unused-local-typedefs -fno-builtin-memcmp -03",

"maxBsonObjectSize": 16777216,

"sysInfo": "Linux vps-vivid-x64-04 2.6.32-042stabl06.6 #1 SMP Mon Apr 20 14:\
48:47 MSK 2015 x86_64 x86_64 x86_64 GNU/Linux BOOST_LIB_VERSION=1_55",

"loaderFlags": " ",

"gitVersion": "unknown"

I

B obwux yeptax, 6aHHep coctomT n3 xagepa «MongoDB Server Information», 3a KoTopbiM
cnegytot 3 obbekta JSON, pasgeneHHble 3anateiMn. BaHHep Gyanet cogepxaTb B cebe
«authentication enabled», ecnu cepsep TpebyeT BBeAeHNS YY4eTHbIX AaHHbIX. Kaxabin 00 bekT
JSON copepXut pasnuyHyto nHgopmaumio o 6ase gaHHbIX, U1 S PEKOMEHAYIO BaM U3Yy4UTb
nonHei 6aHHep Ha Shodan (npegynpexaato, OH OYeHb ASIMHHbIN), BbIMNOMHMB TaKoW 3anpoc:

product:MongoDB metrics

BHMMaHMe: NOUCKOBLIN TEPMWUH metricsS rapaHTUPYeT, YTO Mbl MOMYYMM TOSIbKO Te
ak3emnnapbl MongoDB, koTopble He TpebyloT ayTeHTUnKaumm.

Tenepb MOXHO MCMNONb30BaTb 3TOT GaHHep, YTOObI onpeaennTb, Kakne umeHa 6a3 AaHHbIX
Hanbonee nonynsipHbl, M HACKONbKO MHOrO AaHHbIX HaxoguTCsi B OTKPbITOM OOCTyne B
nHTepHeTe! Haw pabouuni npouecc 6yaeT BbIrMAgeTb Tak:

1. CkavaTb Bce baHHepbl MongoDB
2. O6paboTtaTb ckayaHHbIN hann n BeiBecTn 10 Hanbonee YacTo BCTPeYaLLNXCA UMEH
0a3 gaHHbIX 1 06NN 06BLEM OaHHbIX

CkayaTb gaHHble 4OCTaTO4YHO NMPOCTO, UCMONb3YSa UHTEPdENC KOMaHAHOW CTPokK Shodan:

shodan download --limit -1 mongodb-servers.json.gz product:mongodb

KomaHga Bbille JaéT yCTaHOBKY CkayaTb Bce pesynbTaThl (--limit -1) ona nonckosoro 3anpoca
product:mongodb B dhann ¢ mmeHem mongodb-servers.json.gz. Takke, Bbl MOXeTe
ckayaTb pes3ynbTaT KomaHnabl M3 pasgena Extras kHurm Ha Leanpub. Tenepb Ham HyxeH
npocton Python-ckpunt ansa obpaboTkun carna aaHHbIXx Shodan. YTobbl NpocTbIM cnocobom
nepebpaTb Bce pe3ynbTaThl B (hainne, ncnonbayem metoq shodan.helpers.iterate_files():

import shodan.helpers as helpers
import sys

# The datafile is the 1lst argument to the command
datafile = sys.argv[1l]

for banner in helpers.iterate_files(datafile):
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# Now we have the banner

Mockonbky kKaxgbin 6aHHep — aTo 3anuce JSON ¢ gobaBneHHbIM Xx34epoMm, aaBaunTte
obpaboTtaem H6aHHep B pogHou crioBapb Python, ncnonbsys 6ubnuoteky simplejson:

# Strip out the MongoDB header added by Shodan
data = banner['data'].replace('MongoDB Server Information\n', '').split('\n},\n'"\

) [2]

# Load the database 1information
data = simplejson.loads(data + '}')

MocnegHwnn war, 4TO HaM ocTancs — 3To npoaosrnkKatb CrieXXeHne 3a 0OLLMM BbINIOXXEHHBLIM
00BEMOM AaHHbIX U CaMbIMM ncnonb3yemMmbiMn MEHAMIN 6a3 gaHHbIX:

total_data = 0
databases = collections.defaultdict(int)

# Then in the loop
# Keep track of how much data is publicly accessible
total_data += data['totalSize']

# Keep track of which database names are most common
for db in data['databases']:
databases[db['name']] += 1

B Python ectb nonesHbin knacc collections.defaultdict, koTopbii aBTOMaTnyeckn cosgaét
CTaHAapTHOE 3HaYeHWe Krya CnoBaps, eCnv TakoBbIV He CyLLecTBYeT. /I HaM HYy>XHO TONbKO
nonyy4nTb JocTyn K ceorictBam MongoDB-6aHHepa totalSize v databases, 4Tob6bl nonyyYnTL
Heobxoaumyl0 Ham UWHdopmaumio. HakoHel, HyXXHO MpOCTO BbIBECTM aKTyalbHble
pesynbTaThl:

print('Total: {}'.format(humanize_bytes(total_data)))

counter = 1
for name, count in sorted(databases.iteritems(), key=operator.itemgetter(l), rev\
erse=True)[:10]:

print('#{3\t{}: {}'.format(counter, name, count))

counter += 1

OToM KOMaHAOW CHayana BbIBOAMTCA O6LIMEe KONMMYeCTBO AOCTYMHbIX AaHHbIX, UMbl
ncnonb3dyem metoa humanize_bytes(), 4TobbI kKOHBEpTUpPOBaTL 6anThl B YHENOBEKOUYNTAEMBIN
dopmat GB/ MB/ n Tak ganee. 3atem mbl copTupyem databases B o6paTtHOM nopsigke no
KonuyecTBy pas3, Korgda Oblno  3ameyvyeHo  ornpeferieHHoe uMMs 6asbl  AaHHbIX
(key=operator.itemgetter(1)) n nony4aem 10 nepBbix pesynbtatos ([:10]).

Hwxe npmBegeH CKpuNT LENMKOM, KOTOPbIA YnTaeT ann gaHHbix Shodan n aHanuaupyet
GaHHep:
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import collections

import operator

import shodan.helpers as helpers
import sys

import simplejson

def humanize_bytes(bytes, precision=1):
"""Return a humanized string representation of a number of bytes.
Assumes " from __future__ dmport division’.
>>> humanize_bytes (1)
'l byte'
>>> humanize_bytes(1024)
'1.0 kB'
>>> humanize_bytes(1024*123)
'123.0 kB'
>>> humanize_bytes(1024*12342)
'12.1 MB'
>>> humanize_bytes(1024*12342,2)
'12.05 MB'
>>> humanize_bytes(1024*1234,2)
'1.21 MB'
>>> humanize_bytes(1024*1234*%1111,2)
'1.31 GB'
>>> humanize_bytes(1024*1234*%1111,1)
'1.3 GB'
nmnn
abbrevs = (
(1<<50L, 'PB'),
(1<<40L, 'TB'),
(1<<30L, 'GB"),
(1<<20L, 'MB'"),
(1<<1i0L, 'kB"),
(1, 'bytes'")
)
if bytes ==
return 'l byte'
for factor, suffix in abbrevs:
if bytes >= factor:
break
return '%.*f %s' % (precision, bytes / factor, suffix)
total_data = 0
databases = collections.defaultdict(int)
for banner in helpers.iterate_files(sys.argv[1l]):
try:
# Strip out the MongoDB header added by Shodan
data = banner['data'].replace('MongoDB Server Information\n',

") esplit(\'\n},\n") [2]

# Load the database 1information
data = simplejson.loads(data + '}")

# Keep track of how much data is publicly accessible
total_data += data['totalSize']

# Keep track of which database names are most common
for db in data['databases']:
databases[db['name']] += 1
except Exception, e:
pass

print('Total: {}'.format(humanize_bytes(total_data)))
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counter = 1
for name, count in sorted(databases.iteritems(), key=operator.itemgetter(l), rev\
erse=True)[:10]:

print("#{3\t{}: {}'.format(counter, name, count))

counter += 1

3aecb Mbl BUAMM obpasel, MHopMaunm, KOTOPYo BblAaéT CKpUMT:

Total: 1.8 PB

#1 local: 85845

#2 admin: 67648

#3 test: 24983

#4 s: 5121

#5 config: 4329

#6 proxy: 2045

#7 research: 2007

#8 seolib_new: 2001
#9 traditional: 1998

#10 simplified: 1998
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[MpakTnyeckne ynpaxxHeHus: Shodan API

YnpaxHeHue 1

HanuwwuTte ckpunT gna criexeHus 3a ceTblo, ncnosb3dyss Shodan v BbILWNUTE ONOBELLEeHUS
YnpaxHeHue 2

Hanunwwute CKpunT OnaA BbIrpy3kKn nocrnegHux |/|3o6pa>KeHvu7| B nanky

[Moackaska: n3obpaxeHus 3awmdpoBaHbl C UCNoSb3oBaHNeM base64. Python moxeTt
C NErkocTbio AeKoanpoBaTb NX B ABOMYHbIN KOL UCNOSb3YS:
image_string.decode(‘base64’)
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npOM billJIeHHble CUCTeMbl ynpaBJieHUA

Ecnu kopoTko, npomsbilurieHHble cuctembl ynpasneHus (ICS) - 9To KoMmnbiloTepbl, KOTOpbIe
KOHTPOMUPYIOT OKpyXatoLwwmin mup. OHM OTBEYaloT 3a ynpasneHne KoHAMUMOHEPaMy B BalLEM
ocuce, TypbuHamMm Ha SNEKTpPOCTaHUMM B BalleM ropofe, OCBELLeHMEeM B TeaTpe unu
poboTamu Ha 3aBoge.

NcecneposaHnus, nposefeHHble ¢ 2012 no 2014 rogwl Project SHINE (SHodan INtelligence
Extraction), 4éTko ykasbiBaloT, 4TO B VIHTEpHeTe cyllecTByeT He MeHee 2 MWUIINIMOHOB
00LLe0CTYMNHbIX YCTPOWCTB, KOTOpble Hanpsamyt cBsdaHbl ¢ ICS. NepBbin nakeT AaHHbIX,
cogepxawmn 500 000 yctponcts ICS, 6bin otnpaeneH B 2012 rogy B ICS-CERT. ICS-CERT
onpeaenun, 4yto npumepHo 7 200 n3 500 000 6biv nopaxeHsl. N ¢ TpeboBaHneM yBennynTb
KONMYECTBO CBSA3EN MeXay BCEMU YCTPOMCTBAMM, 3TO YMCIIO oxmaaemo dyaet pactu. boinm
NPeanpuUHATLI NOMbITKA 3aWMTUTL 3TU YCTPOWMCTBA, OTKIIOYMB UX OT CETU WUNM MUChNpaBuB
HegocTaTkM, HO aTa npobnema okasanacb OOBOJSIbHO CMOXHOW, U HE MMEKLWEN NPOCTbIX
peLleHni.

Obwume abbpesnaTypbl

Mepen Tem, Kak NepenTn K NPOTOKONaM MU MHOpMaLMM O TOM, Kak HauTn yctponctea ICS,
nonesHo ByaeT y3HaTb, YTO 3HA4aT HEKOTOPbIE COKpPaLLEeHUS:

BMS (Building Management System) Cwuctema ynpasneHus 3gaHuem

DCS (Distributed Control System) PacnpenenénHasa cuctema ynpasneHus
HMI (Human Machine Interface) YenoBeko-MalUnHHbIN UHTepdelnc

ICS (Industrial Control System) [MpoMblwneHHasa cuctema ynpasneHus

PLC (Programmable Logic Controller) MporpamMmmmnpyembin NOrMYecKkUn KOHTporep
RTU (Remote Terminal Unit) YCTPOWCTBO CBSA3M C 0O bEKTOM

SCADA (Supervisory Control and Data Acquisition) MpunoxeHwne ICS (CMOTpY rMNEPCChINIKY)
VNC (Virtual Network Computing) YoanéHHbii gocTyn K paboyemy ctony

*npum. nepeeod4uKa: 0a CCblAKU Ha 8ce abbpesuamypel, 014 b6osee NoaAHO20 NOHUMAHUSA OMUCAHHbIX MEPMUHO8

[MpoTokonkI

EcTb ABa pasHbix cnocoba naeHTUdMKaLmMmM CUCTEM yNpaBneHnsi B UIHTEPHETE:

MpoTtokonbl Non-ICS, ncnonssyemble B okpy>keHumn ICS

BonbwwnHcTBO pe3ynbTaTos ICS B Shodan obHapyxuBatoTca nyTeM noncka Beb-cepsepos Unm
APYrMx 4acTo UCMosnb3yeMblX MPOTOKOMOB, KOTOPbIE HANPsMYH He cBsA3aHbl ¢ ICS, HO MoryT
oTobpaxaTbCs B UX CETW.

Hanpumep: Beb-cepBep, paboTatowmin Ha HMI nunmn komnbtotepe nog ynpasnennem Windows,
Ha KOTOpOoM npu nogkntoyeHun K ICS 6e3 kakon-nMbo aBTopM3auUnn 3anyckaeTcsa NPUNOXeHNe
yOaneHHoro paboyero ctona. 3Ty NPOTOKOMbI NPEAOCTaBNAIT BaM Bu3yanbHbin BuAa ICS, HO
00bIl4HO hopMa ayTeHTUPMKALNN BCE-TAKN NPUCYTCTBYET.



http://www.slideshare.net/BobRadvanovsky/project-shine-findings-report-dated-1oct2014
https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0%D1%8F_%D0%BA%D0%BE%D0%BC%D0%B0%D0%BD%D0%B4%D0%B0_%D1%8D%D0%BA%D1%81%D1%82%D1%80%D0%B5%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B3%D0%BE%D1%82%D0%BE%D0%B2%D0%BD%D0%BE%D1%81%D1%82%D0%B8_%D0%A1%D0%A8%D0%90
https://ics-cert.us-cert.gov/sites/default/files/Monitors/ICS-CERT_Monitor_Oct-Dec2012.pdf
http://www.smis-expert.com/press-relizy/bms-sistema-upravleniya-zdaniem.html
https://ru.wikipedia.org/wiki/%D0%A0%D0%B0%D1%81%D0%BF%D1%80%D0%B5%D0%B4%D0%B5%D0%BB%D1%91%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%83%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%A7%D0%B5%D0%BB%D0%BE%D0%B2%D0%B5%D0%BA%D0%BE-%D0%BC%D0%B0%D1%88%D0%B8%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81
https://www.securitylab.ru/blog/personal/tsarev/29102.php
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B8%D1%80%D1%83%D0%B5%D0%BC%D1%8B%D0%B9_%D0%BB%D0%BE%D0%B3%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BA%D0%BE%D0%BD%D1%82%D1%80%D0%BE%D0%BB%D0%BB%D0%B5%D1%80
https://ru.wikipedia.org/wiki/%D0%A3%D1%81%D1%82%D1%80%D0%BE%D0%B9%D1%81%D1%82%D0%B2%D0%BE_%D1%81%D0%B2%D1%8F%D0%B7%D0%B8_%D1%81_%D0%BE%D0%B1%D1%8A%D0%B5%D0%BA%D1%82%D0%BE%D0%BC
https://ru.wikipedia.org/wiki/SCADA
https://ru.wikipedia.org/wiki/Virtual_Network_Computing
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N3obpaxeHue Bbilwe — 310 HMI ansa asuraTtens BbiCTaBneHHbIV B ceTb coeanHeHnem VNC 6e3
ayTeHTUdUKauum, HangeHHoe ¢ NOMOLLbI0 M3obpaxeHun Shodan.

MpoTokonesl ICS

OT0 HeobGpaboTaHHbIE NPOTOKOSbI, KOTOPbIE NCNOSb3YITCA cucTeMammn ynpasneHus. Kaxabin
npotokon ICS MmeeT cBOW COBCTBEHHLIN YHWUKamNbHbIN BaHHep, HO Yy HUX eCcTb ofgHa obLias
yepTa: OHM He TpebylT HUKakow ayTeHTudukaumn. OTO O3HaYaeT, YTo ecnu y Bac ecCTb
yAaneHHbI AOOCTYN K MNPOMbIWINEHHOMY YCTPOWCTBY, Yy Bac Takke eCTb BO3MOXHOCTb
NMPOM3BOMbHO CYMTaTb 4YUTaTb M U3MEHSATb 3TOT npotokon. OpHako HeobpaboTaHHble
npoTtokonbl ICS 06bl4HO NponpueTapHbl U OOCTAaTOYHO CNOXHbI B paspaboTke. M3 aToro
crnefyeTt, YTO NPOBEPUTb, NoaAepPXMBaeT N ycTponctso npotokon ICS ¢ ncnonb3oBaHnem
Shodan He cocTaBuT Npobrembl, HO peanbHO B3anMOLENCTBOBATbL C CUCTEMOWN ynpaBneHns —
BecbMa TpyaHasa 3apada. baHHep Hwxke onucbiBaet PLC Siemens S7. Ctout obpatutb
BHVYMaHWE, YTO OH COAEPXUT MHOro noapobHon nHpopmMaumm o6 ycTponcTee, BKOYas ero
CEpPUMHBLIN HOMEP U MECTOMONOXEHME:
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3awuTa ICS, coeAMHEHHBIX C MHTEPHETOM

BonbwwnHcTBO BaHHepoB ICS He cogepxaT MHGOpPMaLMM O MECTOPACMNONOXEHUN YCTPOMUCTBA
Unu o Bnagenbue CUCTEMbl YyMnpaBneHusi. OTO AenaeT 4Ype3MepHO CIOXHbIM 3alunTy
YCTPONCTBA U SIBNSIETCA OOQHOW U3 OCHOBHbIX NMPWUYMH TOrO, YTO OHW HAXOOATCSl B CETU eLle
rogbl Nocne nccnegoBaHnin Ha UX ysa3BUMOCTb.

Ecnn Bbl 0bGHapyxuTe cucteMy YynpaBreHusi, KoTopas BbIrMSAUT KpawmHe BaXKHOW,
NPUHAANEXUT rocyaapcTBy MNU NO APYron NpuynHe He OOMKHa OblTb OHNaKrH, noXxanyucra,
coobwuTte ICS-CERT.

Cnyyaun ucnosnb3oBaHus

Hoctyn k ICS gna CLUA

[onyctum, Bam MOpyYeHO MOArOTOBUTb KPaTKyH MPE3EHTauu0 O puUcKax MPOMbILLNIEHHbIX
cuctem ynpaenenus ana CLUA. [Ina Havyana paboTkl, cHavyana HeobxoaumMo nonyynTb obuee
npencTaBneHne 0 TakMx yCTPONCTBAX, MCMOMb3ya OCHOBHOW cant Shodan:

https://www.shodan.io/search?query=category%3Aics17

B pesynbtate Mbl NonyyYsMm CAMCOK BCEX YCTPOWCTB, MCMONb3yowmx npoTtokonbl ICS B
NHTepHeTe. OgHako, cyLlecTByeT MHOXECTBO Be6-cepBepoB 1 apyrnx npotokonos (SSH, FTP
M Tak panee), Kotopble paboTalT Ha Tex Xe MnopTax, YTO M MPOMBbILLIIEHHbIE CUCTEMbI
ynpaeneHus. 3HauuT, criegyowmm LWwaroM Ham Heobxoanmo byaeT nx oTunbLTPoBaTh:

https://www.shodan.io/search?query=category%3Aics+-http+-html+-ssh+-ident18

BHumanne: Ecnn Bbl obnagaete [JoCTynoM YpoOBHS enterprise, Bbl MOXeTe
ncnonb3oBaTh tag:ics BMECTO yKa3aHHOrMo BbllLe MOMCKOBOMO 3anpoca.

Tenepb y HAac ecTb OT(PUNBTPOBAHHBINA CMMCOK YCTPOWCTB C 3anyLieHHbIMM Hebe3onacHbIMU
npoTokonamu ICS. lNMockornbKy npeseHTauuns cokycmpoBaHa Ha yctpouncTteax B CLLUA, HyXHO
Cy3uTb JMana3soH pe3yrbTaToB 40 amepukaHckux IP-agpecos:
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https://ics-cert.us-cert.gov/Report-Incident
https://www.shodan.io/search?query=category%3Aics17
https://www.shodan.io/search?query=category%3Aics+-http+-html+-ssh+-ident18

https://www.shodan.io/search?query=category%3Aics+-http+-html+-ssh+-
ident+country%3Aus19

UToObl NONY4MTb MOSHbLIN 0030p AAHHBIX M HECKONbKO Anarpamm anst paboTbl C HAMK, Mbl
MOXeM co3gaTb OecnnaTHbli OT4YeT. OTOT war gacT HaM NpeacTaBrieHne O TOM, Kakue
npotokonsl ICS CLUA BMOHbLI B MHTEPHETE:

12,677.0

12,0000
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3,000.0
2,000.0
1,000.0

0.0
Tridium Fox Modbus OMRON FINS lectric SRT Red Lion Tridium Fox S Siemens 57 DMNP3
BACnet EtherMNetlP ProC Wi vishi MELSEC- PCWorx 0 S HART-IP IEC-104

Mpotokon Tridium Fox, wncnonb3yembin WHGpacTpykTypon Niagara, sBnseTcd cambiM
nonynspHeiM npoTtokosiom ICS B CLUA, 4yTb MeHblwyto nonynspHocTb umerT BAChnet n
Modbus. lNony4eHHble AaHHbIE NOKa3bIBaOT HaM, YTO BOMbLUMHCTBO LOCTYMHbLIX YCTPOWCTB -
310 BMS, koTopble ucnonb3ytoTcsa B oducax, Ha pabpukax, Ha cTaguoHax, B ayanuTopusax u
NPOYNX yUYpEXAEHMUAX.

BollwenpuBeaeHHas gnarpamma 6bina coxpaHeHa B Buae nsobpaxeHus ¢ nomowbio Nimbus
Screen Capture B Firefox; Takke Bbl MOXeTe ucnonb3oBaTtb nnarMH Awesome Screenshot
Minus ans Chrome.

B aTOM OTUETE Takke npocnexmnBaeTcs ocHoBHaA npobnema c ICS B MHTepHeTe: 3TO TO, YTO
GONbLIMHCTBO M3 HUX paboTaloT B MOOUINbHLIX CETSIX. DTO KparHe 3aTpyaHSeT OTCreXnBaHue
N 3aLUMTYy STUX YCTPONCTB.

Verizon Wireless

Comcast Cable

Comcast Business Communications

ATAT Internet Services

CenturyLink

America Online

AT&T U-verse

Time Wamer Cable

AT&T Wireless

Cox Communications

500.0 1,000.0 1,500.0 2,000.0 25000 3,0000 35000 4,000.0 4,380.0
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https://www.shodan.io/search?query=category%3Aics+-http+-html+-ssh+-ident+country%3Aus19
https://www.shodan.io/search?query=category%3Aics+-http+-html+-ssh+-ident+country%3Aus19
https://www.shodan.io/report/mHpcVgdq
https://addons.mozilla.org/en-US/firefox/addon/nimbus-screenshot/
https://addons.mozilla.org/en-US/firefox/addon/nimbus-screenshot/
https://chrome.google.com/webstore/detail/awesome-screenshot-minus/bnophbnknjcjnbadhhkciahanapffepm?hl=en
https://chrome.google.com/webstore/detail/awesome-screenshot-minus/bnophbnknjcjnbadhhkciahanapffepm?hl=en
https://www.shodan.io/report/mHpcVgdq

Ha aTom atane, faHHble roBOpAT HaMm O TOM, 4TO:

1.
2.

3.
4.

Ectb kak MuHumym 65,000 ICS B umHTepHeTe, C OOCTynom K HeobpaboTaHHOMY
nHTepdercy 6e3 ayteHTudmnkaumm

MpumepHo nonosuHa u3 HMx (~31,000) Haxoautca B CLUA

BMS — 310 Hanbonee pacnpocTpaHéHHble cuctemsl ICS

BonbwmHcTBO cuctem paboTaoT B MOBUIBbHbBIX CETSX

Y10 yutaTth AanbLuie:

1.

2.

Ctp. 53

OnpegeneHne yCTPOMUCTB, OOpaLLEHHbIX B MHTEPHET C MOMOLLBbIO MPorpaMmmMHON
nHodopmavuum PLC.

CneunanbHas nybnukauma NIST. PykoBoactBo no 6€30MacHOCTU MPOMbILLIEHHbIX
cuctem 6e30nacHoOCTM.

KonnyectBeHHasi OLEHKa W Bu3yanusaums obnactem atak _Ha MNpOMbILLIEHHbIE
CUCTEMBI.



https://www.hsdl.org/?abstract&did=757013
https://www.hsdl.org/?abstract&did=757013
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://www.cl.cam.ac.uk/%7Efms27/papers/2011-Leverett-industrial.pdf
https://www.cl.cam.ac.uk/%7Efms27/papers/2011-Leverett-industrial.pdf

OnpegeneHne Honeypot'os

Honeypotbl (ganee — npuMaHKu, npum. nepesodyuka) CTAHOBATCA BCe 6oriee ncnonb3yemMbim u
NONEe3HbIM MHCTPYMEHTOM A1 NOHMMAaHMWSA Lienen Niogen, aTakyLwmx UHTEPHET-CUCTEMBI. 3a
nepuog cesoen paboTtbl B AaHHOW cdepe, 1 BUAEN MHOXECTBO HENpaBWUilbHO HACTPOEHHbIX
NPMMaHOK NPy CKaHMPOBaHUN BCEMUPHOW CETU, N BOT HECKONIbKO COBETOB, KOTOPbIMU S XO4Yy
NoAenNnTbCA, YTOObI Bbl MOMMM pacno3HaTh NPUMaHKy 1 nsbexaTb OMBOK NPy X HACTPOWKE.

YT0 e Takoe Honeypot?

OTO cneuwanbHO HACTPOEHHOE YCTPOMCTBO, KOTOpOEe BbIOAET cebs 3a fgpyroe,
npeaHasHayeHHoe AN OTCMeXuBaHMs W 3anucu CeTeBOW akTMBHOCTU. B cnyyae cucrem
ynpasneHus, ICS-npnmaHka — 310 06bIYHbBIA KOMMBIOTEP, KOTOPLIN BblAaéT cebs 3a cuctemy
ynpaBreHusl, K NpumMepy, 3aBog UnNn anekTpocTaHuuio. MNMprumaHkm ncnonbayroTes ans coopa
MHopMaLUKN O 3NOYMbILLNIEHHUKAX, B TOM YMCIie O TOM, Ha KakMe CeTU HaueneHbl UX aTaku,
KakMe MHCTPYMEHTbl OHWM WUCMONb3YIT U NpoyMe MNorie3Hble CBeOeHUsl, KOTopble NMomorarT
MaKCUMMarbHO YKpenuTb 3aluTy CBOEN CETMW.

B nocnegHue roabl NPMMaHKn TakKXe WUCNonb3yrTCcd OnA nogcyéTa KonuyectBa aTak Ha
NPOMbILLUIIEHHbIE CUCTEMbI yrpaBrieHUd, NOOKIMIOYEHHbIE K UHTEPHETY. Kpa|71He BaXHO MNOHATD,
KaK npaBuJibHO HACTPOUTb NPUMaAHKY, npexae 4em rnpuctynaTtb K 060py AaHHbIX. MHorue nogu
aenalT owunbkn npu HaCTpOIZKe NPUMaHOK, N A pacCKaxy, KaK 3T owmnbkn penawoT
NPUCYTCTBUE NPUMAHKN O4EeBUOHBLIM, N HAy4y OTIiM4aTb pealibHbl€ CUCTEMbI YMNpaBJ1IEHUA.

Hanbonee wncnonb3dyemon nNpUMaHKOW, CUMYIMPYIOLWEN MNPOMbILLMEHHbIE  CUCTEMBI
ynpasneHus, ssnsetca Conpot. [laHHoe nporpaMmmHoe obecrnedyeHne HanMcaHO Ha OYeHb
BbICOKOM YpPOBHE U 4pe3BbldaHO 3PAEKTUBHO MNpU MNpaBuUbHOM €ro HacTtpouke. B
OoNbLUMHCTBE NpPUMEPOB U 0OCyxaeHun a Oygy wucnonb3oBaTb MMeHHO Conpot, Ho
NpMBOAMMbIE MPUHLMMNBI MPUMEHNMbI KO BCEM MPUMaHKaM.

Kakon cmbicn B 0OBHapy>KeHUU NpUMaHoK?

[aHHble, reHepnpyemMble NpUMaHKaMn, Tak e BaXkHbl, Kak U Ux pasmeLlleHne. Ecnv mbl xoTum
nony4atb AEWCTBUTENbHY MHAOPMaUM, O TOM, KTO aTaKyeT CUCTEMbl ynpaBreHusi, Mbl
OOIMKHbI cobMpaTb AaHHble TOMbKO M3 peanucTUYHbIX MNpUMaHOK. OMbITHbIX U YMHbIX
3TI0YMBbILLNIEHHMKOB HE MOMy4nTCA 0OMaHyTb NIOX0O HACTPOEHHOW NpuMaHkon. BaxHo nmeTb
onpeaenéHHbie 3HaHns 006 obLwmx owmbKax Npu pa3BepTbiBaHUN NPUMaAHKK, YTOObI MOBLICUTb
Ka4yecTBO cOOMpaeMbIX AaHHbIX.

HacTponkn no ymonyaHmio

Camasa pacnpocTpaHeHHas owwunbka npu pasBepTbiBaHUM MPUMaHKU — 3TO UCMNONb30BaHUE
CTaHAapTHbIX HAacTpoeK. Takne HacTPOKMKKN BblAaloT OTBET B BUAE OOQHOMO U TOro e GaHHepa,
C OOHUMMW N TEMMU XKE CEPUNHBIMN HOMepaMun, meHamn PLC 1 npoden nHdopmaumen, Kotopast
AOJKHa pa3HUTLCA Ha pasHbix IP-agpecax.

A nOHsAN, HacKoNbKo 4acTo BCTpeyaeTcs 3Ta owubka nocne nepBOro CKaHMPOBaHMS
WHTepHeTa no 3anpocy Siemens S7:



https://github.com/mushorg/conpot/

S7 Serial Number Uniqueness

B Repeating ™ Unique

30 NpoLEeHTOB CepuiiHbIX HOMEPOB B pe3yrbTaT NPUCYTCTBYOT GonblLe YeM B OAHOM BaHHepe.
370 He 03HayvaeT, YTo BCce AyGnMpytoLLMe cepuiiHbie HoMepa — NPUMaHKKU, HO 3TO Hemnnoxas
oTnpaBHas To4ka ANs NpoBeAeHUs UCCNeaoBaHUA.

B cnyyae ¢ S7, Hanbonee nonynspHbIN CePUHbLIA HOMEpP, BCTPEYaLMIACSA B UHTEPHETE — 3TO
88111222, a 3TO CepunHbIN Homep No ymonyaHuio ans Conpot.
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https://www.shodan.io/search?query=port:102+88111222

Showing results 1 - 100f 110

91.229.57.200

FH JOAHNMEUM Gesellschaft mbH

= Austria, Allerheiligen Bei Wilden
Dietails

54.164.128.60

AMATON

#E United States, Ashburn
Details

Location designation of a module:
Copyright: Original Siemens Equipment
Module type: IM151-8 PN/DF CPU

PLC name: Technodrome

Module: . 8.8

Flant identification: Mouser Factory
O0EM I0 of a module:

Module name: Siemens, SIMATIC, S7-Z2@8
Serial number of module: BE1T1T1222

Location designation of a module:
Copyright: Original Siemens Equipment
Module type: IM151-8 PN/DF CPU

FPLC name: Technodrome

Madule: v 8.8

Plant identification: Mouser Factory
OEM ID of a module:

Module name: Siemens, SIMATIC, S7-Z@@
Serial number of module: 88717171222

[Monck no cepunHOMy HOMepy OenaeT MPOCTbIM onpeaeneHune pacrnofioXeHUss YCTPOUCTB
Conpot B nHTepHeTe. Takke, He 3abyabTe U3AMEHUTb K Apyrne cBoncTBa 6aHHepa, He TOMbKO

CEPUNHBIN HOMEP:

52.24.188.77

E.l. du Pont de Memours and Co.

#E United States, Wilmington
Details

Location designation of a module:
Copyright: Original Siemens Equipment
Module type: CPU 315-2 PN/OP

PLC name: Technodrome

HModule: v 8.8

Plant identification: Mouser Factory

OEM ID of a module:

Module name: Siemens, SIMATIC, 57-20@
Serial number of module: 5 C-C4VDEE352312

Monb3oBaTenb Bbille U3MEHUIT CEPUNHON HOMEP Ha YHUKANbHOE YMCMO, HO HE U3MEHUIT HU
umsa PLC (Technodrome), Hu 3aBoackon uaeHTudukatop (Mouser Factory). Kaxabin
3K3EeMNNIAp NPUMAHKM SOMMKEH UMETb YHUKarbHble 3HAYeHUsa Ans Toro, Y4Tobbl n3bexatb eé

pacKpbITHS.
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MCTOpMFI nmeeT 3Ha4vYeHne

Mp1MaHKa NokHa GbiTb HACTPOEHA MPABULHO C NEPBOTO AHSI CBOEH KN3HW, NHAUE UCTOPUST
6aHHepa packpoeT eé. Hanpumep:

Location designation of a module:

Copyright: Original Siemens Equipment

Module type: IM151-8 PN/DP CPU

PLC name: PGLrandom.randint(@,1) f

Module: v.@.@

Plant i1dentification: Power Generation One

0EM ID of a module:

Madule name: Siemens, SIMATIC, S7-288

Seri1al number of module: BE7S3IEY

CBepxy Mbl BUAMM BaHHep, NpeTeHaylLWmnin Ha To, YTobbl ObITb Siemens S7 PLC. OgHako,
Obina gonyuwieHa owmnbka B WabnoHe reHepauumn 6aHHepa, 1, BMECTO TOro, YTOBObl NMOKa3biBaTb
npasunbHoe nmsi PLC, oH nokasbiBaeT wabnoHHbIn meTog random.randint(0,1). Shodan yxe
npovHaekcupoBan 3aToT GaHHep, U gaxe ecnu B Oyaywem owwubka OGyaet wucnpaeneHa,
nonb3oBaTeflb MOXeT MOCMOTpeTb wuctopuio Ana atoro IP u yBuaetb, 4YTO paHee
ncnonb3oBancsa HenpaBunbHbl S7 6aHHep.

Mpumep 3anpoca ncropumn IP-agpeca B Shodan API:

host = api.host('xxx.xxx.xxx.xxx', history=True)

OMynunpymnTe yCTPONCTBA, a He CryX0bbl

ByaobTe npoule, He nbiTauTeCb 3MYNUPOBATb CIIULWIKOM MHOrO CNyx6 eguHOBPEMEHHO.
lMpumaHka OormkHa BbIrMsaAeTb Kak YCTPOMUCTBO, a HGONbLUMHCTBO HACTOALLMX YCTPOUCTB He
3anyckatoT MongoDB, DNP3, MySQL, Siemens S7, Kamstrup, ModBus, Automated Tank
Gauge, Telnet u SSH Ha ogHom IP-agpece.
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as Ports

MoaymaiiTe 0 TOM, Kak YCTPOMCTBO HAaCTPOEHO B pearisHoOM MUpe, ¥ NiLLb NOTOM NpUcTynamnTe
K amynsuun. He 3anyckaiite Bce BO3MOXHbIE CMYXGObl TONbKO MOTOMY, YTO 3TO BO3MOXHO.

B koge, Bbl MOXeTe Ucnonb3oBaTb YNCNO NOPTOB B BUOE METPUKNU!

# Get information about the host
host = api.host('xXxx.xXX.XxXxX.xxx")

# Check the number of open ports
if len(host['ports']) > 10:

print('{} looks suspicious'.format(host['ip_str']))
else:

print('{} has few ports open'.format(host['ip_str']))

PacnonoxeHue, pacnonoxeHune, pacrnomnoxeHune

BaxxHa He ToNbKO NpaBusibHas HacCTponka nporpaMMHoOro obecnevyeHmns, HoO U pacnonoXeHne
NPUMaHKN B TakoW cCeTW, B KOTOpPOM MOXeT ObiTb cuctema ynpaeneHus. PacnonoxeHue
npumaHkm, amynupytowen Siemens S7 PLC B 06nayHbIn XOCTUHT AMa3oHa He umeeT ocoboro
cMmbicna. Huxe g npuBedy pacnpocTpaHéHHbIX NpoBanaepoB 0651ayHbIX XOCTUHIOB, KOTOPbIX
cnepnyet n3beraTb NpU pasMeLLeHnn NPUMaHKN:

1. Amazon EC2
Rackspace
Digital Ocean
Vultr

Microsoft Azure
Google Cloud

2

[na pasmelwieHns MpuvMaHKu, MakCcuManbHO MOXOXeW Ha pearnbHoe YCTPOWCTBO, CTOMUT
ob6paTuUTb BHMMaHME Ha CMMCOK camblX pacnpocTpaHéHHbix ICS B Shodan u BbiGepute
ny6nnyHo AocTynHble. B uenom, nydwum BapuaHtom OyaeT pasmelleHne npumaHku B IP-
npocTpaHcTBe coceacTeywowen ICS. Ha cneaywowem unM300paxeHMM MOXHO YBUOETb
opraHmsaumnmn, Ha KOTOPbIX pacnonoXeHbl 60nbWKHCTBO ICS:
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Verizon Wireless

Comcast Cable

Comcast Business Communications

AT&T Internet Services

CenturyLink

America Online

AT&T U-verse

Time Warner Cable

AT&T Wireless

Cox Communications

4,000.0 4,380.0

Honeyscore

A paspaboTan MHCTPYMEHT, KOTOPbIN Ha3biBaeTcsa Honeyscore, KOTOpPbIA UCNOMb3yeT Bce
BblLLIEONMCAHHbIE MEeTOAbl U camoobyyaeTca NS BblYMCIEHUS NMPUMaHOK U onpeaeneHuns,
asngeTca nu I[P TakoBon unun Her.

Haoneypot found!

Frequently Asked Questions
1 How doan £ woric?
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lMpocTo BBeauTe IP-agpec ycTponcTBa 1 3TOT UHCTPYMEHT rnpousBedeT MHOXECTBO NPOBEPOK
4yTObbl ONpeaennTb — NpUMaHKa 3TO NN HeT.
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https://honeyscore.shodan.io/

Tar npMaHku

Anroputm camooby4deHuns, ucnonb3yembli B Honeyscore, 6b1n1 gobaBrneH B ckaHepbl Shodan,
TaK YTO Tenepb OHW CNOCOOHbI onpeaenaTbe NpuMaHkn ICS Bo Bpemsi cbopa gaHHbIX. Takke,
Mbl AobaBunu onpeneneHne pacnpocTPaHEHHbIX MPUMAHOK B BUAE BEOG-NPUMOXKEHUA U
Heckonbko npumaHok Elastic. Ecnn 6aHHep npuHaaneXxuT ogHOW N3 N3BECTHbIX NPUMAaHOK,
Toraa B ceouncTBe tags Oyaet nponucaH Tar honeypot. Takke ckaHepbl 6yayT NnpegocTaBnATb
Ha3BaHWe O0OHapy>XeHHOM NPpUMaHKM B CBOMCTBAX NPOAYKTa.

Y10 yutaThb ganbLue:

1. CtaTtbsg Honeypots B Bukuneguu
2. B3nom npumaHok Ang passnedyeHus n npubbiniv (Buaeo)

Crp. 60



https://en.wikipedia.org/wiki/Honeypot_(computing)
https://www.youtube.com/watch?v=Pjvr25lMKSY

NMpunoxeHune A: cneuncpmkaumsa 6aHHepa

Ons nony4vyeHuna nocnegHero cnmcka nosemn 6aHHepa, cMmoTpuTe OHNaWH-AOKYMEHTALMIO.

BaHHep MoXeT cogepkaTb crieaytoLne CBocTBa/nons:

OcHoBHbIe cBOUCTBA

HassaHue
asn

data

ip

ip_str

ipvb

port
timestamp
hash
hostnames
domains
link
location

opts

org
isp

0s
uptime
tags

transport

Onucanune

ABTOHOMHbI HOMEP CUCTEMBI
[naBHbIM 6aHHep cnyKbbl
IP-agpec Kak nepemeHHas
IP-agpec Kak CTpOKa

IPv6-agpec Kak cTpoka

MopT cny:6bl

Jata n Bpems cbopa nHbopmaumnu
Yncnosow xaw cBoicTea data
Cnuncok umeéH xocrta ana IP
CnncoKk nméH xocta gnsa AOMeHa
Tun coegmHeHUA

leonokauma ycTpoicTea

lD,OI'IOHHI/ITEHI:HbIE/BKCI'Iepl/IMEHTaﬂbeIe AaHHble, He
coaeprawmneca B rnaBHoOm 6aHHepe

OpraHusauma, KOTopoi NpuceBoeH IP

ISP, oTBevatow,ana 3a npocTtpaHcTseo IP
OnepaunoHHan cuctema

Bpema aktusHocTtu IP

Cnu1COoK TaroB, ONMUCbIBaOLWMX YCTPOMCTBO

Tun TPaHCNOPTHOrO NPOTOKOAA, KOTOPbIN
ncnosb3oBasca ans cbopa 6aHHepa

CeouncTtBa Elastic

Mpumep

AS4837

HTTP/1.1 200...

493427495

199.30.15.20
2001:4860:4860::8888

80
2014-01-15T05:49:56.283713
[“shodan.io”, “www.shodan.io”]
[“shodan.io”]

Ethernet or modem

Cmompu Huxce

Google Inc.
Verizon Wireless
Linux

50

[“ics”, “vpn”]

tcp

Cnepytowime caoncTtBa cobupatotca ang Elastic (paHee - ElasticSearch)
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https://developer.shodan.io/api/banner-specification
https://ru.wikipedia.org/wiki/Elasticsearch

HassaHue OnucaHue

elastic.cluster OcHoBHas MHPopmaumaA o Knactepe
elastic.indices CnWCOK MHAEKCOB, AOCTYMHbIM B Knactepe
elastic.nodes Cnucok Hoa/nunpos Kaactepa U MHGoOPMaLUA O HUX

Csounctea HTTP(S)

Shodan nepexogut no nepeHanpasneHmsam oTknukos HTTP 1 3anucbiBaeT BCo MHopmMaumto
B ©aHHep. EQMHCTBEHHbIE Crnyyaun, Korga CkaHepbl He nepexoaaT ganee, ato ecnn HTTP-
3anpoc nepeHanpasnsietcs B 3oHy HTTPS n Hao6opoT.

HassaHue OnwucaHune

http.components TexHonorus, KOTopasa UCNoab3oBanach 1A CO34aHNA cainTa

http.host Nma xocTa, nochaHHoe ana 3axsata HTML

http.html HTML-KOHTeHT caliTa

http.html_hash Yncnosow xaww cBounctea http.htm/

http.location Jokauma nocnegHero HTML-oTK/MKa

http.redirects Cnuncok nepexonos. Kaxablh peanpeKkT uMmeeT Tpu cBoncTBa: host, data w
location

http.robots daiin robots.txt caiita

http.server Xapep Server caiiTa

http.sitemap XML KapTa caliTa

http.title HasBaHue calita

CsoncTBa reorpadnyeckoro pacrosioXxeHus

Cnepyrowme cBorcTBa — 3TO NOACBONCTBA ANns cBoncTea location, Haxogsaweroca B BEPXHEM
ypoBHe 3anucu baHHepa.

HassaHue OnucaHue

area_code Kog ob6nactn pacnonoxeHuna yCTponcTea
city HasBaHwue ropogaa

country_code Kog, cTpaHbl 13 2 6yKB

country_code3 Kog cTpaHbl 13 3 6yKB

country_name HasBaHue cTpaHbl
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dma_code
latitude
longitude
postal_code

region_code

Csounctesa SMB

HassaHue
smb.anonymous
smb.capabilities
smb.shares
smb.smb_version
smb.software

smb.raw

CsonctBa SSH

HassaHue
ssh.cipher
ssh.fingerprint
ssh.kex
ssh.key

ssh.mac

Csouctea SSL

Toprosbii Kog o6nactu (Tonbko CLLA)
WunpoTa

JonroTa

MouToBbIN UHAEKC

Kog pervoHa

OnwucaHune

Mo3sonsAeT A cnykba aHOHUMHbIE nogKntoveHus (true/false)
CnucoK GyHKUMIA, NoaaepKUBAEMbIX CNYKOOM

CnNUCoK AOCTYNHbIX CETEBLIX PECYPCOB

Bepcua npoTokona, ncnosb3osasLuerocsa ansa cbopa AaHHbIX
HasBaHuMe nporpammbl, 3anycKatoLlei cnyxby

CnuncoK hex-KogMpoBaHHbIX MAaKeTOB, OTMNPABAEHHbIX CEPBEPOM; MNONE3EH,
€C/IN Bbl XOTUTE CaMU caenaTb NnapcmHr SMB

OnucaHue

LWndp, KoTopblit ncnonb3oBasca BO BpeMs obMeHa AaHHbIMM
OTneyaToK ycTpolicTBa

Cnncok anroputmoB obmMeHa Katodamu, NoaaepKUBaEMbIX CEPBEPOM
SSH-Kntou cepsepa

Anroputm Koaa ayTeHTUdMKaLUM COOBLLEHNIA

Ecnun cnyxba 3aBépHyTa B SSL, To Shodan npon3sBogut AONOSHUTENBHOE TECTUPOBAHME U
nokasblBaeT pe3ynbTaThbl B CrieyoLWmnx CBONCTBaAX:

HasBaHue
ssl.acceptable_cas

ssl.cert
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OnucaHue
Cnncok cepTMdMKaToB, NOALEPKNUBAEMbIX CEPBEPOM

MNpoaHannsnpoBaHHbIi SSL ceptudumkar




ssl.cipher Mpeanouyntaembli wWnep ana SSL-coeanHeHma

ssl.chain Cnuncok SSL-cepTMdMKaTOB OT KOPHEBOIO A0 NO/Ib30BATENLCKOTO
ssl.dhparams MapameTtpbl AadpPpu-XennmaHa

ssl.tlsext Cnuncok pacwmpeHnii TLS, noaaepKmMBaembix cepBepom

ssl.versions MNopgaepxmBaemble Bepcum SSL; ecnm 3HaYeHUe HAaYNHAEeTCA € «-», Torga

cnyxk6a HE nogaep»KnMBaeT 3Ty BEPCUIO

Csouctea ISAKMP

Cnepyrowme cBonctBa cobupatotca ana coeguHeHmi VPN, mMcnonb3ylowmx MpoTOKOS
ISAKMP (kak IKE):

HassaHue OnucaHue

isakmp.initiator_spi Hex-3awmndpoBaHHbI MHAEKC NapameTpa 6€30MacHOCTU ANA UHMUMATopPa
isakmp.responder_spi Hex-3awmndpoBaHHbIN MHAEKC NapameTpa 6e3onacHOCTU A4 OTBEYatOLLEro
isakmp.next_payload MNonesHas HarpysKa, oTNpaB/eHHas Nocae NHMUMaLmm

isakmp.version Bepcua npoToKona

isakmp.exchange_type Tun obmeHa

isakmp.flags.encryption YcTaHoBKa 6uta wndposaHua: true nnm false

isakmp.flags.commit YcTaHoBKa 6uta nopyyeHus: true nnu false

isakmp.flags.authentication YcraHoBKa 6uTa ayTeHTUdMKaumu: true unum false
isakmp.msg_id Hex-3awndpoBaHHbI nAEHTUPUKATOP coobLLeHMs

isakmp.length Pasmep ISAKMP-nakeTa

OcobOble cBonCcTBa

_shodan

OTO CBOWCTBO COAEPXUT MHdopmaunmio o crnocobe cbopa uHdopmauum Shodan’om. OHO
OTNMYaeTcs OT MNPOYMX CBOWCTB, TaK Kak He npeaocTaBnsieT HUMKakon WHdopmaumnm oo
ycTponctBe. Bmecto 3Toro, oHO AaéT WHGopMauui O TOM, Kakon rpabbep 6GaHHepoB
ncnonb3oBanca gna B3ammogencTansa ¢ IP. 3To MoxeT ObiTb BaXXHO AM9 MOHMMaHUA AnA
MOPTOB, Ha KOTOPbIX paboTaeT MHoro cnyx6. Hanpumep, nopt 80 Wnpoko n3eecteH ans Beb-
CEpPBEPOB, HO TaKXKe OH WCMNONb3YEeTCA pPasfMYHbIMKM BPELOHOCHBIMM MNporpaMmamMn Ans
obxona daepsona. Ceoncteo _shodan coobwmt Bam, ncnonb3oBancs nu http-moayne ans
cbopa nHdopmauum, NN HEKUN BPELOHOCHbIN MOAY b.

HassaHue OnucaHue
_shodan.crawler YHUKaNbHbIN naeHTUGUKaTOop cKaHepa Shodan
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_shodan.id YHUKanbHbIN naeHTUdUKaTop baHHepa

_shodan.module HasBaHue moayns Shodan, ncnonb3oBasluerocs ckaHepom Shodan ana cbopa
b6aHHepa

_shodan.options KoHdurypaumoHHble onumm, UCNob3oBaBLUMECS BO Bpemsa cbopa AaHHbIX

_shodan.hostname Mms xocTa gns ncnosib3oBaHMA Npuy OTCbIIKe Be6-3anpocos

_shodan.options.referrer YHUKaNbHbIM naeHTUGMKaTop BaHHepa, 3anyCcTUBLLEro CKaHMpPoOBaHMe ANA

aToro nopTa/cnysk6bl
[Mpnmep

"timestamp": "2014-01-16T08:37:40.081917",
"hostnames": [
"99-46-189-78.lightspeed.tukrga.sbcglobal.net"
1,
"org": "AT&T U-verse",
"guid": "1664007502:75a821e2-7e89-11e3-8080-808080808080",
"data": "NTP\NXXX.XXX.XXX.XXX:7546\n68.94.157.2:123\n68.94.156.17:123",
"port": 123,
"isp": "AT&T U-verse",
"asn": "AS7018",
"location": {
"country_code3": "USA",
"city": "Atlanta",
"postal_code": "30328",
"longitude": -84.3972,

"country_code": "US",
"latitude": 33.93350000000001,
"country_name": "United States",

"area_code": 404,
"dma_code": 524,
"region_code": null
1,
"ip": 1664007502,
"domains": [
"sbcglobal.net"
1,
"jp_str": "99.46.189.78",
"os": null,
"OptS": {
raw'": "\\x97\\x00\\x03*\\x00\\x03\\x00H\\x00\\x00\\x00\\x00\\x00\\x00\
A\ X00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x01G\\x06\\xa7\\x8ec.\\xbdN\\x00\\
AX00\\x00\\x01\\x1dz\\x07\\x02\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\
\\X00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\
A\ X00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\
\\x00g\\x00\\x00\\x001\\x00\\x00\\x00\\x00\\x00\\x00\\x00XDA\\x9d\\x02c.\\xbdN\\\
x00\\x00\\x00\\x01\\x00{\\x04\\x04\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
AX00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
A\X00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
\x00\\x00g\\x00\\x00\\x000\\x00\\x00\\x00\\x00\\x00\\x00\\x00YDA\\x9c\\x1lc.\\xb\
AN\ \x00\\x00\\x00\\x01\\x00{\\x04\\x04\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\\
x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\\
x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00",
Ilntpll: {
"more": false

}
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NpunoxeHune B: cnncok NoUCKOBbIX pUNbLTPOB

OCHOBHblE PUNBTPbLI

Ha3BaHue

after

asn

before

category
city
country

geo

hash

hash IPv6
has_screenshot
hostname
ip

isp

net

org

0s

port
postal
product
region
state
version

vuln
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OnucaHue

lNoKa3biBaeT pe3ynbTaTbl TOJIbKO nocne onpep,en'éHHon AaThbl

(84/MM/TTTT)
ABTOHOMHbI I HOMEP CUCTEMBI

MoKa3sblBaeT pe3ynbTaThl TO/LKO A0 onpeaenéHHol AaTbl

(84/MM/TTTT)

[naBHbI BaHHep CnyKobl
HaseaHue ropoga
[BYyx6YKBEHHbIN KOA CTPaHbl

MpuHUMaeT oT 2 Ao 4 napameTpos. Ecnun 2 napameTpa: WMpPOTa,
ponrota. Ecam Tpu: wunpoTa, 4oAroTa, AManasoH. Ecam 4: nesan
BEPXHAA LUMPOTA, 1EBAA BEPXHAN A0NTOTa, NPaBan HUMKHARA
LWIMPOTa, NPaBas HUKHAA JOAroTa.

Xaw cBoicTBa data

True/False

True/False

MonHoe MmsA XocCTa Ans YyCTPonCTBa

MNceBgoHMM gns ceTeBoro ¢punbTpa

ISP, oTBeuatolLan 3a 610K IP-agpecos

CeTeBoi anana3oH B CIDR-HoTauumu

OpraHu3aumsn, KoTopou npuceoeH 6ok IP-agpecos
OnepaunoHHaa cMctema

Homep nopta ans yctpolictea

MouTtoBbl nHAeKC (Tonbko CLUA)

Ha3BaHue nporpammbl/NpoayKTa, npeaocrasnstoulero 6aHHep
HasBaHue pernoHa/wrara

MNceBooOHMM pernoHa

Bepcua npoayKra

NaoeHTndurkatop CVE ana yasemmoctu

Tun

CTpOKa

CTpOKa

CTpOKa

CTpOKa
CTpOKa
CTpOKa

CTpOKa

nepemeHHas
6y/1eBO 3HaYeHune
6yneBo 3Ha4YeHue
CTpOKa

CTpOKa

CTpOKa

CTpOKa

CTpOKa

CTpOKa
nepemeHHas
CTpOKa

CTpOKa

CTpOKa

CTpOKa

CTpOKa

CTpOKa




HTTP-punbTpsl

Ha3BaHue

http.components

http.component_category

http.html
http.html_hash
http.status

http.title

OnucaHue

TexHon0rns, KOTopasa UCNONb30BaNaCh 41 CO34aHMA caiTa
KaTeropua Be6-KOMNOHEHTOB, MCNOb3YEMbIX HA calTe
HTML Be6-6aHHepoB

Xaw HTML caitta

Kog ctaTtyca oTBeTa

HasBaHue calita Beb-6aHHepa

NTP-cdounbTpbl

Ha3BaHue

ntp.ip

ntp.ip_count

OnucaHue
IP-agpeca nosiy4eHHble OTKANMKOM OT KoMaHAbl monlist

Konnuectso IP-afpecoB B OTKAMKOM OT NepBoi KomaHgbl monlist

Tun

CTpOKa

CTpOKa

CTpOKa

nepemeHHana

nepemeHHana

CTpOKa

Twn

CTPOKa

nepemeHHan

ntp.more True/False; ectb nn ewle IP ana cbopa komaHaol monlist byneBo 3HauyeHue
ntp.port MopT, ucnonbsyemslit IP-agpecamm M3 oTKAMKA monlist nepemeHHas
*npusedy cmameto ¢ Xxabpa 0158 NOHUMAHUA KOMaHObI monlist: mbiK
SSL-punbTpbl
HasaHue OnwucaHue Tun
has_ssl True/False 6yneBo 3HaYeHue
ssl MNMownck Bcex gaHHbIX SSL CTpOKa
ssl.alpn [MpPOTOKO/Ibl MPUKAAAHOIO YPOBHSA, Takue Kak HTTP/2 (“h2”) CTPOKa
ssl.chain_count KonnyecTtso cepTUPUKATOB B LLEMOUKE nepemeHHas
ssl.version Bo3morkHble 3Ha4yeHus: SSLv2, SSLv3, TLSv], CTpOKa
TLSv1.1, TLSv1.2
ssl.cert.alg Anropuntm ceptndmrkaTa CTPOKa

ssl.cert.expired
ssl.cert.extension

ssl.cert.serial
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True/False 6yneBo 3Ha4YeHUue
MmeHa paclumpeHuit B ceptudukare CTPOKa
CepuiiHbIii HOMED KaK NepeMeHHas WM WecTHaauatTepuMyHaa  CTpoka/nepemeHHasn

CTPOKa



https://habr.com/post/209438/
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%BF%D1%80%D0%B8%D0%BA%D0%BB%D0%B0%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE_%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F

ssl.cert.pubkey.bits  Konuuectso 6uT B ny61M4HOM KAtode nepemeHHas

ssl.cert.pubkey.type Twun ny6anyHoro Kntoua CTPOKa
ssl.cipher.version SSL-Bepcua npegnoynTaemoro wndpa CTpOKa
ssl.cipher.bits Yncno 6uT B Nnpegnoyntaemom wmdpe nepemeHHas
ssl.cipher.name HasBaHue npegnouymtaemoro wndpa CTPOKa
Telnet-dounbTpbl

HassaHue OnucaHue Tun
telnet.option Mounck Bcex onuumn CTPOKa
telnet.do CepBep 3anpalunBaeT KAUEHT NoAAEePKUBATb 3TN ONLUUK CTPOKa
telnet.dont CepBep 3anpallnBaeT KANEHT He NoALEePKNBATb 3TN ONUUK CTPOKa
telnet.will CepBep noaaepK1UBaeT 3T ONuumn CTPOKa
telnet.wont Cepsep He NnogaepKMBaeT 3T onuumn CTpOKa

NMpunoxeHue C: nouckoBble haceTbl

OcHoBHble haceThl

HasBaHue
asn

city
country
domain
has_screenshot
isp

link

org

0s

port
postal
product

region
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OnucaHune

ABTOHOMHbI HOMEpP CUCTEMDbI

NMonHoe Ha3BaHWe ropoaa

lMonHoe Ha3BaHMe CTPaHbI

JomeH(bl) gns ycTpoincTsea

MmeeT AOCTYNHbIE CKPUHLLIOTbI

ISP, ynpasnstowas 6aokom IP-agpecos
Twun ceTeBoro coegnHeHnA

OpraHusauus, Bnagetowas 6n1oxkom IP-agpecos
OnepaunoHHaa cmctema

Homep nopta ansa cay6bl

MoyToBbI UHAEKC

HasBaHwue nporpammbl/npoaykra 6aHHepa

HassaHue perMOHa/LUTaTa




state
uptime
version

vuln

HTTP-paceThl

Ha3BaHue

http.component

http.component_category

http.html_hash

http.status

NTP-daceTbl

HassaHue
ntp.ip
ntp.ip_count
ntp.more

ntp.port

SSH-daceTbl

HassaHue
ssh.cipher
ssh.fingerprint
ssh.mac

ssh.type

SSL-daceTnbl

Ha3BaHune

ssl.version
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MceBAOHUM perMoHa
Bpems aKTMBHOCTM XOCTa B CEKYHAAX
Bepcusa npogyKTta

NaeHTndumkatop CVE ana yassmMmoctum

OnucaHue Tun
HasBaHWe TeEXHONOMMK, UCMNOIb3YEMO Ha canTe CTpOKa
KaTeropua Be6-KOMNOHEHTOB, MCNOb3YEMbIX HA canlTe CTpOKa

Xaw HTML caitta nepemeHHas
Kog ctaTtyca oTeeTa nepemeHHasn
OnucaHue

IP-agpeca nony4yeHHble OTKIMKOM OT KoMaHabl monlist
Konunuyectso IP-aapecoB B OTK/IMKOM OT NepBoii KomaHabl monlist
True/False; ectb nn ewe IP ana cbopa KomaHgoi monlist

MopT, ncnonb3yembiii IP-aapecamm U3 oTKAMKa monlist

OnucaHue

HaseaHue wudpa

OTneyYyaToK ycTpomncTea

Nma MAC ucnonbsyemoro anroputma (K npumepy, hmac-shal)

Tun KntoYa ayTeHTUdGMKaumm (K npumepy, ssh-rsa)

OnucaHue

Bepcua SSL nopaeprknsaetca




ssl.alpn
ssl.chain_count
ssl.cert.alg
ssl.cert.expired
ssl.cert.serial
ssl.cert.extension
ssl.cert.pubkey.bits
ssl.cert.pubkey
ssl.cipher.bits
ssl.cipher.name

ssl.cipher.version

Telnet-gpaceThl

HasBaHue
telnet.option
telnet.do
telnet.dont
telnet.will

telnet.wont

NMpunoxeHune

MpPOTOKO/bl MPUKAAAHOIO YPOBHA

KonnyecTtso cepTUPUKATOB B LLEMOYKE

AnropuTtm cepTudmkaTa

True/False; UCTEK cpOK aencTena ceptudmrKata amn Hert
CepuiiHblii HOMEpP KaK nepemeHHas

MmeHa paclumpeHuit B ceptudukare

Konnyectso 6UT B Nyb6/iM4HOM Ktoye

Nma Tna ny6anMyHoro Kato4a

Yucno 6MT B Nnpeanoyntaemom wndpe

HasBaHue npegnoymtaemoro wundpa

SSL-Bepcua npegnoyntaemoro wndpa

OnucaHue

MoKasaTb BCcex onuum

CepBep 3anpalumMBaeT KANEHT NoaaepKnsaTb 3TM ONUUK
CepBep 3anpalumMBaeT KANEHT He NOAAEPHKMBATb 3TU ONLUK
CepBep noaaepK1BaeT 3TM oNuum

CepBep He NoAAEePKNBAET 3TU ONLLUM

D: cnucok noptosB

MopT HasBaHue cnybbl (cnyx6) MopT HasBaHue cny6bi (cnyx6)
7 Echo 4369 EPMD

11 Systat 4443 Symantec Data Center Security
13 Daytime 4444 malware

15 Netstat 4500 IKE NAT-T (VPN)

17 Quote of the day 4567 Modem web interface

19 Character generator 4664 Qasar

21 FTP 4730 Gearman

22 SSH 4782 Qasar

23 Telnet 4800 Moxa Nport

25 SMTP 4840 OPC UA

26 SSH 4911 Niagara Fox with SSL
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https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%BF%D1%80%D0%B8%D0%BA%D0%BB%D0%B0%D0%B4%D0%BD%D0%BE%D0%B3%D0%BE_%D1%83%D1%80%D0%BE%D0%B2%D0%BD%D1%8F

37 rdate 4949 Munin

49 TACACS+ 5006 MELSEC-Q

53 DNS 5007 MELSEC-Q

67 DHCP 5008 NetMobility

69 TFTP, BitTorrent 5009 Apple Airport Administration
70 Gopher 5060 SIP

79 Finger 5094 HART-IP

80 HTTP, malware 5222 XMPP

81 HTTP, malware 5269 XMPP Server-to-Server
82 HTTP, malware 5353 mDNS

83 HTTP 5357 Microsoft-HTTPAPI/2.0
84 HTTP 5432 PostgreSQL

88 Kerberos 5577 Flux LED

102 Siemens S7 5601 Kibana

104 DICOM 5632 PCAnywhere

110 POP3 5672 RabbitMQ

111 Portmapper 5900 VNC

113 identd 5901 VNC

119 NNTP 5938 TeamViewer

123 NTP 5984 CouchDB

129 Password generator protocol 6000 X11

137 NetBIOS 6001 X11

143 IMAP 6379 Redis

161 SNMP 6666 Voldemort database, malware
175 IBM Network Job Entry 6667 IRC

179 BGP 6881 BitTorrent DHT

195 TA14-353a 6969 TFTP, BitTorrent

311 OS X Server Manager 7218 Sierra wireless (Telnet)
389 LDAP 7474 Neo4j database

389 CLDAP 7548 CWMP (HTTPS)

443 HTTPS 7777 Oracle

443 Quic 7779 Dell Service Tag API
444 TA14-353a, Dell SonicWALL 8008 Chromecast

445 SMB 8009 Vizio HTTPS

465 SMTPS 8010 Intelbras DVR

500 IKE (VPN) 8060 Roku web interface
502 Modbus 8069 OpenERP

503 Modbus 8087 Riak

515 Line Printer Daemon 8090 Insteon HUB

520 RIP 8099 Yahoo SmartTV

523 IBM DB2 8112 Deluge (HTTP)

554 RTSP 8126 StatsD

587 SMTP mail submission 8139 Puppet agent

623 IPMI 8140 Puppet master

626 0S X serialnumbered 8181 GlassFish Server (HTTPS)
636 LDAPS 8333 Bitcoin

666 Telnet 8334 Bitcoin node dashboard (HTTP)
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771 Realport 8443 HTTPS

789 Redlion Crimson3 8554 RTSP

873 rsync 8800 HTTP

902 VMWare authentication 8880 Websphere SOAP

992 Telnet (secure) 8888 HTTP, Andromouse
993 IMAP with SSL 8889 SmartThings Remote Access
995 POP3 with SSL 9000 Vizio HTTPS

1010 malware 9001 Tor OR

1023 Telnet 9002 Tor OR

1025 Kamstrup 9009 Julia

1099 Java RMI 9042 Cassandra CQL

1177 malware 9051 Tor Control

1200 Codesys 9100 Printer Job Language
1234 udpxy 9151 Tor Control

1400 Sonos 9160 Apache Cassandra
1434 MS-SQL monitor 9191 Sierra wireless (HTTP)
1515 malware 9418 Git

1521 Oracle TNS 9443 Sierra wireless (HTTPS)
1604 Citrix, malware 9595 LANDesk Management Agent
1723 PPTP 9600 OMRON

1741 CiscoWorks 9633 DarkTrack RAT

1833 MQTT 9869 OpenNebula

1900 UPnP 10001 Automated Tank Gauge
1911 Niagara Fox 10001 Ubiquiti

1962 PCworx 10243 Microsoft-HTTPAPI/2.0
1991 malware 10554 RTSP

2000 iKettle, MikroTik bandwidth test 11211 Memcache

2081 Smarter Coffee 12345 malware

2082 cPanel 17000 Bose SoundTouch
2083 cPanel 17185 VxWorks WDBRPC
2086 WHM 12345 Sierra wireless (Telnet)
2087 WHM 11300 Beanstalk

2123 GTPv1 13579 Media player classic web interface
2152 GTPv1 14147 Filezilla FTP

2181 Apache Zookeeper 16010 Apache Hbase

2222 SSH, PLC5, EtherNet/IP 16992 Intel AMT

2323 Telnet 16993 Intel AMT

2332 Sierra wireless (Telnet) 18245 General Electric SRTP
2375 Docker 20000 DNP3

2376 Docker 20547 ProconOS

2379 etcd 21025 Starbound

2404 IEC-104 21379 Matrikon OPC

2455 CoDeSys 23023 Telnet

2480 OrientDB 23424 Serviio

2628 Dictionary 25105 Insteon Hub

3000 ntop 25565 Minecraft

3260 iSCSI 27015 Steam A2S server query, Steam RCon
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3306 MySQL 27016 Steam A2S server query

3310 ClamAV 27017 MongoDB

3386 GTPv1 28015 Steam A2S server query
3388 RDP 28017 MongoDB (HTTP)
3389 RDP 30313 Gardasoft Lighting
3460 malware 30718 Lantronix Setup
3541 PBX GUI 32400 Plex

3542 PBX GUI 37777 Dahuva DVR
3689 DACP 44818 EtherNet/IP

3702 Onvif 47808 Bacnet

3780 Metasploit 49152 Supermicro (HTTP)
3787 Ventrilo 49153 WeMo Link

4000 malware 50070 HDFS Namenode
4022 udpxy 51106 Deluge (HTTP)
4040 Deprecated Chef web interface 53413 Netis backdoor
4063 ZeroC Glacier2 54138 Toshiba PoS

4064 ZeroC Glacier2 with SSL 55443 McAfee

4070 HID VertX/ Edge door controller 55553 Metasploit

4157 DarkTrack RAT 55554 Metasploit

62078 Apple iDevice
64738 Mumble

NMpunoxeHune E: NMpumep SSL-6aHHepa
{

"hostnames": [],

Ilt-itlell: Illl,

"ip": 2928565374,

"isp": "iWeb Technologies",

"transport": "tcp",

"data": "HTTP/1.1 200 OK\r\nExpires: Sat, 26 Mar 2016 11:56:36 GMT\r\nExpire\
s: Fri, 28 May 1999 00:00:00 GMT\r\nCache-Control: max-age=2592000\r\nCache-Cont\
rol: no-store, no-cache, must-revalidate\r\nCache-Control: post-check=0, pre-che\
ck=0\r\nLast-Modified: Thu, 25 Feb 2016 11:56:36 GMT\r\nPragma: no-cache\r\nP3P:\

CP=\"NON COR CURa ADMa OUR NOR UNI COM NAV STA\"\r\nContent-type: text/html\r\n\

Transfer-Encoding: chunked\r\nDate: Thu, 25 Feb 2016 11:56:36 GMT\r\nServer: sw-\
cp-server\r\n\r\n",

"asn": "AS32613",

"port": 8443,

"ssl": {

"chain": ["----- BEGIN CERTIFICATE----- \NMIIDszCCApsCBFBTb4swDQYJKoZIhvcN\
AQEFBQAwgZ0OxCzAJIBgNVBAYTATVTMREwW\nDwYDVQQIEwhWaXJInaW5pYTEQMA4GA1UEBXMHSGVybmRvbj\
ESMBAGA1UEChMJUGFy\nYWxsZWxzMRgwFgYDVQQLEw9QYXJIhbGx LbHMgUGFuZWwxGDAWBgNVBAMTD1Bh\
cmFs\nbGVscyBQYW51bDEhMB8GCSqGSIb3DQEJARYSaW5mbOBwYXJIhbGx LTbHMuY29tMB4X\nDTEyMDkx\
NDE3NTUyM1oXDTEzMDkxNDE3NTUyM1lowgZOxCzAIBgNVBAYTALTVTMREwW\nDwYDVQQIEwhWaXJnaW5pYT\
EQMA4GA1UEBXMHSGVybmRvbjESMBAGAIUEChMIUGFy\nYWxsZWxzMRgwFgYDVQQLEwW9QYXJIhbGx1bHMg\
UGFuZWwxGDAWBgNVBAMTD1BhcmFs\nbGVscyBQYW51bDEhMB8GCSqGSIb3DQEJARYSaW5mbOBwYXJIhbG\
xLbHMuY29tMIIB\nIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAXCcIVyY/qajKtFFNHXGOFPHTXxm\
\nSOnsffWBTBfyXnK3h8uB®41VxvZDh3XkpA+ptg2 fWOUITOTTYuqw+tqiDmg8YTsHy\njcpMFBtXV2cV\
dhKXaS3YY1IM7dP3gMmkGmH+ZvCgCYc7LIMIIxYIy6Zeuh67YXEMV\ngiU8mZpvc70Cg5WeWluBCXtUA\
jDLsVWnhsV3YuxlweEvkRpAk3EHehKbvgMnEZS\nQ30QySe0GAqC7bWzKrwsJAOUk/+Js18+3QKb/LmD\
a9cRjtFCTo6hYfPbfHj8RxQh\n4Xmnn/CtZ48wRQTgKXS06+Zk30uU7/jX1Gt/jxN6n77673e6uCsggT\
wut/EtNwID\nAQABMAOGCSqGSIb3DQEBBQUAA4IBAQBbL/yTy76Ykwr7DBOPAXC766n730sZizjAt\nlk\
mx7LxgN3X/wFxD537r+sd0gbPgJ13edrE/ZG9dN16LhUBbUK+9s6z9QicEfSx0o\n4uQpFSywbGGmXInE\
ZmyT4SsOLi/hNgy68f49L01h6rn/p7QgIKd31g7189ZfFkFb\nRdD49s11/Cc5Nm4XapUVvmnS91M1Pk\
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/00IgllulrYkuc8sIoZdPbep52H3Ga7TjG\nkmO7nUIii0goB7TQ63mU67+NWHAMQQ8CtCDCN49kIyen)
1WFjD6Je2U4gOIFQrxHw\nMy+tquo/n/sa+NV8Q0j1gMVcFsLhYm7Z5ZONgOQFXSAL+Eyj /AwZ\n----\
-END CERTIFICATE----- \n"71,

"cipher": {

"version": "TLSv1/SSLv3",

"bits": 256,

"name'": "DHE-RSA-AES256-GCM-SHA384"

1,
"alpn": []’
"dhparams": {

"prime": "bl0b8f96a080e0ldde92de5eae5d54ec52c99fbcfb06a3c69a6a9dcas2\
d23b616073e28675a23d189838efle2ee652c013ech4aead06112324975c3cd49b83bfacchdd7d90)
c4bd7098488e9c219a73724effd6fae5644738faa3ladff55bcccfalslats5f0odc8b4bd45bf37df36\
5cla65e68cfda76d4da708dflifb2bc2e4a4371",

"public_key": "2e30a6e455730b2f24bdaf5986b9f0876068d4aa7a4el5c9alb9oc\
a05a420e8fd3b496f7781a9423d3475f0bedee83f0391aaa95a738c8f0e250a8869a86d41bdb0194\
66dba5c641e4b2b4b82db4cc2d4ea8d9804ec00514f30a4b6cel70b81c3elce4b3d17647c8e5b8 6\
65bb7f588100bcc9a447d34d728c3709fd8a5b7753b",

"bits": 1024,

"generator": "a4dlcbd5c3fd34126765a442efb99905f8104dd258ac507fd6406¢)\
ff14266d31266feale5c41564b777e690f55041213160217b4b01b886a5e915471f9e2749f4d7fbd7\
d3b9a92ee1909d0d2263f80a76a6a24c087a091f531dbf0an0l169b6a28ad662a4d18e73afa32d779d\
5918d08bc8858f4dcef97c2a24855e6eeb22b3b2e5",

"fingerprint": "RFC5114/1024-bit MODP Group with 160-bit Prime Order)\
Subgroup"

1,
"versions": ["TLSv1", "-SSLv2", "SSLv3", "TLSvl.1", "TLSvl1l.2"]

1,

"html": "\n\t\t<html><head>\n\t\t<meta charset=\"utf-8\">\n\t\t<meta http-eq\
uiv=\"X-UA-Compatible\" content=\"IE=edge,chrome=1\">\n\t\t<title></title>\n\t\t\
<script language=\"javascript\" type=\"text/javascript\" src=\"/javascript/commo\
n.js?plesk_version=psa-11.0.9-110120608.16\"/></script>\n\t\t<script language=\"\
javascript\" type=\"text/javascript\" src=\"/javascript/prototype.js?plesk_versi\
on=psa-11.0.9-110120608.16\"></script>\n\t\t<script>\n\t\t\tvar opt_no_frames = \
false;\n\t\t\tvar opt_integrated_mode = false;\n\t\t</script>\n\t\t\n\t\t</head>\
<body onLoad=\";top.location="'/login.php3?window_id=&amp;requested_url=https%3A%\
2F%2F174.142.92.126%3A8443%2F ' ;\"></body><noscript>You will be redirected to the\
new address in 15 seconds... If you are not automatically taken to the new loca\
tion, please enable javascript or click the hyperlink <a href=\"/login.php3?wind\
ow_id=&amp;requested_url=https%3A%2F%2F174.142.92.126%3A8443%2F\" target=\"top\"\
>/login.php3?window_id=&amp;requested_url=https%3A%2F%2F174.142.92.126%3A8443%2F\
</a>.</noscript></html><!--__ _ \

__>||’

"location": {
"city": null,
"region_code": "QC",
"area_code": null,
"longitude": -73.5833,
"country_code3": "CAN",
"latitude": 45.5,
"postal_code": "H3G",
"dma_code": null,
"country_code": "CA",
"country_name": "Canada"

1,

"timestamp": "2016-02-25T11:56:52.548187",

"domains": [],

"org": "iWeb Technologies",
"os": null,
" _shodan": {
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"options": {1},
"module": "https",

"crawler": "122dd688b363c3b45b0e7582622dale725444808"

s
"OptS" : {

"heartbleed": "2016/02/25 03:56:45 ([Juint8) {\n 00000000 02 00 74 63 6
5 6e 73 75 73 2e 73 68 6f 64 61 6e |..tcensus.shodan|\n 00000010 2e 69 6f 53
45 43 55 52 49 54 59 20 53 55 52 56 |.70SECURITY SURV|\n 00000020 45 59 fe 7a
a2 0d fa ed 93 42 ed 18 b0 15 7d 6e |EY.z..... B....}n|\n 00000030 29 08 f6 f

8 ce 00 bl 94 b5 4b 47 ac dd 18 aa b9 |).......
45 95 10 e0 a2 43 fe 8e ac 88 2f e8 75 |...E...

8c e0® 8a 80 61 56 3c 68 Of el 1f 73 9e |.._
a db 90 ce 84 e3 79 5f 9d 6¢c a0 90 ff fa |al...

e8 76 07 b2 e5 5e 8e 3e a4 45 61 2f 6a 2d |...v..

74 94 03 3c 5d |1.t
174.142.92.126:8443 - VULNERABLE\n",
"vulns": ["CVE-2014-0160"]

s
"fp_str": "174.142.92.126"

OTBeTbl Ha ynpaxHeHus

Beb-cant
YnpaxHeHue 1
title:4sics

YnpaxHeHue 2

rfb authentication disabled

YnpaxHeHne 3

vuln:CVE-2014-0160 country:se ssl.version:sslv3

vuln:CVE-2014-0160 org:"your organization"

YnpaxHeHune 4

category:ics city:"your city name"

YnpaxHeHne 5

category:malware country:us
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NHTepdenc KomaHOHOW CTPOKU

YnpaxHeHue 1

shodan download --limit -1 heartbleed-results country:se,no vuln:CVE-2014-0160
shodan parse --filters location.country_code:SE -0 heartbleed-sweden heartbleed-\
results.json.gz

BHumanwne: AprymeHT —filters nponssoguT 4yBCTBUTENBHbIN K PETUCTPY NOUCK CBOWCTB,
BbIpaXXEHHbIX CTPOKaMM, CrieaoBaTefnibHO, Ko CTpaHbl LLBeunn gomkeH 6biTb HanncaH
B6onbLmmn GykBamu.

YnpaxHeHune 2

mkdir data
shodan stream --1limit 1000 --datadir data/
shodan convert data/* kml

# 3arpysaute KML daitn Ha https://www.google.com/maps/d/

YnpaxHeHne 3

#1/bin/bash

shodan download --limit -1 malware.json.gz category:malware
for ip in “shodan parse --fields ip_str malware.json.gz’

do

iptables -A OUTPUT -d $ip -j DROP
done

Shodan API

3ameHuTe 3HavyeHne YOUR _API_KEY Bawwmm kntovom API 13 akkayHTa Ha cante Shodan.

YnpaxHeHue 1

#1/usr/bin/env python

# UHuyuanuzayus Shodan
import shodan
api = shodan.Shodan("YOUR_API_KEY'")

# Co30alime Hosoe ornoseujeHue
alert = api.create_alert('My first alert', '198.20.69.0/24"')

try:
# Moodnuwumecs Ha OAHHbIE CO30AHHO20 OMOBEWEHUS
for banner in api.stream.alert(alert['id']):
print banner
except:

# [Mpouzsedume o4yucMKy rpu owubKax
api.delete_alert(alert['id'])
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https://account.shodan.io/

[Mogckaska: Huke — pelleHue ¢ nomowibio komaHg alert wHTepdenca komaHOHOW
cTpokn Shodan:

# CospgaitTe onoselleHne
shodan alert create "My first alert" 198.20.69.0/24

# MNoanuwuTech Ha NEHTY peanbHOro BPEMEHU U COXPaHWUTe AaHHble B KaTaior "/tmp"
shodan stream --alerts=all --datadir=/tmp

# [ocne 3aBepLUeHMA, OYUCTUTE BCE OMOBELLEHMUA
shodan alert clear

YnpaxHeHune 2

mkdir images

3anycTnte KkoMaHgy Bbllwe 4YTOObI Cco3haTh KaTanor Ans coxpaHeHusa m3obpaxeHun. 3atem
COXpaHuTe creayrowmm Kkoa B hanne, TakoM Kak image-stream.py:

#1/usr/bin/env python
import shodan

output_folder = 'images/'
api = shodan.Shodan("YOUR_API_KEY")

for banner 1in api.stream.banners():
if 'opts' in banner and 'screenshot' 1in banner['opts']:
# Ha 0aHHbIU momeHm ace u3obpaxceHusA 8 popmame JPG
# Coenams: Ucnone3sylime MIME-mun 05 onpedeneHus pacwupeHus galina
# Coename: [NoddepxkKa pezyssmamos IPv6

# Cozdalime ums ¢palina, ucnones3ys ez2o IP-adpec
filename = '"{}/{}.jpg'.format(output_folder, banner['ip_str'])

# Cozdalime cam palin
output = open(filename, 'w')

# V306paxceHus 3awugposaHsl ¢ ucrnosnbiosaHuem base64
output.write(banner['opts']['screenshot']['data'].decode('base64'))
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